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Premise: an Intersection of Privacy and Security

. Privacy: Truncation and/or aggregation-based anonymization
i.e., for reporting traffic data, e.qg., correlating with network topology,
routing, service providers, and geographic locations.

- Security: in coordinated attack response
- Sharing IP address info while respecting victim or suspect attacker’s privacy.
- Mitigating abuse by blocking traffic associated with a victim and/or attacker.

Effectiveness depends on knowledge - or on assumptions - about

globally-routed IP address prefixes — the Identity Associations (or |1As) — of
the victims or attackers.



IP Address Anonymization and ldentity Association

Consider these questions:

* How can Internet measurements inform decisions about address anonymization
and identity association?
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IP Address Anonymization

* Truncation-based anonymization is ideal if, and only if, it can be guaranteed to
improve privacy.

We propose kIP anonymization, i.e.,

make an individual appear indistinguishable amongst a set of [k] individuals,
an anonymity set

[https://en.wikipedia.org/wiki/K-anonymity,
RFC 6973: “Privacy Considerations for Internet Protocols”]
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address) will not be stored in non-volatile storage. Cloudflare will
anonymize source |IP addresses via IP truncation methods (last octet for
IPv4 and last 80 bits for IPv6). Cloudflare will delete the truncated IP
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Examination ("Public Resolver Logs") for the legitimate operation of our Public Resolver

and research purposes, and Cloudflare will delete the Public Resolver Logs
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within 25 hours.

@ ok GHaFEM-CURAIAG 5. Cloudflare will not share the Public Resolver Logs with any third parties
except for APNIC pursuant to a Research Cooperative Agreement. APNIC

will only have limited access to query the anonymized data in the Public
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Resolver Logs and conduct research related to the operation of the DNS

This post is also available in E{A41 %, Deutsch and Frangais. system.

# Proving privacy commitments

We created the 1.1.1.1 resolver because we recognized significant privacy problems:
ISPs, WiFi networks you connect to, your mobile network provider, and anyone else
listening in on the Internet can see every site you visit and every app you use — even
if the content is encrypted. Some DNS providers even sell data about your Internet
activity or use it to target you with ads. DNS can also be used as a tool of censorship
against many of the groups we protect through our Project Galileo.

If you use DNS-over-HTTPS or DNS-over-TLS to our 1.1.1.1 resolver, your DNS
lookup request will be sent over a secure channel. This means that if you use the
éﬂ CLOUDFLARE’ 1.1.1.1 resolver then in addition to our privacy guarantees an eavesdropper can't see

your DNS requests. We promise we won't be looking at what you're doing.
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ABSTRACT

Privacy-minded Internet service operators anonymize IPv6
addresses by truncating them to a fixed length, perhaps due
to long-standing use of this technique with IPv4 and a be-
lief that it’s “good enough.” We claim that simple anonym-
ization by truncation is suspect since it does not entail pri-
vacy guarantees nor does it take into account some common
address assignment practices observed today. To investigate,
with standard activity logs as input, we develop a counting
method to determine a lower bound on the number of ac-
tive IPv6 addresses that are simultaneously assigned, such
as those of clients that access World-Wide Web services. In
many instances, we find that these empirical measurements
offer no evidence that truncating IPv6 addresses to a fixed
number of bits, e.g., 48 in common practice, protects indi-
viduals’ privacy.

To remedy this problem, we propose kIP anonymiza-
tion, an aggregation method that ensures a certain level of
address privacy. Our method adaptively determines variable
truncation lengths using parameter k, the desired number
of active (rather than merely potential) addresses, e.g., 32
or 256, that can not be distinguished from each other once
anonymized. We describe our implementation and present
first results of its application to millions of real IPv6 client
addresses active over a week’s time, demonstrating both fea-
sibility at large scale and ability to automatically adapt to
each network’s address assignment practice and synthesize
a set of anonymous aggregates (prefixes), each of which
is guaranteed to cover (contain) at least & of the active ad-
dresses. Each address is anonymized by truncating it to the
length of its longest matching prefix in that set.

Arthur Berger
Akamai Technologies
Massachusetts Institute of Technology
arthur@akamai.com

ingly shared due to address exhaustion, this is neither
intended nor commonplace with IPv6 which offers unique,
globally-routed addresses end-to-end.

In this work we investigate but one Internet privacy
measure: IP address anonymization by truncation. Ad-
dress truncation means simply to delete a set of con-
tiguous low (rightmost) bits, i.e., to remove a suffix
from an input address. Typically the suffix’ bits are re-
placed with zeroes so that the anonymized output is an
address-sized value. While more complex anonymiza-
tion techniques have been implemented and are well-
studied [5, 18], they anonymize addresses in a way that
prevents the result from being used for standard secu-
rity, operations, and research tasks. Specifically, they
prevent correlation with network topology, routing, ser-
vice providers, and locations. For these purposes, trun-
cation-based anonymization is ideal if, and only if, it
can be guaranteed to improve privacy.

Such anonymization is typically performed by trun-
cating input addresses to one fixed length. Consider, for
instance, a WWW analytic system employing truncat-
ion-based IP address anonymization; e.g., zeroing the
last 8 bits of a user’s IPv4 IP address and the last 80
bits of an IPv6 address [7]. Essentially, this is equiva-
lent to masking or aggregating to /24 and /48 prefixes,
respectively, perhaps combining information about as
many as 256 IPv4 addresses or 64K IPv6 /64 prefixes.
Of course, the utilization of the IPv4 and IPv6 address
spaces differ dramatically. While someone might be-
lieve that an IPv4 /24 prefix would aggregate individual
users’ addresses‘ll we ask two questions. First, can pas-
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Histogram: k=32 anonymous aggregate prefix lengths (w=7d, i=1h)
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Histogram: k=32 anonymous aggregate prefix lengths (w=7d, i=1h)
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Some Prompts for Discussion

* Should there be a way to remotely query for an IP address’ preferred prefix
length to (a) anonymization by truncation or for its (b) identity association?



Some Prompts for Discussion

* Should administrative policy require auditing of the preferred prefix length to
measure its effectiveness in making an individual appear indistinguishable
amongst a set of individuals?
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