RC22145 (Log# W0108-01 5) (08/09/2 001)

Computer Science/ Mathemat ics

IBM Researc h Rep ort

Deriving Sp ecialize d Heap Analyses for V erifying Comp onen t-

Clien t Conforma nce

G. Ramaling am

IBM Researc h Division

T.J. W atson Researc h Cen ter

Y orkto wn Heigh ts, New Y ork

rama@wat son.ibm. com

Alex W arsha vsky

IBM Haifa Researc h Lab oratory and

Sc ho ol of Computer Science

T el-Aviv Univ ersit y

walex@ma th.tau.a c.il

John Field

IBM Researc h Division

T.J. W atson Researc h Cen ter

Y orkto wn Heigh ts, New Y ork

jfield@w atson.ib m.com

Mo oly Sagiv

Sc ho ol of Computer Science

T el-Aviv Univ ersit y

sagiv@ma th.tau.a c.il

LIMITED DISTRIBU TION NOTICE

This rep o rt has b een submitte d fo r publicat ion outside of IBM and will p robably b e cop yrighted if accepted fo r publicat ion. It has

b een issued as a Resea rch Rep o rt fo r ea rly dissemin ation of its contents . In view of the transfer of cop yright to the outside publishe r, its

distribu tion outside of IBM p rio r to publicat ion should b e limited to p eer communic ations and sp eci¯c requests . After outside publicat ion,

requests should b e ¯lled only b y rep rints o r legally obtained copies of the a rticle (e.g., pa yment of ro y alties). Some rep o rts a re availabl e

at http://d omino.w atson.ib m.com/li b ra ry/Cyb erDig.ns f/home. Copies ma y b e requeste d from IBM T.J. W atson Resea rch Center, 16-220,

P .O. Bo x 218, Y o rkto wn Heights, NY 10598 o r send email to rep o rts@us.i bm.com.

IBM Resea rch Division

Almaden
                          ¢

                             Austin
                                                 ¢

                                                     Beijing
                                                                         ¢

                                                                             Delhi
                                                                                             ¢

                                                                                                 Haifa
                                                                                                                 ¢

                                                                                                                     T.J. W atson
¢

T oky o
¢

Zurich

This page intentio nally left blank.

Abstract

W e are concerne d with the problem of v erifying (\certi-

fying") whether the clien t of a soft w are comp onen t c on-

forms to the comp onen t’s constrai n ts for correct usage.

W e fo cus here on the Concurr ent Mo di¯c ation Pr oblem

(CMP), a comp onen t-clien t conforma nce problem that

can o ccur when certain classes de¯ned b y the Ja v a Col-

lections F ramew ork are misused. Since CMP errors arise

from relation ships among a p oten tially un b ounded n um-

b er of ob jects, the problem cannot b e de¯ned as a simple

¯nite-st ate prop ert y . Instead, w e sho w that it is natural

to sp ecify it as a particul ar must-ali as prop ert y for an

abstr act he ap manipula ted b y the comp onen t. Comput-

ing this m ust-alia s prop ert y w ould seem to b e di±cult,

since the problem is con tained in a class kno wn to b e in-

tractabl e. Ho w ev er, w e sho w that b y exploiti ng the fact

that the comp onen t’s abstract heap is manipula ted only

through a w ell-de¯n ed in terface, w e can systemat ically

derive e±cien t and accurate certi¯ca tion algorith ms for

CMP . F or a restrict ed, but still quite useful class of clien t

programs , w e can p erform precise inter pro cedural certi-

¯cation in p olynomia l time. W e then generali ze the ap-

proac h to arbitrar y clien t programs . Although this gen-

eralizat ion yields some loss of precisio n in principl e, the

results pro duced b y our protot yp e implemen tation of the

certi¯ca tion algorith m in practice are quite accurate for

the suite of b enc hmark programs studied. W e b eliev e the

tec hniques presen ted here are lik ely to b e applicab le to

other conforma nce problems as w ell.

1 In tro duction

The Canv as 1 pro ject at IBM Researc h and T el-Aviv

Univ ersit y [ 8 ] aims to help ease the use of soft w are com-

p onen ts [ 53 , 63 ] b y

       ²

              Allo wing the comp onen t designer to sp ecify comp o-

              nen t c onforman c e c onstr aints , whic h describ e correct

              comp onen t usage b y a clien t program in a natural

              (y et still formal) w a y .

       ²

              Pro viding the clien t co de dev elop er with automate d

              soft w are c erti¯c ation to ols to determin e whether the

              clien t satis¯es the comp onen t’s conforma nce con-

              strain ts.

F or the purp oses of this pro ject, w e consider a \comp o-

nen t" to b e an y obje ct-orien te d softwar e libr ary , and fo cus

on comp onen ts written in Ja v a [ 24 ].

1.1 The Concurre n t Mo di¯catio n Prob-

                     lem

In this pap er, w e will extensiv ely study a problem that

is a micro cosm of Canv as ’s broader goals. The problem,

        1 C omp onen t AN notation , V eri¯cati on, A nd S tu®
whic h w e will call the Concurr ent Mo di¯c ation Pr oblem

(or CMP), arises in the con text of the Ja v a Collecti ons

F ramew ork (JCF) [ 9 ]. JCF classes c hec k for certain forms

of inconsis ten t usage at run time, and thro w an exceptio n

when suc h usage o ccurs. One suc h run time exceptio n is

the
Concurre ntModifi cationEx ception

(or
CME

). Note

that the name of the exceptio n is rather misleadi ng, since

the problem can (and often do es) manifest itself in pro-

grams with only a single thread.

Consider the Ja v a fragmen t in Figure 1. The
Set
in ter-

face, the
Iterator
in terface, and asso ciated implemen ta-

tion classes are all part of JCF; classes implemen ting the

Iterator
in terface are used to iterate o v er the con ten ts

of an underlyi ng collecti on.

A fundamen tal requirem en t on the use of iterator s is

that once an
Iterator
ob ject
o

i
is created on a collec-

tion
o

c

, it ma y b e used only as long as the collecti on
o

c

is not mo di¯ed, not c ounting mo di¯c ations made via
o

i

.

This ensures that the in ternal state in v arian ts of
o

i
are

not corrupte d b y another iterator , or b y direct up date to

the collecti on. JCF collecti ons detect violatio ns of this

constrai n t dynamic al ly , and raise
CME
when it o ccurs. In

the programs w e ha v e studied, w e ha v e found that
CME
is

often a manifest ion of subtle logical errors. Hence, stati-

cally determin ing if a program ma y thro w
CME
can often

help to iden tify the presence of r elate d errors at compile

time, ev en in the absence of a formal sp eci¯cati on of the

clien t program’ s b eha vior.

In the co de fragmen t of Figure 1, an iterator is

created on a
worklist

, whic h is implemen ted using

a JCF
HashSet

. The iterator is then used to pro-

cess eac h item on the w orklist in successi on. W e

observ e that
CME
can b e raised during item pro cess-

ing, since the nested call to
doSubpro blem( : : : )
causes

worklist .addItem (newitem )
to b e called, whic h will in

turn attempt to up date the underlyi ng
HashSet
while the

iterator is still activ e. On the next iteratio n, the call to

i.next()
w ould cause
CME
to b e thro wn. This co de frag-

men t is actually an abstract ion of situatio ns w e encoun-

tered in the So ot [ 64 ] framew ork and the TVLA [ 46 ] sys-

tem (b oth used to implemen t the algorith ms w e presen t

in the sequel) where
CME
w as raised. W e note that

CMP errors are apparen tly quite widespre ad in practice

[ 54 , 4 , 37 , 5 , 40 ].

1.2 Our Approac h to Conforma nce Cer-

ti¯catio n

In the case of CMP , certain t yp es of clien t misuse of a

comp onen t are detected dynamica lly . The goal of our

w ork is to detect all p ossible instance s of clien t non-

conforma nce statical ly . Using CMP as a running exam-

ple, the remainde r of this pap er addresse s the comp onen t

conforma nce certi¯ca tion problem b y pursuing the follo w-

ing themes:

class Make f

          private Worklist worklist ;

          public static void main (String[ ] args) f

                    Make m = new Make();

                    m.initia lizeWork list(arg s);

                    m.proces sWorklis t();

          g

          void initiali zeWorkli st(Strin g[] args) f

                    ...; worklist = new Worklist (); ...

                    // add some items to worklist

          g

          void processW orklist( ) f

                Set s = worklist .unproce ssedItem s();

                for (Iterato r i = s.iterat or(); i.hasNex t()) f

                       Object item = i.next() ; // CME may occur here

                       if (...) processI tem(item );

                g

          g

          void processI tem(Obje ct i) f

                    ...; doSubpro blem(... );

          g

          void doSubpro blem(... ) f

                    ... worklist .addItem (newitem ); ...

          g

g

public class Worklist f

          Set s;

          public Worklist () f

                    ...; s = new HashSet( ); ...

          g

          public void addItem( Object item) f s.add(it em); g

          public Set unproces sedItems () f return s; g

g

Figure 1: An erroneou s Ja v a program fragmen t thro wing

CME

           .

Program sp eci¯cati on via heap prop erties

Heap or p oin ter analysis is frequen tly regarded as an ir-

ritating but una v oidable auxiliar y step that m ust b e car-

ried out prior to analyzin g some program prop ert y of im-

mediate in terest. By con trast, w e sho w in this pap er

that it can b e quite natural to expr ess a comp onen t con-

formance constrai n t directly as some heap prop ert y . In

Section 2.2, w e sho w in detail ho w this can b e done for

CMP .

Our approac h mak es it p ossible to mo del ric her forms

of b eha vior than the ¯nite state or temp oral prop erties

addresse d b y man y soft w are v eri¯cati on systems [ 20 , 26 ,

48 ]. In particul ar, heap prop erties can b e used to mo del

the in teractio ns among a p oten tially unb ounde d n um b er

of comp onen t ob jects, a prerequi site for analyzin g CMP .

In the sequel, w e will use abstr act Java pr o gr ams

(written in an exp erimen tal sp eci¯cati on language called

Easl 2 ) for sp ecifying the conforma nce constrai n ts of the

comp onen t that clien ts m ust satisfy . While w e b eliev e

that the use of suc h an \executa ble" sp eci¯cati on lan-

guage has certain adv an tages, it is not critical to the re-

sults presen ted here. Indeed, more traditio nal declarat iv e

sp eci¯cati on language s suc h as JML [ 43 ] can also express

man y of the prop erties with whic h w e are concerne d.

O®-line generati on of problem- sp eci¯c heap anal-

yses

Ha ving made the decision to express a comp onen t’s con-

formance constrai n ts in the form of heap prop erties,

w e could attempt to v erify suc h prop erties using stan-

dard algorith ms for alias, p oin ter, or shap e analysis

(e.g., [ 38 , 51 , 27 , 61 , 60 ]). W e in v estigate d the appli-

cabilit y of sev eral heap analysis algorith ms to CMP, in-

cluding a p o w erful r elationa l [ 52 , p. 248] heap analy-

sis implemen ted using the TVLA system [ 46 ]. Ho w ev er,

it so on b ecame apparen t that ev en the most p o w erful

generic heap analysis w as insu±cie n tly precise for CMP .

Therefor e, instead of using generic heap analysis tec h-

niques, w e exploit the follo wing prop erties of the confor-

mance constrai n t certi¯ca tion problem:

²

The parts of the (un b ounded) heap relev an t to the

comp onen t are manipula ted only through a wel l-

de¯ne d interfac e .

²

The heap prop erties of in terest are limited to those

necessar y to carry out clien t certi¯ca tion.

W e will thereb y sho w ho w an o®-line analysis of the com-

p onen t’s conforma nce constrai n t can b e used to systemat -

ically deriv e a pr oblem-sp e ci¯c heap analysis that is suit-

able for any clien t that uses the comp onen t. Not only

2 E xecutabl e A bstracti on/ S p eci¯cati on L anguage
do es this approac h yield a more precise analysis than the

generic approac h, w e ha v e found that it also yields one

with m uc h b etter p erforman ce in practice .

       Our tec hnique for o®-line analysis generati on is based

on the idea of attempti ng to compute for eac h confor-

mance constrai n t
                                                     ’

                                                            the we akest pr e c ondition [ 17 ] for
’
to

hold under all p oten tial sequence s of comp onen t/clien t

in teractio ns. W e use these deriv ed prop erties to sys-

tematica lly deriv e an instrume nte d [ 52 ] seman tics for

an y clien t program, where the instrume n tation main tains

prop erties relev an t to the certi¯ca tion problem at hand.

The instrume n ted seman tics can in turn b e used as the

basis for generati ng problem- sp eci¯c clien t analyzer s.

1.3 Results

Our principa l results are as follo ws:

       ²

              W e pro vide a straigh tforw ard and in tuitiv e formal

              sp eci¯cati on of CMP as a heap prop ert y .

       ²

              W e sho w ho w to use an iterated w eak east precon-

              dition computat ion to systemat ic al ly deriv e a set of

              static analysis algorith ms for CMP .

       ²

              F or Ja v a programs in whic h referenc es to collec-

              tions and iterator s are stored only in lo cal (stac k)

              or static v ariables , (rather than in ob ject ¯elds), w e

              pro vide precise, p olynomia l-time in tra- and inter -

              pro cedural certi¯ca tion algorith m for detectin g in-

              stances of CMP . W e will refer to this restrict ed v eri-

              son of CMP as SCMP (\shallo w" CMP). This result

              ma y b e somewhat surprisi ng, since SCMP , expresse d

              in heap analysis terms, is a m ust-alia s problem with

              3-lev el p oin ters|a class for whic h m ust-alia s analy-

              sis is in general PSP A CE -hard in the in trapro cedu-

              ral case and EXPTIME -hard in the in terpro cedural

              case [ 50 ]. Note that man y existing JCF applicat ions

              are lik ely to b e mem b ers of the SCMP class, since

              the SCMP class do es include programs that allo cate

              an un b ounded n um b er of collecti ons or iterator s.

       ²

              SCMP fo cuses on analyzin g the heap that is inter-

              nal to
                                  Set

                                               and
                                                             Iterator

                                                                                            comp onen ts, but do es not

              address the question of ho w to analyze the client ’s

              heap, whic h ma y con tain ob jects con taining refer-

              ences to collecti ons and iterator s. Since w e w an t to

              form ulate an analysis without access to the clien t

              co de (or a sp eci¯cati on of the clien t co de), w e m ust

              of necessit y use a generic heap analysis for handling

              the clien t’s heap. W e sho w ho w to handle the un-

              restrict ed CMP problem b y exploiti ng the same in-

              strumen tation generati on approac h used for SCMP.

              The extended algorith m is also adaptive , in the sense

              that it yields precise results in p olynomia l time when

              the clien t program is in the SCMP class.

²

W e measure the precisio n and running times of a pro-

tot yp e implemen tation of our algorith m for the unre-

stricted CMP problem on a n um b er of b enc hmarks.

The b enc hmarks include b oth con triv ed programs in-

tended to test the algorith m’s strength s and w eak-

nesses, and larger \real-w orld" programs that use

JCF. The algorith m pro duces minimal \false alarms"

on these b enc hmarks, with reasonab le sp eed.

²

Our tec hnique for deriving precise analyses can

b e formally view ed as a pro cess for generati ng

a problem- sp eci¯c instrume n ted seman tics for the

clien t program. In particul ar, the tec hnique can

b e used to deriv e instrume ntation pr e dic ates for the

TVLA system. In previous analysis algorith ms de-

v elop ed using TVLA [ 45 , 69 ], the instrume n tation

predicat es, whic h are critical to the p erforman ce and

precisio n of the analysis , w ere dev elop ed in an ad ho c

manner.

2 Canv as and the Concurre n t

Mo di¯catio n Problem

The Canv as comp onen t certi¯ca tion approac h separate s

the comp onen t conforma nce constrai n t certi¯ca tion prob-

lem in to sev eral phases:

1. The comp onen t designer or implemen ter writes a

conforma nce constrai n t sp eci¯cati on. Suc h a sp eci¯-

cation will t ypically describ e prop erties of the com-

p onen t that the designer regards as critical to cor-

rect clien t usage. Ho w ev er, the sp eci¯cati on need

not (and usually should not) sp ecify all of the com-

p onen t’s correct or incorrec t b eha viors. W e assume

that suc h sp eci¯cati ons will generall y b e written

man ually , in part b ecause a certain amoun t of judge-

men t is required to determin e those asp ects of the

comp onen t’s b eha vior that are most p ertinen t to cor-

rect usage. Ho w ev er, extracti ng candidat e constrai n t

sp eci¯cati ons from a concrete implemen tation is an

in terestin g alternat iv e approac h.

2. The comp onen t’s conforma nce constrai n t sp eci¯-

cation is \compile d" and analyzed to pro duce a

comp onen t-sp eci¯c conforma nce constrai n t certi¯ca -

tion program (or c erti¯er ). The certi¯er will t ypi-

cally b e generate d once (or at least infreque n tly), but

used man y times. Hence sophisti cated, exp ensiv e, or

ev en man ual analysis tec hniques can b e exploite d at

\certi¯e r generati on time" to yield a precise and ef-

¯cien t certi¯er .

3. The clien t program 3 is fed to the certi¯er , and a re-

p ort is pro duced indicati ng whether p ossible viola-

3 In the sequel, w e will assume there is only a single comp onen t

              tions of the conforma nce constrai n ts ha v e o ccurred.

       In this pap er, the somewhat idealize d pro cess outlined

ab o v e is realized as follo ws:

       ²

              Phase 1 uses a sp eci¯cati on language called Easl/P ,

              describ ed in more detail in Section 2.1.

       ²

              In Phase 2, the Easl/P sp eci¯cati on is translat ed

              to the TVP language (see Section 3) used as in-

              put to the TVLA [ 46 ] program analysis system. In

              Section 3, an Easl/P sp eci¯cati on of eac h metho d

              of the comp onen t is translat ed in a natural w a y to

              TVP. In Section 4, a more sophisti cated analysis of

              the sp eci¯cati on generate s an instrume n ted TVP in-

              put that results in a m uc h more precise and e±cien t

              analysis .

       ²

              In Phase 3, the So ot Ja v a b yteco de analysis frame-

              w ork [ 64 ] is used to generate an in termedia te rep-

              resen tation of the clien t program. This represen ta-

              tion is then translat ed in a straigh tforw ard manner

              to TVP , optional ly guided b y the instrume n ted se-

              man tics determin ed in Phase 2. Finally , the TVP

              sp eci¯cati on of eac h comp onen t metho d generate d

              in Phase 2 is \link ed" with the clien t sp eci¯cati on

              b y inlining eac h call site to a comp onen t metho d in

              the clien t TVP co de with the comp onen t sp eci¯ca-

              tion’s TVP co de. Details of this phase are co v ered

              in Section 5.

2.1 The Sp eci¯cati on Language Easl/P

Canv as ’s Easl sp eci¯cati ons tak e the form of abstr act

Ja v a programs . In this pap er, w e will fo cus on a subset

of Easl w e call Easl/P . The syn tax of Easl/P is de-

picted in Figure 2. Easl/P com bines a restrict ed subset

of Ja v a statemen ts (assignm en ts, conditio nals, lo ops, and

heap allo cation) and a restrict ed set of primitiv e t yp es,

namely b o oleans and p oin ters, with a r e quir es statemen t.

These construc ts are su±cien t to sim ulate the more con-

v en tional pre- and p ost-cond ition sp eci¯cati on st yle (as

exempli¯ ed, e.g., b y JML [ 43 ]), as w ell as v arious forms of

¯nite state sp eci¯cati ons. Most imp ortan tly , Easl/P al-

lo ws a natural expressi on of comp onen t b eha viors that de-

termine the relation ships among p oten tially un b ounded

n um b ers of comp onen t ob jects.

       While a discussi on of the merits of an \imp erativ e"

sp eci¯cati on language is b ey ond the scop e of this pa-

p er, w e note that Easl is similar in spirit to sev eral

and a single clien t; ho w ev er, our approac h is in tended to accom-

mo date clien ts that use m ultiple comp onen ts, or comp onen ts that

incorp orate other comp onen ts.

h

Comp onen t
i ! class h

Id
i f h

Field
i

¤
h

Metho d
i

¤
g

h

Field
i ! h

T yp e
i h

Id
i

;

h

T yp e
i !

Bo olean
j h

Id
i

h

Metho d
i ! h

T yp e
i h

Id
i

(
h

Arg
i

~

)
f h

Stm t
i

¤
g

h

Arg
i ! h

T yp e
i h

Id
i

h

Stm t
i ! requires h

Cond
i

;

j h

Lhs
i

:=
h

Exp
i

;

j f h

Stm t
i

¤
g

j while h

Cond
i do h

Stm t
i

;

j if h

Cond
i h

Stm t
i

[
else h

Stm t
i

] ;

j return h

Exp
i

;

h

Lhs
i ! this j h

Id
i j h

Lhs
i

.
h

Id
i

h

Exp
i ! null j new h

Id
i

(
E xp

~

)

j h

Lhs
i j h

Cond
i

h

Cond
i ! true j false j h

Lhs
i

j h

Exp
i

==
h

Exp
i

j

!
h

Cond
i

j h

Cond
i and h

Cond
i

j h

Cond
i or h

Cond
i

Figure 2: The Easl/P language .
X ¤
denotes zero or

more o ccurrenc es of
X

, while
X

~ denotes a comma-

separate d list of zero or more o ccurrenc es of
X

.

existing \wide sp ectrum language s" that com bine sp eci-

¯cation statemen ts with con v en tional programm ing con-

structs [ 49 , 31 ]. In an y case, for the applicat ions discusse d

here the c hoice of sp eci¯cati on language is immateri al,

pro vided that the language c hosen has expressi v e p o w er

equiv alen t to Easl/P .

2.2 Sp ecifying CMP

W e no w sho w ho w CMP can b e sp eci¯ed in Easl/P b y

abstract ing the concrete implemen tation used to detect

CMP at run time in to a heap prop ert y .

The standard Ja v a collecti on classes detect CME at

run time b y main taining a coun ter,
modCount

, whic h holds

the n um b er of times that a giv en collecti on has b een

structur ally mo di¯ed. The
modCount
of a collecti on is

recorded b y an iterator ob ject at the time an iterator on

the collecti on is created, and whenev er the iterator up-

dates the underlyi ng collecti on. When the
next

,
remove

,

or similar metho ds are in v ok ed on the iterator , the
CME

exceptio n is thro wn if the underlyi ng collecti on’s curren t

modCount
v alue di®ers from the v alue asso ciated with the

iterator ’s creation 4 .

4 Strictly sp eaking, the op erations on

modCount
di®er sligh tly

from the descript ion here to a v oid the need for sync hronized

(monitor -mediate d) access; these di®erenc es are irrelev an t in the

con text of this pap er

       Figure 3 con tains an Easl/P sp eci¯cati on of CMP .

The sp eci¯cati on is an abstract ion of the actual im-

plemen tation. Rather than use an in teger coun ter

modCount

                             , w e use dynamica lly-allo cated instance s of the

class
                Version

                                            to distingu ish the \v ersion" of a collecti on

induced b y the last up date. As w e shall see, the simple

form of the sp eci¯cati on will mak e it p ossible to deriv e an

e±cien t static analysis without the need to reason ab out

in teger arithmet ic. Note, ho w ev er, that while the sp eci-

¯cation of Figure 3 do es not require reasonin g ab out in-

tegers, it do es require reasonin g ab out a p oten tially un-

b ounded collecti on of v ersion ob jects. In particul ar, it

requires computin g certain m ust-alia s facts.

2.3 A Running Example

W e will use the Ja v a fragmen t in Figure 4 as a running

example to illustat e our algorith m. In this example, the

collecti on
                               v

                                      is mo di¯ed via iterator
                                                                                                                i1
in line
5

, whic h

renders iterator
                                                 i2

                                                        , o v er the same collecti on
v

, invalid . If

iterator
                         i2

                                   is used in the subseque n t line
6

, the metho d

call
            i2.next( )

                                               will cause the
                                                                                        CME

                                                                                                     exceptio n to b e thro wn.

Ho w ev er, the use of iterator
                                                                                           i3

                                                                                                     on line
7
is still v alid,

since b oth
                                   i1

                                              and
                                                            i3

                                                                       refer to the same iterator . The

direct up date of
                                                 v

                                                      on line
                                                                            8

                                                                                 in v alidates al l iterator s o v er
v

,

whic h will cause
                                                  CME

                                                               to b e thro wn on line
9

, if
i1.next( )

is executed .

       This example illustra tes wh y it is di±cult to ensure

that an analysis of CMP is b oth sound and a v oids ex-

cessiv e false alarms. Note that at line
                                                                                                                    6

                                                                                                                        , CME is thro wn

b ecause
                          i2

                                     and
                                                   i1

                                                              refer to di®er ent iterator s o v er the

same set. An analysis that misses this error is unsound.

In con trast, CME is not thro wn at line
7

, since
i3
and

i1

          refer to same iterator .

3 Applying Standard Heap Anal-

                 yses to CMP

In this section, w e sho w ho w, giv en an Easl/P sp ec-

i¯cation of a comp onen t, w e can certify clien ts of the

comp onen t using standard \o® the shelf " heap analyses ,

using CMP to illustra te the approac h. Unfortun ately ,

the certi¯ca tion algorith ms obtained b y using standard

heap analyses are either imprecis e or exp ensiv e or b oth

ev en for the simpler SCMP problem. W e b egin b y de-

scribing TVP, a language based on ¯rst order logic for

sp ecifying op erationa l seman tics, and TVLA, a system

for generati ng abstract in terprete rs from a TVP seman-

tic sp eci¯cati on [ 46 ]. W e presen t a simple TVP seman tics

for Easl/P . This seman tics, in conjunct ion with TVLA,

yields an algorith m for CMP that w e will refer to as

V CMP (for \v anilla" CMP). Readers not in terested in

the formal details ma y skip to Section 3.3.

3.1 A TVP Seman tics for Easl/P

Program states are represen ted in TVP b y 2-value d lo gic al

structur es . A 2-v alued logical structur e
S \
o v er a set of

predicat es
P
is a pair
h U \ ; ¶ \ i
where:

² U \
is a set referred to as the univ erse of
S \

, and

² ¶ \
is an in terpreta tion function that maps predicat es

to their truth-v alues in the structur e, i.e., for ev ery

predicat e
p 2 P
of arit y
k

,
¶ \

(
p

) :
U \
k

! f

0
;

1
g

.

W e mo del the program state of an arbitrar y Easl/P

program using a 2-v alued structur e as follo ws:

²

The univ erse of the structur e represen ts the set of

(heap allo cated) ob jects.

²

Ev ery referenc e v ariable
var
is represen ted b y a

unary predicat e
pt

[
var

]; the v alue of
pt

[
var

](
o

) is

true i®
var
refers to (\p oin ts to") the ob ject
o

. (In

the sequel, w e will frequen tly use the notation
p

[
¢

] to

denote a family of predicat es indexed b y some con-

struct deriv ed from the program) .

²

Ev ery class ¯eld
fld
of a referenc e t yp e is repre-

sen ted b y a binary predicat e
r v

[
fld

] (\rv alue"); the

v alue of
r v

[
fld

](
o
1

; o
2

) is true i® the ¯eld
fld
of ob-

ject
o
1
refers to ob ject
o
2

.

Note that there ma y b e no b ound on the size of the uni-

v erse required to mo del the states pro duced b y a giv en

program, as the program ma y allo cate an un b ounded

n um b er of ob jects.

In this pap er w e mak e use of only 2-v alued structur es

consisti ng of n ullary , unary , and binary predicat es. W e

will depict suc h 2-v alued states as directed graphs as fol-

lo ws: Eac h individu al from the univ erse is displa y ed as an

ellipse. A unary predicat e
p
is represen ted b y a rectangl e

lab elled
p

. An edge is dra wn from the b o x represen ting
p

to the ellipse represen ting an individu al
u
i®
p

(
u

) is true.

F or ev ery binary predicat e
q

, an edge lab elled
q
is dra wn

from an ellipse represen ting
u
1
to an ellipse represen ting

u
2
i®
q

(
u
1

; u
2

) is true. The name inside an ellipse is used

only for referenc e purp oses, it is not not used to de¯ne

the structur e.

Figure 5 depicts a 2-v alued structur e represen ting the

state of the program of Figure 4 after the executio n of the

statemen t 5. The state precisel y indicate s that
i

1 and
i

3

p oin t to the same iterator ob ject, whic h is v alid, while
i

2

p oin ts to a di®eren t iterator , whic h is in v alid.

The seman tics of a program statemen t is sp eci¯ed in

TVP using actions , whic h represen t transfor mers of 2-

v alued structur es. Actions are sp eci¯ed using ¯rst order

logical form ulae o v er the underlyi ng set of predicat es (and

ma y include univ ersal and existen tial quan ti¯ers as w ell
class Version f /* class represen ting distinct "version s" of the same collecti on */ g

class Set f

           Version ver;

           Set() f ver = new Version( ); g

           boolean add(Obje ct o) f ver = new Version( ); g

           Iterator iterator () f return new Iterator (this); g

g

class Iterator f

           Set set; // set on which iterator is defined

           Version defVer; // set version on which iterator was created

           Iterator (Set s) f defVer = s.ver; set = s; g

           void remove() f

                      requires (defVer == set.ver) ;

                      set.ver = new Version( );

                      defVer = set.ver;

           g

           Object next() f

                  requires (defVer == set.ver) ;

           g

g

                                                          Figure 3: An Easl/P sp eci¯cati on of the concurre n t mo di¯catio n problem.

/* 0 */ Set v = new Set(); // create a new set

/* 1 */ Iterator i1 = v.iterat or();

/* 2 */ Iterator i2 = v.iterat or();

/* 3 */ Iterator i3 = i1;

/* 4 */ i1.next( ); // iterate to the next element

/* 5 */ i1.remov e(); // update v via i1; differen t iterator s on v invalida ted

/* 6 */ if (...) i2.next( ); // CME may be thrown

/* 7 */ if (...) i3.next( ); // i3 still valid; CME will not be thrown

/* 8 */ v.add("a new string") ; // all iterator s over v invalida ted

/* 9 */ if (...) i1.next( ); // CME may be thrown

                                                                                                           Figure 4: A Ja v a fragmen t illustra ting CMP

Figure 5: A 2-v alued structur e represen ting the concrete

program state at lab el 6.

as the equalit y predicat e with the standard in terpreta -

tion.) Sp eci¯call y , an action comprise s of the follo wing

parts:

       ²

              An optional pr e c ondition form ula: actions without

              a precondi tion are uncondit ional and apply to all

              structur es; an action with a precondi tion is a condi-

              tional one, whic h applies only to structur es satisfyi ng

              the precondi tion.

       ²

              Zero or more al lo c ation bindings of the form \
let id

              = new() in

                                                  ", whic h adds a new elemen t to the uni-

              v erse, whic h ma y b e referred to b y
id
in the follo w-

              ing up date; the v alue of an y predicat e
p

(
v
1

; : : : ; v

k

),

              where at least one of the
                                                                                        v

                                                                                            i

                                                                                                represen ts a newly added

              elemen t, is de¯ned to b e false.

       ²

              Zero or more predicat e de¯nitio ns (also referred to

              as up date form ulate) of the form
                                                                                                                p

                                                                                                                   (
                                                                                                                      v
1

; v
2

; : : : ; v

m

) :=

              ’

                  (
                     v
                        1

                           ; v
                                  2

                                     ; : : : ; v

                                                         m

                                                              ; n
                                                                     1

                                                                        ; : : : ; n

                                                                                             k

                                                                                                 ) where eac h
n

i
is a v ari-

              able b ound b y an allo cation binding, whic h de¯nes

              the v alue of predicat e
                                                                                 p

                                                                                       using a form ula.

       W e will use the notation
                                                                                    g uar d

                                                                                                        B
                                                                                                               l hs

:=
r hs
as short-

hand for the follo wing predicat e de¯nitio n:

                            l hs

                                       := (
                                                   g uar d ^ r hs

                                                                                        )
                                                                                            _

                                                                                                  (
                                                                                                    : g uar d ^ l hs

)

       A TVP program is a (con trol-°o w) graph, eac h edge

annotate d with an action.

       T able 1 presen ts a straigh tforw ard TVP seman tics for

t ypical p oin ter manipula tion statemen ts. (Note that the

seman tics sp eci¯ed for
                                                                       x = new C()

                                                                                                                 mo dels just the al-

lo cation of a new ob ject. Initiali zation of the ob ject b y

the construc tor is mo delled separate ly .)

       T able 2 depicts the TVP seman tics assigned to calls in

the clien t co de to the metho ds of the
                                                                                                                   Set
and
Iterator

class. The seman tics is obtained b y applying the se-

man tics sho wn in T able 1 to the metho d sp eci¯cati ons

sho wn in Figure 3, and sligh tly simplify ing the results.

Easl/P Con-

dition

TVP Precondi tion

x == y 8 o

:
pt

[
x

](
o

)
, pt

[
y

](
o

)

Easl/P

Statemen t

TVP Seman tics

x = new C()
let
n

= new() in
pt

[
x

](
o

) := (
o

=
n

)

x = y pt

[
x

](
o

) :=
pt

[
y

](
o

)

x = y.fld pt

[
x

](
o

) :=
9 o
1

:
pt

[
y

](
o
1

)
^ r v

[
fld

](
o
1

; o

)

x.fld = y pt

[
x

](
o
1

) B
r v

[
fld

](
o
1

; o
2

) :=
pt

[
y

](
o
2

)

T able 1: A TVP seman tics for the p oin ter manipula tion

statemen ts of Easl/P .

The metho ds
i.next()
and
i.remove ()

, whic h ha v e a

requires
clause, are mo delled b y a pair of parallel edges,

one (the \true" branc h) represen ting the case when the

requires
clause is met and the other (the \false" branc h)

represen ting the case when it is not. The
requires
con-

dition is translat ed in to a corresp onding TVP precondi -

tion on these edges. T able 2 sho ws the TVP seman tics

asso ciated with the \true" branc h only .

Consider the seman tics of the statemen t
v = new

Set()

. W e ¯rst allo cate t w o individu als
n
1

, represen t-

ing the new
Set
ob ject, and
n
2

, represen ting the new

Version
ob ject created b y the
Set
construc tor. Then,

w e mo del the assignme n t to
v
and the
v er

¯eld of the

newly created
Set
ob ject just as w e mo delled referenc e

assignme n ts in T able 1.

As another example, consider the statemen t

i.remove ()

. This creates a new
Version
ob ject.

The guard
pt

[
i

](
o

) iden ti¯es the iterator ob ject
o

referred to b y v ariable
i

), and the de¯ning v ersion

of
o
is up dated (to refer to the newly created v er-

sion) b y up dating predicat e
r v

[
defVer

]. The form ula

9 o

:
pt

[
i

](
o

)
^ r v

[
set

](
o; o
2

) iden ti¯es the
Set o
2
for

whic h
i
is an iterator , and up dates the v ersion asso ciated

with the collecti on b y up dating the v alue of the predicat e

r v

[
ver

](
o
2

; o
1

).

3.2 Generati ng An Abstract In terprete r

F rom the TVP Seman tics

The TVLA system generate s abstract in terprete rs from

TVP seman tic sp eci¯cati ons, using abstract domains

based on 3-v alued logic. Three-v alued logic extends

b o olean logic b y in tro ducing a third v alue 1
=

2 denoting

v alues whic h ma y b e 1 or 0.

2-v alued structur es are just sp ecial cases of 3-v alued

structur es. 2-v alued structur es (and ev en 3-v alued struc-

tures) can b e abstr acte d in to smaller 3-v alued structur es

b y merging m ultiple individu als in to one, and b y appro x-

                                       Metho d Call Metho d’s Precondi tion in TVP

                                          i.next()

                                          i.remove ()

9 o; s

:
pt

[
i

](
o

)
^ r v

[
set

](
o; s

)
^

8 v

:
r v

[
defVer

](
o; v

)
, r v

[
ver

](
s; v

)

                                       Metho d Call TVP Seman tics

                                       v = new Set()
let
n
1

= new() in

let
n
2

= new() in

pt

[
v

](
o
1

) := (
o
1

=
n
1

)

(
o
1

=
n
1

) B
r v

[
ver

](
o
1

; o
2

) := (
o
2

=
n
2

)

                                       v.add()
let
n
1

= new() in

pt

[
v

](
o
2

) B
r v

[
ver

](
o
2

; o
1

) := (
o
1

=
n
1

)

                                       i = v.iterat or()
let
n
1

= new() in

pt

[
i

](
o
1

) := (
o
1

=
n
1

)

(
o
1

=
n
1

) B
r v

[
set

](
o
1

; o
2

) :=
pt

[
v

](
o
2

)

(
o
1

=
n
1

) B
r v

[
defVer

](
o
1

; o
2

) :=
9 o

:
pt

[
v

](
o

)
^ r v

[
ver

](
o; o
2

)

                                       i.remove ()
let
n
1

= new() in

pt

[
i

](
o

) B
r v

[
defVer

](
o; o
1

) := (
o
1

=
n
1

)

9 o

:
pt

[
i

](
o

)
^ r v

[
set

](
o; o
2

) B
r v

[
ver

](
o
2

; o
1

) := (
o
1

=
n
1

)

                                                                       T able 2: A TVP seman tics for calls to
Set
and
Iterator
metho ds.

Figure 6: A 3-v alued structur e (abstrac t state) that ap-

pro ximates the 2-v alued structur e (concret e state) sho wn

in Figure 5.

imating the predicat e v alues appropri ately . Figure 6 il-

lustrate s this abstract ion pro cess. The ¯gure depicts a

3-v alued structur e obtained from the 2-v alued structur e

sho wn in Figure 5 b y merging no des
                                                                                                                  o

                                                                                                                      4 and
o

5. Dotted

edges indicate predicat e v alues that are 1/2, while dotted

no des indicate individu als obtained b y merging m ultiple

individu als.

       One w a y of iden tifying individu als that ma y b e merged

is to use c anonic al abstr action . Let
                                                                                                                 A μ P
b e a set of

unary predicat es, whic h w e refer to as abstr action pr e di-

c ates . Canonica l abstract ion merges all individu als ha v-

ing the same v alue for all abstract ion predicat es in to one
abstract individu al. W e will refer to an abstract individ-

ual represen ting m ultiple concrete individu als as a sum-

mary no de . Our \v anilla" algorith m for CMP , V CMP , is

obtained b y treating all unary predicat es as abstract ion

predicat es (TVLA’s default b eha vior): i.e. , ev ery predi-

cate of the form
pt

[
var

] is an abstract ion predicat e.

The maxim um n um b er of no des in a structur e pro duce

b y canonica l abstract ion is 3 j A j . Hence, the n um b er of

di®eren t abstract structur es that can arise at a program

p oin t is b ounded and can b e computed . TVLA imple-

men ts a standard iterativ e algorith m to compute the set

of all abstract structur es that can arise at ev ery program

p oin t (a relation al analysis ). TVLA also implemen ts a

corresp onding indep enden t attribut e analysis that com-

putes a single structur e at ev ery program p oin t that ap-

pro ximates all structur es that ma y arise at that p oin t.

In V CMP ,
j A j
is the n um b er of referenc e v ariables .

Conseque n tly , the complexi t y of V CMP is doubly exp o-

nen tial in the n um b er of referenc e v ariables in the w orst

case.

3.3 The E®ectiv eness of Standard Heap

Analyses

V CMP, the certi¯er pro duced b y the simple seman tics de-

scrib ed ab o v e, incorp orates a heap analysis that merges

no des in a structur e together i® they are p oin ted to b y the

same set of v ariables [ 66 , 59 ]. It is straigh tforw ard [ 60 ] to

use v arious other alternat iv e seman tics to generate alter-

nativ e heap analyses , suc h as [ 39 , 10 ] or [ 38 ]. By simply

c ho osing b et w een v arious of these seman tics, w e pro duce

certi¯er s for CMP that utilize a corresp onding m ust-alia s

8
analysis algorith m.

       Let us see what happ ens when w e apply V CMP to our

running example. The abstract state in Figure 6 r epr e-

sents the concrete program state sho wn in Figure 5. The

t w o concrete no des for the t w o v ersion ob jects
o

4 and

o

   5 are blurred together b ecause there is no abstract ion

predicat e in the concrete structur e that di®eren tiates b e-

t w een them. As a result of mer ging together
o

4 and
o

5,

w e ha v e lost informat ion: in the abstract state, w e will

ha v e to conserv ativ ely assume that eac h of
i1 i2

, and
i3

ma y b e either valid or invalid , while in the concrete state

it is clear that
                                             i1

                                                       and
                                                                    i3

                                                                              are valid .

       While some heap analyses that use allo cation-s ite

based merging will pro duce the righ t result in this ex-

ample, it is easy to construc t other examples (based on

lo ops con taining allo cation sites) for whic h allo cation-s ite

based merging will pro duce imprecis e results. An y re-

lational analysis based on k-limiti ng, for k
¸

3 is pre-

cise, but doubly exp onen tial, for SCMP. F urther, suc h

k-limiti ng based algorith ms can b ecome v ery imprecis e

in the general case, when collecti ons ma y b e em b edded

deep inside the clien t’s data structur es.

4 Systemat ic Generati on of

                 CMP-Sp eci¯c Heap Analysis

Note that a comp onen t’s heap can b e manipula ted (b y

the clien t) only through a restrict ed and w ell-de¯n ed in-

terface. Conseque n tly , the sp eci¯cati on of the comp o-

nen t’s in terface can b e used to deriv e a sp ecialize d heap

analysis (for the comp onen t’s heap), whic h can b e used

as the basis for more e®ectiv e certi¯ca tion algorith ms.

In this section, w e illustra te this b y presen ting a precise,

p olynomia l time algorith m for SCMP, deriv ed from the

Easl/P sp eci¯cati on using a systemat ic pro cedure. The

deriv ation pro cedure can b e applied to arbitrar y Easl/P

sp eci¯cati ons, but ma y not terminat e in the general case.

While heuristi cs can b e used to ensure terminat ion, de-

vising terminat ion strategi es that generate analyses that

are b oth su±cien tly precise and e±cien t from arbitrar y

Easl/P sp eci¯cati ons is an in terestin g op en problem.

4.1 A Sp ecialize d Analysis F or SCMP

The essen tial steps in deriving a sp ecialize d analysis are

(a) determin ing the informat ion ab out a comp onen t’s

state that is relev an t to the certi¯ca tion pro cess (referre d

to as instrume ntation pr e dic ates 5 ) and (b) determin ing

        5 Instrume n tation predicat es [ 60 ]), are de¯ned b y form ulae o v er

the original , \core" state de¯nitio n predicat es. An instrume n tation

predicat e adds no new informat ion to a 2-v alued structur e, as its

v alue can b e computed from the v alues of core predicat es using the

de¯ning form ula. Ho w ev er, main taining the v alue of an instrume n-
ho w this relev an t state informat ion is c hanged b y an y

call to a comp onen t metho d. This informat ion yields a

sp ecialize d seman tics for the comp onen t’s metho d that

serv es as the basis for the analysis .

W e iden tify instrume n tation predicat es using a bac k-

w ard, sym b olic analysis , based on w eak est-prec ondition

computat ion [ 17 ], o v er an y p ossible sequence of comp o-

nen t metho d calls b y using the follo wing rules iterativ ely:

1. If an y comp onen t metho d has a \
requires ’

"

clause at metho d en try , then
: ’
is a c andidate in-

strument ation formula .

2. If
’
1

_ : : : _ ’

k
is a candidat e instrume n tation for-

m ula, then eac h
’

i
is a c andidate instrume ntation

pr e dic ate .

3. If
’
is a candidat e instrume n tation predicat e, and
S

is the b o dy of a comp onen t metho d, then the w eak est

precondi tion of
’
with resp ect to
S

,
W P

(
S ; ’

), is a

c andidate instrume ntation formula . (
W P

(
S ; ’

) is a

form ula that holds b efore the executio n of
S
i®
’

holds after the executio n of
S

.)

The ab o v e rules ignore \
requires

" clauses at p oin ts

other than at metho d en try (the CMP sp eci¯cati on do es

not use an y suc h clause). Suc h clauses, ho w ev er, ma y

b e handled using similar iterativ e w eak est-prec ondition

computat ion o v er the statemen ts of the metho d’s sp eci¯-

cation.

W e no w illustra te this pro cedure for SCMP. F or

the sak e of readabil it y , w e will express form ulae using

Easl/P notation rather than ¯rst order logic.

Step 1 : In SCMP, w e are in terested in determin ing

at ev ery call-sit e to metho ds
Iterator ::next()
and

Iterator ::remove ()

), sa y , on an
Iterator
v ariable
i

,

if the precondi tion of the metho ds ma y fail, that is, if

i.defVer != i.set.de fVer
ma y b e true. V CMP is im-

precise b ecause the informat ion it main tains do es not

enable it to precisel y test for this conditio n once ab-

stractio n has o ccurred. W e therefor e in tro duce a new

predicat e invalid [
i

] to represen t the form ula
i.defVer

!= i.set.de fVer

.

Step 2 : The next step is to consider ho w the execu-

tion of di®eren t
Set
and
Iterator
metho ds will a®ect

the v alue of the predicat e invalid [
i

]. As an example, con-

sider the executio n of the metho d call
v.add()

, where
v
is

of t yp e
Set

. It can b e v eri¯ed that invalid [
i

] is true after

the executio n of
v.add()
i® the conditio n ( invalid [
i

] or

(
i.set == v

)) is true b efore the executio n of the state-

men t. This suggests main taining the v alue of the expres-

sion
i.set == v
in order to precisel y up date the v alue

tation predicat e can mak e a 3-v alued structur e more precise, as the

main tained v alue ma y b e more precise than the v alue obtained b y

ev aluating the de¯ning form ula in a structur e con taining predicat es

with v alue 1/2.

9

                            Predicat e Meaning (in Easl/P ) De¯ning form ula (in TVP)

                            invalid [
                                                  i

                                                      ]
                                                                                    i.defVer != i.set.de fVer

9 o; s; v

:
pt

[
i

](
o

)
^ r v

[
set

](
o; s

)
^

r v

[
defVer

](
o; v

)
6, r v

[
ver

](
s; v

)

                            iter atesOver [
                                                                   i ; v

                                                                             ]
                                                                                    i.set == v

9 o
1

; o
2

:
pt

[
i

](
o
1

)
^ pt

[
v

](
o
2

)
^

r v

[
set

](
o
1

; o
2

)

                            mutex [
                                                 i ; j

                                                           ]
                                                                                    (i.set == j.set) and (i!= j)

9 o
1

; o
2

; o

:
pt

[
i

](
o
1

)
^ pt

[
j

](
o
2

)
^

o
1

6

=
o
2

^ r v

[
set

](
o
1

; o

)
^ r v

[
set

](
o
2

; o

)

                            sameSet [
                                                       v

                                                          ,
                                                            w

                                                                ]
                                                                                    v == w 9 s

:
pt

[
v

](
s

)
^ pt

[
w

](
s

)

                                                                             T able 3: The n ullary instrume n tation predicat es used b y SCMP .

of invalid [
                              i

                                  ]. Hence, w e in tro duce a second instrume n ta-

tion predicat e iter atesOver [
                                                                                   i ; v

                                                                                              ], represen ting the condi-

tion
              i.set == v

                                                  .

       Step 3 : Similarl y , consider the e®ect of executin g the

statemen t
                               j.remove ()

                                                                     (where
                                                                                           j

                                                                                                is an iterator v ariable) on

the predicat e invalid [
                                                                i

                                                                    ]. It can b e v eri¯ed that invalid [
i

]

is true after the executio n of
                                                                                            j.remove ()
i® the condi-

tion ( invalid [
                                        i

                                           ] or (
                                                             (i.set == j.set)
and
(i != j)

))

is true b efore the executio n of the statemen t. W e in-

tro duce the instrume n tation predicat e mutex [
i ; j

], repre-

sen ting the conditio n
                                                                  (i.set == j.set)
and
(i != j)

.

       Step 4 : It can b e v eri¯ed that iter atesOver [
i; v

] is true

after the executio n of
                                                                    i = w.iterat or()
i®
v == w
b e-

fore the executio n of the statemen t. W e in tro duce the

instrume n tation predicat e sameSet [
                                                                                                          v ; w

                                                                                                                     ], represen ting the

conditio n
                              v == w

                                                    .

       In terestin gly , this pro cedure has reac hed a ¯xed p oin t

with resp ect to the SCMP problem. Giv en an y input in-

stance
                     P g m

                                      of SCMP , let IV and VV denote resp ectiv ely

the set of
                                 Iterator

                                                                  v ariables and the set of
Set
v ari-

ables in the program. De¯ne the set of instrume n tation

predicat es to b e

          IP =
                                      f

                                           invalid [
                                                                 i

                                                                     ]
                                                                        j i 2

                                                                                        IV
                                                                                                    g [

                                      f

                                           iter atesOver [
                                                                                 i ; v

                                                                                            ]
                                                                                                j i 2

                                                                                                                IV
; v 2

VV
g [

                                      f

                                           mutex [
                                                               i ; j

                                                                         ]
                                                                             j i ; j 2

                                                                                                    IV
                                                                                                               g [

                                      f

                                           sameSet [
                                                                     v ; w

                                                                                ]
                                                                                    j v ; w 2

                                                                                                          VV
                                                                                                                        g :

The v alue of an y instrume n tation predicat e in IP after

the executio n of an y statemen t in
                                                                                                       P g m

                                                                                                                        can b e expresse d

in terms of the v alue of these instrume n tation predicat es

b efore the executio n of the statemen t. In other w ords,

not only do w e no longer require addition al instrume n ta-

tion predicat es, w e do not ev en need the core predicat es

in order to up date the v alue of the instrume n tation pred-

icates!

       T able 3 presen ts a formal de¯nitio n of the instrume n-

tation predicat es using core predicat es and explains their

in tended meaning in Easl/P . The up date form ulae for

the instrume n tation predicat es is sho wn in T able 4. As

Figure 8: An illustra tion of the abstract state at program

p oin t
5

( i.e. , just b efore the executio n of the statemen t

lab elled
5

), as computed b y V CMP .

the table sho ws, cop y assignme n ts of
Set
or
Iterator

v ariables ha v e an ob vious corresp onding seman tics. W e

refer to the indep enden t attribut e analysis generate d b y

this sp ecialize d seman tics as the SCMP analysis algo-

rithm.

Figures 8 and 6 illustra te the abstract state main tained

b y the V CMP algorith m describ ed earlier just b efore and

after the statemen t
i1.remov e()
in the program of Fig-

ure 4, leading to imprecis ion. Figure 7 illustra tes the

abstract state main tained b y the more precise SCMP al-

gorithm at these program p oin ts: the state represen tation

is m uc h more compact, y et more precise.

4.2 The Complexi t y of the SCMP Algo-

rithm

The sp ecialize d seman tics in T able 4 yields (the \data°o w

equation s" of ) a distribu tiv e data°o w analysis problem

o v er
V

2 \bits", where
V
denotes the n um b er of iterator

and collecti on v ariables in the program. The problem is,

10

                                               Easl/P Statemen t Sp ecialize d TVP Seman tics

                                               v = new Set()
sameSet [
v

,
v

] := 1

sameSet [
v

,
z

] := 0 for
z 2

VV
¡ f v g

sameSet [
z ; v

] := 0 for
z 2

VV
¡ f v g

iter atesOver [
z ; v

] := 0 for
z 2

IV

                                               v.add()
invalid [
z

] := invalid [
z

]
_
iter atesOver [
z ; v

] for
z 2

IV

                                               i = v.iterat or()
iter atesOver [
i ; z

] := sameSet [
v ; z

]
f or z 2

VV

mutex [
i ; z

] := iter atesOver [
z ; v

] for
z 2

IV
¡ f i g

mutex [
z ; i

] := iter atesOver [
z ; v

] for
z 2

IV
¡ f i g

invalid [
i

] := 0

                                               i.remove ()
invalid [
j

] := invalid [
j

]
_
mutex [
j ; i

] for
j 2

IV

                                               v = w
sameSet [
v ; z

] := sameSet [
w ; z

] for
z 2

VV
¡ f v g

sameSet [
z ; v

] := sameSet [
z ; w

]
z 2

VV
¡ f v g

iter atesOver [
z ; v

] := iter atesOver [
z ; w

] for
z 2

IV

                                               i = j
iter atesOver [
i ; z

] := iter atesOver [
j ; z

] for
z 2

VV

mutex [
i ; z

] := mutex [
j ; z

] for
z 2

IV
¡ f i g

mutex [
z ; i

] := mutex [
z ; j

]for
z 2

IV
¡ f i g

invalid [
i

] := invalid [
j

]

T able 4: The sp ecialize d TVP seman tics for calls to
Set
and
Iterator
metho ds, as w ell as cop y assignme n ts of

referenc es to
                                        Set

                                                   s and
                                                                      Iterator

                                                                                                   s, illustra te ho w the instrume n tation predicat es sho wn in T able 3 can b e up dated.

                                                                                                               State b efore the executio n of statemen t
5

.

                                                   invalid [
                                                                         i1

                                                                                ] = 0 invalid [
i2

] = 0 invalid [
i3

] = 0 sameSet [
v,v

] = 1

                                                   iter atesOver [
                                                                                          i1,v

                                                                                                        ] = 1 mutex [
i1,i1

] = 0 mutex [
i1,i2

] = 1 mutex [
i1,i3

] = 0

                                                   iter atesOver [
                                                                                          i2,v

                                                                                                        ] = 1 mutex [
i2,i1

] = 1 mutex [
i2,i2

] = 0 mutex [
i2,i3

] = 1

                                                   iter atesOver [
                                                                                          i3,v

                                                                                                        ] = 1 mutex [
i3,i1

] = 0 mutex [
i3,i2

] = 1 mutex [
i3,i3

] = 0

                                                                                                                 State after the executio n of statemen t
5

.

                                                   invalid [
                                                                         i1

                                                                                ] = 0 invalid [
i2

] = 1 invalid [
i3

] = 0 sameSet [
v,v

] = 1

                                                   iter atesOver [
                                                                                          i1,v

                                                                                                        ] = 1 mutex [
i1,i1

] = 0 mutex [
i1,i2

] = 1 mutex [
i1,i3

] = 0

                                                   iter atesOver [
                                                                                          i2,v

                                                                                                        ] = 1 mutex [
i2,i1

] = 1 mutex [
i2,i2

] = 0 mutex [
i2,i3

] = 1

                                                   iter atesOver [
                                                                                          i3,v

                                                                                                        ] = 1 mutex [
i3,i1

] = 0 mutex [
i3,i2

] = 1 mutex [
i3,i3

] = 0

                                                                     Figure 7: An illustra tion of the abstract state main tained b y SCMP .

11
in fact, a mem b er of the ¯nite distribu tiv e subset (FDS)

framew ork [ 56 ] and the precise solution to the problem

can b e computed in time
                                                                            O

                                                                                  (
                                                                                     E V

                                                                                                2 ) time, where
E
denotes

the n um b er of edges in the con trol-°o w graph of the pro-

gram in the in trapro cedural case ( i.e. , when the clien t

co de consists of a single pro cedure con taining calls to the

comp onen t metho ds).

       There are some subtle issues in generali zing SCMP

to the in terpro cedural case. Section 6 outlines these is-

sues and sho ws ho w SCMP can b e solv ed precisel y , con-

text sensitiv ely , in p olynomia l time in the in terpro cedural

case.

4.3 Extendin g SCMP to CMP

Note that SCMP fo cuses on analyzin g the heap that is

internal to
                                  Set

                                                and
                                                             Iterator

                                                                                            comp onen ts, but do es not

address the question of ho w to analyze the heap that

is external , namely the client ’s heap whic h ma y con tain

ob jects con taining referenc es to collecti ons and iterator s.

Since w e w an t to form ulate an analysis without access to

the clien t co de (or a sp eci¯cati on of the clien t co de), w e

m ust, of necessit y , use a generic heap analysis for han-

dling the clien t’s heap. In this section w e sho w ho w our

SCMP algorith m can b e extended to handle the clien t’s

heap using an y one of sev eral di®eren t heap analyses . W e

sho w ho w to \lift" instrume n tation predicat es de¯ned on

(statica lly ¯xed) v ariables to the case where suc h v ari-

ables reside in the heap (as ¯elds of ob jects). Though w e

illustra te this tec hnique for CMP, it is generic and can

alw a ys b e used for suc h \lifting ".

       Let IF and VF denote the set of ob ject ¯elds of t yp e

Iterator

                                and
                                               Set

                                                             resp ectiv ely . W e use the set of in-

strumen tation predicat es sho wn in T able 5. These in-

strumen tation predicat es generali ze the instrume n tation

predicat es of SCMP (see T able 3) in a v ery natural w a y .

F or instance , recall that SCMP uses a nul lary predicat e

invalid [
                      i

                          ] for ev ery iterator v ariable
                                                                                                                 i

                                                                                                                       to trac k whether

the iterator referenc ed b y variable
                                                                                                             i

                                                                                                                    is in a v alid state

or not. No w, w e use a unary predicat e invalid

h

[
i

](
o

) for

ev ery iterator ¯eld
                                                          i

                                                                to trac k whether the iterator refer-

enced b y the
                                         i

                                               ¯eld of the ob ject
                                                                                                        o

                                                                                                             is in a v alid state or

not. The other predicat es generali zed similarl y .

       The up date form ulae for the generali zed instrume n ta-

tion predicat es can b e deriv ed b y generali zing the up date

form ulae of T able 4. T able 6 illustra tes the generali zed

up date form ulae for some of the
                                                                                                 Set

                                                                                                             and
Iterator
meth-

o ds. The up date form ulae for the remainin g metho ds

obtained in a v ery similar fashion.

       W e refer to the resultin g algorith m as HCMP. This

is parametr ic with resp ect to heap analysis used for the

clien t co de, as illustra ted b y the up date form ulae in T a-

ble 6 whic h utilize \p oin ts-to" informat ion, as repre-

sen ted b y predicat es of the form
                                                                                                          pt

                                                                                                                [
                                                                                                                  x

                                                                                                                      ], for the clien t’s
heap. By pro viding appropri ate up date form ulae for

these predicat es, ([ 60 ] sho ws ho w di®eren t up date for-

m ulae can b e used to ac hiev e sev eral w ell kno wn heap

analysis tec hniques) w e can generate particul ar instan ti-

ations of HCMP.

Our algorith m is also in terpro cedural, and uses the

tec hniques outlined in [ 57 ] to deal with pro cedures.

5 Empirica l Results

W e ha v e protot yp ed sev eral v arian ts of the HCMP al-

gorithm using the So ot [ 64 ] and TVLA [ 46 ] framew orks,

with the goal of ev aluating the feasibil it y of the algorith m

on programs of v arying complexi t y . W e wished b oth to

ev aluate the precisio n of the algorith m (in terms of the

n um b er of false alarms pro duced), and to understa nd the

cost/pre cision tradeo®s arising from v arious approac hes

to heap and in terpro cedual analysis of the clien t.

The implemen tation is still at an early stage, and cur-

ren tly do es not address m ultithre ading or recursio n (since

our b enc hmark programs did not require it). Ho w ev er,

b oth can b e handled in TVLA using pre-exis ting tec h-

niques [ 69 , 57 ].

5.1 Engineer ing Asp ects of the Imple-

men tation

Here, w e list some of the engineer ing asp ects of our im-

plemen tation that are material to our results:

In order to reduce the n um b er of p oten tial no des

trac k ed during analysis , w e p erform the follo wing pre-

pro cessing steps on the program: (i) The
Pack Local

Variable s

So ot optimiza tion w as used to reduce the

n um b er of temp orary v ariables ; (ii) So ot liv eness infor-

mation is used to assign lo cal referenc e v ariables the v alue

null
when they b ecome dead. The latter optimiza tion is

common in partial ev aluation and mo del c hec king algo-

rithms, e.g., see [ 6 ].

W e tak e adv an tage of So ot’s implemen tation of Class

Hier ar chy A nalysis [ 15 ] to conserv ativ ely construc t a

metho d call graph. In addition , So ot treats exceptio ns

b y construc ting a con trol °o w edge from eac h statemen t

in to all p oten tial corresp onding handlers .

W e note that the curren t implemen tation can lose

precisio n in situatio ns where t yping informat ion is lost,

(e.g., when collecti on or iterator -t yp ed ob jects are cast

to
Object

), or when suc h ob jects are passed in and out

of library metho ds outside the scop e of the analysis .

5.2 Analysis Design T radeo®s

W e exp erimen ted with eigh t v arian ts of HCMP , obtained

b y consider ing all p ossible p oin ts in the follo wing design

space for clien t co de analysis :

12

                 Predicat e De¯ning TVP form ula

                 invalid

                                      h

                                         [
                                           i

                                               ](
                                                   e

                                                      )
                                                                                               9 o; s; v

                                                                                                                     :
r v

[
i

](
e; o

)
^ r v

[
set

](
o; s

)
^ r v

[
defVer

](
o; v

)
6, r v

[
ver

](
s; v

)

                 iter atesOver

                                                      h

                                                         [
                                                            i ; v

                                                                      ](
                                                                          e
                                                                              1

                                                                                 ; e
                                                                                       2

                                                                                          )
                                                                                               9 o
                                                                                                      1

                                                                                                          ; o
                                                                                                                2

                                                                                                                     :
r v

[
i

](
e
1

; o
1

)
^ r v

[
v

](
e
2

; o
2

)
^ r v

[
set

](
o
1

; o
2

)

                 mutex

                                   h

                                       [
                                         i ; j

                                                   ](
                                                        e
                                                           1

                                                              ; e
                                                                    2

                                                                        )

                                                                                                  9 o
                                                                                                                 1

                                                                                                                    ; o
2

; o

:
r v

[
i

](
e
1

; o
1

)
^ r v

[
j

](
e
2

; o
2

)
^

                                                                                                             o
                                                                                                                 1

                                                                                                                      6

                                                                                                                      =
o
2

^ r v

[
set

](
o
1

; o

)
^ r v

[
set

](
o
2

; o

)

                 sameSet

                                          h

                                             [
                                                v ; w

                                                          ](
                                                              e
                                                                  1

                                                                     ; e
                                                                           2

                                                                              )
                                                                                               9 s

                                                                                                        :
                                                                                                            r v

                                                                                                                   [
                                                                                                                     v

                                                                                                                        ](
e
1

; s

)
^ r v

[
w

](
e
2

; s

)

T able 5: The mo di¯ed instrume n tation predicat es used for HCMP . Note that
i

,
j

,
v

, and
w
no w range o v er ¯elds of

t yp e
               Iterator

                                               or
                                                       Set

                                                                     as appropri ate.

             Metho d Call TVP Seman tics

             x.v = new Set() pt

                                                                                                          [
                                                                                                            x

                                                                                                                ](
                                                                                                                    e
                                                                                                                        1

)
_ pt

[
y

](
e
2

) B sameSet

h

[
v ; v

](
e
1

; e
2

) := (
e
1

=
e
2

)

                                                                                                    pt

                                                                                                          [
                                                                                                            x

                                                                                                                ](
                                                                                                                    e
                                                                                                                        1

) B sameSet

h

[
v ; z

](
e
1

; e
2

) := 0 for
z 2

VF
¡ f v g

                                                                                                    pt

                                                                                                          [
                                                                                                            x

                                                                                                                ](
                                                                                                                    e
                                                                                                                        2

) B sameSet

h

[
z ; v

](
e
1

; e
2

) := 0 for
z 2

VF
¡ f v g

                                                                                                    pt

                                                                                                          [
                                                                                                            x

                                                                                                                ](
                                                                                                                    e
                                                                                                                        2

) B iter atesOver

h

[
z ; v

](
e
1

; e
2

) := 0 for
z 2

IV

             x.v.add( )

                                                                                                    (
                                                                                                      9 e
                                                                                                             2

                                                                                                                  :
                                                                                                                      pt

[
x

](
e
2

)
^
iter atesOver

h

[
i ; v

](
e
1

; e
2

)) B invalid

h

[
i

](
e
1

) := 1 for
i 2

IF

             x.i.remo ve()

                                                                                                    (
                                                                                                      9 e
                                                                                                             2

                                                                                                                  :
                                                                                                                      pt

[
x

](
e
2

)
^
mutex [
j ; i

](
e
1

; e
2

)) B invalid

h

[
j

](
e
1

) := 1 for
j 2

IF

                                     T able 6: Up date form ulae for the instrume n tation predicat es of HCMP sho wn in T able 5.

     1. Con text sensitiv e v ersus con text insensit iv e treat-

              men t of clien t metho d calls.

     2. Using allo cation sites v ersus v ariables names to dis-

              tinguish clien t heap cells. Eac h no de in a TVLA

              structur e represen ts one or more heap-all o cated ob-

              jects of the clien t program. The v ariable names ap-

              proac h [ 66 , 59 ] merges t w o heap no des if the set of

              v ariables and ¯elds p oin ted to them are the same

              (this abstract ion is similar to the one describ ed in

              Section 3.2). The allo cation site approac h merges

              t w o no des if they are allo cated at the same allo ca-

              tion site in the clien t program [ 10 , 39 ].

     3. Using a relation al v ersus indep enden t attribut e ap-

              proac h for mo deling TVLA structur es at ev ery pro-

              gram p oin t.

       Our empirica l observ ations w ere as follo ws:

       ²

              The con text sensitiv e algorith ms p erformed b etter

              than the corresp onding con text insensit iv e ones with

              resp ect to b oth e±ciency and pr e cision .

       ²

              The v ariables names approac h yielded more precise

              results than the allo cation site approac h.

       ²

              The indep enden t attribut e approac h w as as precise

              as the relation al one and usually faster, whic h is a re-

              sult of the precisio n gained b y using instrume n tation

              predicat es.

In the in terest of space, w e giv e b enc hmark results only

for the con text-sen sitiv e, v ariables -names based, indep en-

den t attribut e v arian t of the algorith m.

5.3 Benc hmarks

Though it is not a highly-t uned implemen tation, our anal-

ysis curren tly runs quite fast on the b enc hmark programs .

It also pro duces only 2 false alarms, whic h w e ¯nd encour-

aging, since our analysis is sound.

T able 7 describ es the b enc hmark Ja v a programs ; they

are publicly a v ailable at [ 67 ]. The b enc hmarks use JCF

in tensiv ely . The kernel b enc hmarks, designed to \stress

test" the analysis , include examples illustra ting v arious

di±cult asp ects of CMP as w ell as t ypical represen tativ e

uses of iterator s and collecti ons in real applicat ions.

T able 8 displa ys the results of the exp erimen ts. All

the exp erimen ts w ere p erformed on a mac hine with a 1

Ghz P en tium 3 pro cessor, 1 Gb of memory , running JDK

1.3 Standard Edition on Windo ws 2000. (Note that the

actual memory used b y the algorith m ranged from 1 Mb

to 71 Mb.)

W e found t w o false alarms in our tests. The ¯rst

is due to the fact that Ja v a librarie s outside the

scop e of the analysis are not mo deled b y the analy-

sis. The other false alarm results from not mo delling

all JCF exceptio ns. The MapT est b enc hmark raises

the
IllegalS tateExce ption
exceptio n when the
remove

metho d is in v ok ed (althoug h a CME exceptio n w ould w e

raised in the absence of the
IllegalS tateExce ption
ex-

ception) . Since our algorith m do es not curren tly mo del

the
IllegalS tateExce ption
exceptio n it rep orts a p o-

ten tial CME whic h w e consider as a false alarm.

13

        Benc hmark LOC CF G F unc Class Descript ion

        Kernel1 128 118 3 1 A set of SCMP examples

        Kernel3 192 422 3 3 Collecti on classes are stored inside heap-all o cated lined list cells

        Kernel4 166 1103 10 3 Accessin g the cells indirect ly through auxiliar y metho d calls

        Kernel5 55 129 10 2 Figure 1

        Kernel6 35 32 3 1 Figure 4

        Kernel7 36 36 3 1 Conditio nal statemen ts manipula ting iterator s using p oin ters

        MapT est 330 316 7 2 In tensiv e usage of HashMap and T reeMap implemen tations

        Iterator T est 126 144 10 3 T est program for lots of collecti ons

        MapDemo 33 29 3 1 Uses maps for inserts

        JFE 2394 2636 35 1 A Ja v a to tvp fron t end

        V CMPKille r 67 155 5 2 A program that stores collecti ons deep in the heap

T able 7: The analyzed programs . Kernel b enc hmarks and a
VCMPKill er
examples are arti¯cia l programs created to

illustra te in terestin g cases of JCC uses.
MapTest
is from [ 41 ].
Iterator Test
and
MapDemo
are examples from [ 68 ].

JFE

             is our o wn Ja v a fron t used to in our implemen tation.
LOC
is the n um b er of source lines.
CFG
is the n um b er of

con trol °o w no des in the TVP ¯le (the n um b er of CF G no des in whole program is actually bigger).
Func
and
Class

are the n um b er of function s and classes, resp ectiv ely .

      Benc hmark CPU

                                                     Time

                                                     (sec)

                                                                               Space

                                                                               (Mb)

                                                                                                         Struct ERR F A

      Kernel1 0.047 1.8 143 3 0

      Kernel3 1.266 5.2 848 3 0

      Kernel4 9.625 7.4 2794 3 0

      Kernel5 0.125 2.6 187 1 0

      Kernel6 0.001 2 29 2 0

      Kernel7 0.001 1.9 31 0 0

      MapT est 69.17 18.7 4851 0 1

      Iterator T est 0.141 3.25 208 0 0

      MapDemo 0.015 1.9 26 0 0

      JFE 408 71 9890 0 1

      V CMPKille r 0.531 4.43 229 0 0

T able 8: The b enc hmark results of the analyzed pro-

grams. Time is measured in seconds, Space in

megab ytes. Struct is the total n um b er of di®eren t struc-

tures that arise during the analysis . ERR represen t the

n um b er of real errors found in the b enc hmarks. Finally ,

F A is the n um b er of false alarms rep orted b y our algo-

rithm.

6 In terpro cedural SCMP

Earlier w e sa w that a precise solution to SCMP can

b e computed in p olynomia l time in the in trapro cedural

case. In this section w e sho w ho w a precise and con text-

sensitiv e solution can b e computed in p olynomia l time

for in terpro cedural SCMP.

Global v ariables : W e observ ed earlier that our

SCMP analysis is an instance of the FDS framew ork [ 56 ].

In the absence of lo cal v ariables , the tec hniques presen ted

in [ 56 ] can b e used in a straighf orw ard fashion to solv e

in terpro cedural SCMP.

Lo cal v ariables : Consider a lo cal v ariable
v

, of t yp e

iterator , of a pro cedure
P

. Assume that pro cedure
P
calls,

either directly or transiti v ely , a pro cedure
Q

. The execu-

tion of
Q
can not a®ect the v alue of lo cal v ariables , suc h

as
v

, of another pro cedure. Ho w ev er, the executio n of
Q

c an a®ect the v alue of instrume n tation predicat es, suc h

as invalid [
v

], de¯ned on lo cal v ariables of another pro-

cedure. The k ey issue in in terpro cedural analysis is to

accoun t for suc h e®ects.

In the absence of recursio n, lo cal v ariables ma y b e mo d-

elled just lik e global v ariables , and the IFDS tec hniques

are still applicab le. Recursio n, ho w ev er, complica tes is-

sues b y in tro ducing a p oten tially un b ounded n um b er of

v ariables and a corresp ondingly p oten tially un b ounded

n um b er of instrume n tation predicat es. The follo wing ex-

ample illustra tes the problem.

/* */ void P (Set S) f

/* 1 */ Iterator i = S.iterat or();

/* 2 */ if (...) f

/* 3 */ P(S);

/* 4 */ i.next() ; // will throw CME

14

/* */ g else f

/* 5 */ i.next() ; // will not throw CME

/* 6 */ i.remove ();

/* 7 */ i.next() ; // will not throw CME

/* */ g

/* */ g

Consider the executio n path 1
                                                                                           ;

                                                                                              2
                                                                                                  ;

                                                                                                     3
                                                                                                        ;

                                                                                                           1
                                                                                                               ;

                                                                                                                  2
                                                                                                                     ;

                                                                                                                        5
;

6
;

7
;

4, where
j

denotes the executio n of line j in a recursiv e in v o cation

of P . The mo di¯catio n of the collecti on in line 6 do es not

mak e the iterator created in line 1 in v alid, but it do es

mak e the iterator created in line 1 ( i.e. , in the earlier

in v o cation of pro cedure P) in v alid. Conseque n tly , the

executio n of line 7 will not thro w CME, but when the

recursiv e in v o cation terminat es, the executio n of line 4 in

the original in v o cation wil l thro w CME.

       The example illustra tes t w o p oin ts: (a) The analy-

sis has to distingu ish b et w een instrume n tation predicat es

corresp onding to di®eren t recursiv e instance s of the same

lo cal v ariable to a v oid imprecis ion, and (b) The analysis

of a pro cedure can not ignore instrume n tation predicat es

corresp onding to lo cal v ariable instance s of pro cedures up

the call c hain, ev en if \hidden" b y subseque n t recursiv e

in v o cations, b ecause the v alues of these instrume n tation

predicat es c an c hange during the executio n of the pro ce-

dure (ev en though the v alues of the hidden lo cal v ariables

themselv es can not b e c hanged).

       W e no w sho w ho w lo cal v ariables can b e handled. W e

assume, for no w, that no global v ariables are used. The

only instrume n tation predicat e whose v alue can c hange

without an y c hange in the v alue of an y underlyi ng v ari-

able is invalid [
                                             v

                                                 ]. In con trast, the v alue of other instru-

men tation predicat es, suc h as mutex [
                                                                                                                u,v

], do not c hange

as long as the v alue of the underlyi ng v ariables
u
and
v

do not c hange. Consider a callsite in a pro cedure
P
to

a pro cedure
                                       Q

                                          . F or an y lo cal v ariable
                                                                                                                    v
of
P
w e need to

kno w ho w the call to
                                                                 Q

                                                                      will a®ect the v alue of the instru-

men tation predicat e invalid [
                                                                                      v

                                                                                          ]. It turns out that w e can

e±cien tly compute summary informat ion for pro cedure
Q

that enables us to answ er these question s.

       F or an y pro cedure
                                                                    Q

                                                                        , let F ormals(
                                                                                                                    Q

                                                                                                                       ) denote the set

of formal paramete rs of pro cedure
                                                                                                                   Q
of t yp e
Set
or

Iterator

                             . W e compute summary informat ion Ma y-

Mo d(
                Q

                    ) for ev ery pro cedure
                                                                                         Q

                                                                                               that describ es the set of

collecti ons that ma y b e mo di¯ed b y the executio n of
Q

.

More precisel y , w e compute a quan tit y Ma yMo d(
Q

) that

is a subset of
                                             F or mal s

                                                                        (
                                                                           Q

                                                                              ) suc h that: a collecti on v ari-

able
              S

                    is in Ma yMo d(
                                                                Q

                                                                    ) i® the executio n of
Q
ma y mo dify

the collecti on
                                          S

                                               (either directly b y in v oking the
Set::add

metho d on
                                   S

                                          or b y creating an iterator on
S
and b y in-

v oking the
                                  Iterator ::remove

                                                                                              metho d on that iterator );

an iterator v ariable
                                                             I

                                                                    is in Ma yMo d(
                                                                                                                 Q

                                                                                                                    ) i® the executio n

of
        Q

               ma y in v ok e the
                                                                 Iterator ::remove
metho d on the

iterator
                          I

                             . F urther, the summary computat ion assumes

that there are no aliases b et w een an y of the formal pa-
rameters . The informat ion Ma yMo d(
Q

) is v ery similar

to the quan tit y DMOD de¯ned b y Banning [ 2 ] and can

b e computed v ery e±cien tly [ 12 ]. (The one t wist is that

the problem w e are in terested in is side-e®e ct analysis

when paramete rs are passed b y v alue but ma y b e one-

lev el p oin ters, while the problem addresse d b y Banning

is side-e®e ct analysis when paramete rs are passed b y ref-

erence and are non-p oin ters. This is necessar y to accoun t

for co de suc h as \
D = C; D.add("a ");

" where w e need

to infer that the collecti on referred to b y
C
will b e mo di-

¯ed b y the co de fragmen t.)

The in trapro cedural SCMP algorith m can no w b e

extended to analyze a pro cedure
P

, utilizin g only

the summary informat ion for an y pro cedure that
P

calls. In particul ar, assume that Ma yMo d(
Q

) is

f FC
1

; ¢ ¢ ¢ ; FC

i

; FI
1

; ¢ ¢ ¢ ; FI

j
g

, where ev ery
FC

x
is of t yp e

Set
and ev ery
FI

x
is of t yp e
Iterator

. In e®ect, an y

call to a pro cedure
Q
in pro cedure
P
ma y b e replaced b y

the follo wing co de, where
AC

x
and
AI

y
denote the actual

paramete rs corresp onding to formal paramete rs
FC

x
and

FI

y
resp ectiv ely:

if (...)

AC
1

.add("") ;

else if (...)

...

else if (...)

AC

i

.add("") ;

else if (...)

AI
1

.remove( );

else if (...)

...

else if (...)

AI

j

.remove( );

Standard tec hniques can b e used to analyze the whole

program using the ab o v e metho d for analyzin g a single

pro cedure. F or non-recu rsiv e programs , the pro cedures

can b e pro cessed in top-do wn order with resp ect to the

call graph. The initial state (or calling con text) for an y

analyzed pro cedure is obtained b y taking the \meet" of

the states at all call sites, with appropri ate binding of ac-

tuals and formals ( e.g. , the initial v alue of the instrume n-

tation predicat e invalid [
f

] is true i® the v alue of invalid [
a

]

is true at atleast one of the call sites, where
a
denotes the

actual paramete r corresp onding to the formal paramete r

f

). The same pro cedure w orks for recursiv e programs

to o, except that w e need to iterate o v er lo ops in the call

graph un til w e reac h a ¯xed p oin t. Alternat iv ely , w e can

also utilize the tec hniques of the IFDS framew ork [ 56 ]

instead of iteratin g o v er the call graph.

In teractio n b et w een lo cal and global v ariables :

In terpro cedural analysis b ecomes more complica ted in

the presence of b oth lo cal and global v ariables . Consider

a call site. Let
g1
and
g2
denote global v ariables , and

15
l1

         and
                      l2

                                denote lo cal v ariables of the calling pro cedure.

The essence of the problem is that the pro cedure call ma y

mo dify the v alue of a global v ariable, sa y
g1

. This can

ha v e the e®ect of c hanging the v alue of instrume n tation

predicat es suc h as mutex [
                                                                             g1,l1

                                                                                               ]. (Note that the v alue of

mutex [
                     l1,l2

                                       ] can not c hange.) Hence, w e need to com-

pute a more general summary informat ion that will let us

determin e at ev ery call site the c hanges to the v alues of

the instrume n tation predicat es suc h as sameSet [
g1,l1

],

iter atesOver [
                                       g1,l1

                                                         ], and mutex [
                                                                                                  g1,l1

                                                                                                                    ].

       The summary informat ion w e require for a pro cedure

m ust allo w us to answ er the follo wing question : let
v in

denote an y global v ariable or formal paramete r of the

pro cedure; let
                                           v out

                                                               denote an y global v ariable; is it p os-

sible for the output v alue ( i.e. , the v alue at the end of

pro cedure) of
                                            v out

                                                                to b e the same as the input v alue

of
        v in

                      ? (If
                                        v out

                                                            is an iterator v ariable and
v in
is a

collecti on v ariable, w e need to b e able answ er an equiv a-

len t question , namely: is is p ossible for the output v alue

of
         v out

                             to b e a (newly created) iterator on the input

v alue of
                          v in

                                        ?) As b efore, this summary informat ion is

computed assuming that no aliasing exists b et w een an y

of the formals or globals.

       Computin g this kind of summary informat ion is at the

heart of in terpro cedural slicing (and the construc tion of

system dep endence graphs) [ 30 ] and can b e computed us-

ing the IFDS tec hniques [ 56 ]. Once this summary infor-

mation is a v ailable, w e can solv e in terpro cedural HLCMP

using the IFDS framew ork again. (Replaci ng the use of

the IFDS framew ork b y iteratio n o v er the call graph with-

out losing precisio n, requires a more complex \relatio nal"

summary that tells us not just what v alues eac h global

v ariable can tak e at the end of a pro cedure, but tells us

for an y pair of global iterator v ariables what pair of v alues

they can tak e sim ultaneou sly).

7 Complexi t y Results

7.1 Restrict ed Alias Analysis

This section presen ts some upp er and lo w er b ounds for

certain restrict ed classes of alias analysis problems that

are inspired b y the SCMP problem. An upp er b ound

for a signi¯ca n tly restrict ed class of alias analysis prob-

lem migh t not app ear v ery in terestin g, in general, but w e

b eliev e these results are relev an t and useful in the con-

text of deriving sp ecialize d heap analyses for heap manip-

ulted through a restrict ed in terface. W e presen t no pro of

of these results but the essen tial idea b ehind the upp er

b ound results is to sho w that the \relev an t" state can b e

reduced to a set of n ullary instrume n tation predicat es of

certain size, whic h can b e solv ed using, e.g. , using IFDS

tec hniques [ 56 ], m uc h as w e did in Section 4.1.

W e ¯rst in tro duce some terminol ogy . Let TG denote

a (closed) set of record t yp es (with simple t yp es b eing

mo delled as records with a single ¯eld). W e sa y that

P
is a program o v er
T G
if ev ery p oin ter v ariable in
P

is a p oin ter to an ob ject of some t yp e in
T G

. W e are

in terested in understa nding the complexi t y of answ ering

alias queries for programs o v er a giv en
T G

.

W e de¯ne the t yp e graph of TG to b e the graph consist-

ing of a no de for eac h t yp e in TG, and an edge
T
1

! T
2

lab elled
f
for ev ery ¯eld
f
in t yp e
T
1
of t yp e p oin ter to

T
2

. W e de¯ne depth

T G

(
T

) to b e the n um b er of no des

in the longest path to no de
T

. (Th us, a no de with no

incoming edges is at depth 1.) W e de¯ne the depth of

an y alias query
®

=
¯
for program
P
to b e depth

T G

(
T

),

where
®
and
¯
are of t yp e p oin ters to
T

.

It is w ell kno wn that answ ering a ma y-alias query of

depth 2 is hard [ 42 , 50 ]. Ho w ev er, it is w orth observin g

that ha ving m ultiple lev els of p oin ters b y itself do es not

mak e alias analysis in tractabl e. Destruct iv e heap up date

is necessar y for in tractabi lit y . W e sa y that a ¯eld
f
of a

t yp e T is imm utable if the ¯eld
f
of an ob ject of t yp e T

is assigned a v alue only when the ob ject is construc ted,

and that it is m utable otherwis e. W e de¯ne the mutation

length of a path in the t yp e graph to b e the n um b er of

m utable ¯elds in that path. W e extend this de¯nitio n to

de¯ne the m utation depth of a t yp e and a query m uc h as

w e did ab o v e for depth.

It turns out that an y alias query o v er TG can b e an-

sw ered precisel y in p olynomia l time if its m utation depth

is zero. A t ¯rst blush, this migh t not sound useful.

But imm utable ¯elds are common enough in practice for

this to b e useful. F unctiona l programm ing tec hniques,

for instance , utilize only imm utable ¯elds. Ev en im-

p erativ e data structur es often use imm utable ¯elds: the

Iterator ::set

¯eld is an example of an imm utable ¯eld.

Let size (
T G

) denote the n um b er of di®eren t paths in

the t yp e graph of TG. Let v ars

P
denote the n um b er of

p oin ter v ariables in a program
P

. Let E

P
denote the

n um b er of edges in program
P

.

Theorem 1 A ny alias (may or must) query
q
for a

pr o gr am
P
over TG c an b e pr e cisely answer e d in time

O

( E

P
vars

P

2 size (
T G

)

2
) if the mutation depth of
q
is

zer o. F urther, any may or must query c onsistin g of

a c onjuncti on or disjunct ion
q
of
k
alias queries of

mutation depth zer o c an b e pr e cisely answer e d in time

O

( E

P
vars

P

2 k size (
T G

)

2
) .

W e no w consider a class of programs where destruc-

tiv e heap up date is allo w ed only in a restrict ed fashion,

inspired b y a c haracter istic of the SCMP problem. De-

structiv e heap up date statemen ts are statemen ts of the

form:

® :f

:=
r hs:

16

A program is said to ha v e the restrict ed heap up date

prop ert y if the righ t-hand side of ev ery destruct iv e heap

up date statemen t in the program is a newly construc ted

ob ject (or a \tree" of newly construc ted ob jects, where

eac h ob ject has p oin ters only to other newly construc ted

ob jects).

Theorem 2 Must-ali as queries of mutation depth 1 c an

b e pr e cisely answer e d in p olynomia l time for pr o gr ams

with r estricte d he ap up date.

       W e no w presen t some lo w er b ounds. These are adap-

tations of w ell-kno wn in tractabi lit y results of alias analy-

sis [ 50 ] that fo cus on the restrict ed classes of alias analy-

sis problems that can b e expresse d in terms of m utation

depth and restrict ed heap up date and can b e pro v ed us-

ing a simple adaptati on of the pro ofs in [ 50 ].

Theorem 3 May-alia s, must-ali as, and must-b e-nul l for

queries of mutation depth 1 is PSP A CE-har d.

Theorem 4 May-alia s queries of mutation depth 1 is

PSP A CE-har d even for pr o gr ams with r estricte d he ap up-

date.

Theorem 5 Must-ali as queries of mutation depth 2 is

PSP A CE-har d even for pr o gr ams with r estricte d he ap up-

date.

7.2 Con trol-Flo w E®ects of Exceptio ns

In our discussi on of SCMP w e made the usual assump-

tion that all paths in the program are executab le. The

concurre n t mo di¯catio n exceptio n, ho w ev er, do es a®ect

con trol °o w. In particul ar, if w e consider the sequence of

t w o statemen ts
                                                S1; S2

                                                                      , executio n of S1 will b e follo w ed

b y executio n of S2 only if S1 do es not thro w the concur-

ren t mo di¯catio n exceptio n. If executio n of S1 do es thro w

the exceptio n, executio n will con tin ue with the innermos t

matc hing exceptio n handler that catc hes the exceptio n or

will terminat e program executio n if no exceptio n handlers

catc h the exceptio n. It turns out that accoun ting for the

e®ect of CME on con trol-°o w precisel y is hard:

Theorem 6 Determin ing if ther e exists a p ath P to a

pr o gr am p oint
                                            p

                                                 such that exe cution along p ath P wil l not

thr ow the c oncurr ent mo di¯c ation exc eption is P-SP A CE

har d even for SCMP instanc es.

       The pro of is based on a simple adaptati on of the pro ofs

in [ 50 ].

8 Related W ork and Conclusi ons

Disjunct iv e Completi on Our systemat ic deriv ation of

the SCMP algorith m is similar to the pro cess of disjunc-

tive c ompletio n [ 14 , 23 ]. In this pro cess, an arbitrar y

monotoni c transfer function on ¯nite sets is con v erted

in to a distribu tiv e function b y lifting to the p o w erset do-

main. T o a v oid the cost of full relation al analysis , only

domain elemen ts for minimal sets whic h con tribute to

the result are in tro duced. This pro cess can b e done ef-

fectiv ely for ¯nite domains.

While our sp eci¯cati on-driv en pro cess for generati ng

instrume n tation predicat es is similar in man y resp ects

to [ 23 ], our pro cess is more broadly applicab le, since it

w orks o v er arbitrar y ¯rst-ord er form ulae and (in the case

of HCMP) in¯nite domains. The iterated w eak est pre-

conditio n pro cess curren tly m ust b e carried out b y hand.

In the future, ho w ev er, w e plan to in v estigate automati ng

our tec hnique b y using a decidabl e logic, e.g., [ 36 , 3 , 7 ]

for the w eak est precondi tion computat ion and appropri -

ate widening s [ 14 ] to ensure terminat ion of the iterativ e

pro cess.

Predicat e Abstract ion The tec hnique of pr e dic ate ab-

str action [ 25 ] can b e used to con v ert a program o v er

in¯nite domains to an abstract ed program using only

b o oleans. The resultin g ¯nite state program can then

b e more readily analyzed using a v ariet y of tec hniques.

This tec hnique w as recen tly emplo y ed b y Ball et al. [ 1 ]

to v erify prop erties of C programs .

Some asp ects of predicat e abstract ion, suc h as the use

of a w eak est precondi tion computat ion, are similar to our

approac h to generati ng instrume n tation. Ho w ev er, our

w ork has three critical di®erenc es: First, our instrume n-

tation generati on phase is applied only to the comp o-

nen t sp eci¯cati on, not to the clien t co de. This mak es

it p ossible to a v oid making appro ximation s that are in-

evitable when the predicat e abstract ion pro cess is applied

to the clien t. Second, Ball et al. assume that all heap-

related asp ects of the clien t ha v e b een eliminat ed b y a

prepro cessing phase, while our clien t analysis mo dels the

heap during analysis b y in tro ducing appropri ate abstrac-

tions. Finally , they assume that the sp eci¯cati on con tains

no heap referenc es, whereas sp ecifying heap prop erties is

cen tral to our approac h.

Despite the fact that our sp eci¯cati ons are not limited

to ¯nite domains, b y limiting our instrume n tation gen-

eration pro cess to the comp onen t sp eci¯cati on, w e can

generate sound and accurate analyses of in¯nitar y prop-

erties. W e do so b y using instrume n tation to mak e the

precise distinct ions necessar y to distingu ish the comp o-

nen t’s heap prop erties of in terest, while allo wing appro x-

17
imations of the clien t’s heap.

Finite state-sp ace explorat ion There are a n um-

b er of pro jects in whic h prop erties of soft w are (usually

expresse d in some form of sp eci¯cati on language ) are

c hec k ed mec hanicall y through exhausti v e explorat ion of

a ¯nite (but usually v ery large) state space. These ap-

proac hes di®er from ours either in requirin g that all in¯ni-

tary asp ects of the state space of the co de b e abstract ed a

priori in to ¯nitary structur es prior to analysis [ 13 , 26 , 1 ];

b y requirin g a ¯nite b ound on a p ortion of the in¯nite

concrete state space to b e explored [ 35 , 34 ]; or b y con-

sidering only temp oral (ev en t ordering ) prop erties of the

co de [ 20 ].

       In the Bandera pro ject [ 13 ], program slicing and v ar-

ious abstract ion tec hniques suc h as p oin ter analysis are

used to conserv ativ ely construc t a ¯nite state mo del from

a Ja v a program. The resultin g mo del is then c hec k ed

against some prop ert y expresse d in temp oral logic us-

ing o®-the-s helf mo del che ckers [ 11 ] suc h as SPIN [ 28 ]

or SMV [ 47 ]. Pro jects similar to Bandera include Ja v a

P athFinde r [ 26 ], JCA T [ 16 ], and F ea v er [ 29 ].

       Jac kson and V aziri [ 35 ] also use ¯nite state-sp ace explo-

ration tec hniques to v erify whether Ja v a programs satisfy

a sp eci¯cati on written in a ¯rst-ord er language called Al-

lo y [ 33 ]. Their approac h di®ers from the mo del-c hec king

approac hes in that they are inc omplete : rather than con-

serv ativ ely extracti ng a ¯nite-st ate abstract mo del of the

source program, they explore the ful l concrete state space

of the program up to some ¯nite depth. Jac kson and

F ek ete [ 34 ] apply this approac h to the Concurre n t Mo di-

¯cation Problem. Since no abstract ion is used in this ap-

proac h, there are no \false p ositiv e" error rep orts; ho w-

ev er, there ma y b e v alid program states in whic h the

prop ert y is not c hec k ed. Our approac h do es not require

that a problem manifest itself after a pre-esta blished

n um b er of executio n steps. While it is commonly b e-

liev ed that most program errors rev eal themselv es after

a few lo op iteratio ns or recursiv e calls, it is not so clear

that there is a simple heuristi c for suggesti ng an upp er

b ound on the n um b er of data structur es that need to b e

generate d in order for an error to app ear.

       The FLA VERS system [ 20 ] starts with a ¯nite-st ate

sp eci¯cati on of a program prop ert y of in terest, and a task

°ow gr aph of the program in whic h only certain events

of in terest are represen ted. It then uses data°o w analysis

to conserv ativ ely determin e whether the prop ert y holds

with resp ect to the task °o w graph. FLA VERS fo cuses

on concurre ncy-rela ted and temp oral prop erties suc h as

races and deadlo c ks, and app ear to ha v e little capabili t y

for mo deling data structur es.

Theorem Pro ving There are sev eral systems that v er-

ify program prop erties statical ly using theorem pro ving
tec hniques. Some notable examples are ESC-Ja v a [ 44 ]

and PVS [ 55 ]. These systems w ork w ell pro vided the

user pro vides appropri ate lo op in v arian ts, and pre/p ost-

conditio ns for pro cedures. In the absence of suc h nota-

tions (e.g., for v arious kinds of lo ops in the clien t co de),

they often fail to consider man y states.

Our approac h relies on o²ine generati on of comp onen t-

sp eci¯c analyses to a v oid the necessit y for clien t annota-

tions. Also, unlik e ESC-Ja v a our approac h is sound (con-

serv ativ e). It is th us guaran teed to catc h all errors, and

can ev en pro v e the absence of errors.

In terpro cedural Shap e Analysis Noam Rinetzky [ 58 ]

prop oses impro ving the e±ciency of in terpro cedural

shap e analysis of programs manipula ting abstract data

t yp es b y utilizin g sp ecial, hand-cra fted, seman tics for the

abstract data t yp e and in v estigate s this approac h for a

link ed list data structur e in the LED A library .

Other Bug-Find ing T o ols There are a n um b er of to ols

that carry out non trivial static analysis for the purp ose of

detectin g sp eci¯c classes of programm ing errors [ 21 , 22 ,

32 , 18 , 65 , 19 , 62 ]. While our HCMP algorith m is similar

to the w ork ab o v e in that it applies static analysis to the

detectio n of a particul ar programm ing bug, w e b eliev e

that the pro cess b y whic h an e±cien t analysis algorith m

is derive d in a natural w a y from a simple sp eci¯cati on is

un usual.

W e b eliev e that the notion of deriving e±cien t program

analyzes b y a systemat ic optimiza tion pro cess is promis-

ing. Our prelimin ary b enc hmark results sho w that a new

analysis algorith m for CMP generate d b y this tec hnique

ma y scale w ell enough to b e applicab le to realisti c ap-

plicatio ns. W e are curren tly pursuing a large n um b er

of engineer ing re¯nemen ts to our implemen tation as w ell

as addition al b enc hmark studies, generali zations of the

deriv ation tec hnique to arbitrar y sp eci¯cati ons, and ad-

ditional Canv as infrastr ucture w ork.

Ac kno wledgmen ts

W e w ould lik e to thank Deepak Go y al for the discussi ons

w e had with him on the problem of comp onen t-clien t

conforma nce certi¯ca tion. W e w ould lik e to thank Sean

McDirmid for in tro ducing us to the Concurre n t Mo di-

¯cation Problem. W e w ould lik e to thank the SOOT

team and Roman Manevic h for the assistan ce they pro-

vided with the implemen tation of the certi¯er . W e w ould

also lik e to thank Rob ert O’Callah an, Nurit Dor, Deepak

Go y al, Ran Shaham, Carlos V arela, and Reinhard Wil-

helm for their helpful feedbac k on the pap er.

18

Referenc es

   [1] T. Ball, R. Ma jumdar, T. Millstei n, and S. Ra ja-

              mani. Automati c predicat e abstract ion of c pro-

              grams. In A CM SIGPLAN Conf. on Pr o gr amming

              L anguage Design and Implemen tation , June 2001.

   [2] J. Banning. An e±cien t w a y to ¯nd the side ef-

              fects of pro cedure calls and the aliases of v ariables .

              In A CM Symp. on Princip als of Pr o gr amming L an-

              guages , pages 29{41, New Y ork, NY, 1979. A CM

              Press.

   [3] M. Benedikt , T. Reps, and M. Sagiv. A de-

              cidable logic for describi ng link ed data struc-

              tures. In Pr o c. Eur op e an Symp osium on Pr o-

              gr amming, ESOP’99 , LNCS , 1999. Av ailable at

              \h ttp://ww w.math.t au.ac.il /
                                                                                                      »

                                                                                                             sagiv/es op99.ps" .

   [4] Bianca. h ttp://ba thro om.bianc a.com/sh ac k/bathro om/

              sub/p osts/200 1 Mar 03/10061 /10061.h tml, 2001.

   [5] Blac kdo wn. h ttp://ww w.blac kdo wn.org/j a v a-lin ux/

              ja v a2-statu s/README -3D121 01, 2001.

   [6] M. Bozga, J.-C. F ernandez , and L. Ghirvu. State

              space reductio n based on liv e v ariables analysis . In

              SAS , pages 164{178, 1999.

   [7] C. Calcagno , H. Y ang, and P . O’Hearn. Com-

              putabili t y and complexi t y results for a spa-

              tial assertio n language for data structur es.

              h ttp://ww w.dcs.qm w.ac.uk/
                                                                                                    »

                                                                                                            ohearn/.

   [8] Canv as pro ject URL.

              h ttp://ww w.resear c h.ibm.co m/menage /can v as/.

   [9] P . Chan, R. Lee, and D. Kramer. The
J av a

T M Class

              Libr aries, Se c ond Edition, V ol. 1, Suppleme nt for

              the
                            J av a

                                           T M 2 Platform Standar d Edition, v1.2 ,

              pages 296{325. Addison- W esley , 1999.

[10] D. Chase, M. W egman, and F. Zadec k. Analysis of

              p oin ters and structur es. In A CM SIGPLAN Conf.

              on Pr o gr amming L anguage Design and Implemen -

              tation , pages 296{310, New Y ork, NY, 1990. A CM

              Press.

[11] E. M. Clark e, Jr., O. Grum b erg, and D. A. P eled.

              Mo del Che cking . The MIT Press, 1999.

[12] K. D. Co op er and K. Kennedy . In terpro cedural side-

              e®ect analysis in linear time. In A CM SIGPLAN

              Conf. on Pr o gr amming L anguage Design and Imple-

              mentatio n , pages 57{66, New Y ork, NY, 1988. A CM

              Press.

[13] J. Corb ett, M. Dwy er, J. Hatcli®, C. P asarean u,

Robb y , S. Laubac h, and H. Zheng. Bandera : Ex-

tracting ¯nite-st ate mo dels from ja v a source co de.

In Pr o c. 22nd Intl. Conf. on Softwar e Engine ering ,

June 2000.

[14] P . Cousot and R. Cousot. Systemat ic design of pro-

gram analysis framew orks. In A CM Symp. on Prin-

cip als of Pr o gr amming L anguages , pages 269{282,

New Y ork, NY, 1979. A CM Press.

[15] J. Dean, D. Gro v e, and C. Cham b ers. Optimiza -

tion of ob ject-ori en ted programs using static class

hierarc h y analysis . T ec hnical Rep ort TR 94-12-01 ,

W ashingto n Univ ersit y , 1994. Also publishe d in

ECOOP’95 conferen ce pro ceedings .

[16] C. Demartin i, R. Iosif, and R. Sisto. A dead-

lo c k detectio n to ol for concurre n t ja v a programs .

Softwar e|Pr actic e and Exp erienc e , 29(7):57 7{603,

1999.

[17] E. Dijkstra . A Discipli ne of pr o gr aming . Pren tice-

Hall, 1976.

[18] N. Dor, M. Ro deh, and M. Sagiv. Chec king cleannes s

in link ed lists. In Pr o c. Seventh Intl. Static A nalysis

Symp. , pages 115{134, July 2000.

[19] N. Dor, M. Ro deh, and M. Sagiv. Cleannes s c hec king

of string manipula tions in C programs via in teger

analysis . In Pr o c. 8th Intl. Static A nalysis Symp. ,

July 2001.

[20] M. B. Dwy er and L. A. Clark e. Data °o w analysis

for v erifying prop erties of concurre n t programs . In

Pr o c. Se c ond A CM SIGSOFT Symp. on F oundatio ns

of Softwar e Engine ering , pages 62{75, New Orleans,

LA, Decem b er 1994.

[21] D. Ev ans. Static detectio n of dynamic memory er-

rors. In Pr o c. A CM SIGPLAN Conf. on Pr o gr am-

ming L anguage Design and Implemen tation , pages

44{53, Philadel phia, Ma y 1996.

[22] C. Flanagan , M. Flatt, M. Krishnam urthi,

S. W eiric h, and M. F elleisen . Finding bugs in

the w eb of program in v arian ts. In Pr o c. A CM

Conf. on Pr o gr amming L anguage Design and

Implemen tation , pages 23{32, Philadel phia, Ma y

1996.

[23] R. Giacobaz zi, F. Ranzato, and F. Scozzari . Mak-

ing abstract in terpreta tions complete . J. A CM ,

47(2):36 1{416, Mar. 2000.

[24] J. Gosling, B. Jo y , and G. Steele. The
J av a

T M L an-

guage Sp e ci¯c ation . Addison- W esley , 1996.

19

[25] S. Graf and H. Saidi. Construc tion of abstract state

              graphs with PVS. In In Pr o c e e dings of the 9th Con-

              fer enc e on Computer -A ide d V eri¯c ation (CA V’97) ,

              Haifa, Israel, June 1997.

[26] K. Ha v elund and T. Pressbur ger. Mo del c hec king

              Ja v a programs using Ja v a P athFinde r. Intl. Jour-

              nal on Softwar e T o ols for T e chnolo gy T r ansfer , 2(4),

              April 2000.

[27] L. Hendren. Par al lelizing Pr o gr ams with R e cursive

              Data Structur es . PhD thesis, Cornell Univ., Ithaca,

              NY, Jan 1990.

[28] G. Holzmann . The mo del c hec k er SPIN. IEEE

              T r ansactio ns on Softwar e Engine ering , 23(5):27 9{

              294, 1997.

[29] G. Holzmann and M. Smith. Soft w are mo del c hec k-

              ing: Extracin g v eri¯cati on mo dels from source co de.

              In Pr o c. F OR TE/PSTV , No v em b er 1999.

[30] S. Horwitz, T. Reps, and D. Binkley . In terpro cedural

              slicing using dep endence graphs. A CM T r ans. Pr o g.

              L ang. Syst. , 12(1):26 {60, Jan uary 1990.

[31] A. Igarashi and N. Koba y ashi. A generic t yp e system

              for the pi-calcu lus. In A CM Symp. on Princip als

              of Pr o gr amming L anguages , pages 128{141, London,

              Jan uary 2001.

[32] In trinsa Corp oration. PRE¯x automate d co de re-

              view er. Av ailable at \h ttp://ww w.in trinsa.c om/",

              1999.

[33] D. Jac kson. Enforcin g design constrai n ts with ob-

              ject logic. In Pr o c. Static A nalysis Symp. Springer -

              V erlag, June 2000. LNCS 1824.

[34] D. Jac kson and A. F ek ete. Ligh t w eigh t analysis

              of ob ject in teractio ns. In Pr o c. F ourth Interna-

              tional Symp osium on The or etic al Asp e cts of Com-

              puter Softwar e , Sendai, Japan, Octob er 2001.

[35] D. Jac kson and M. V aziri. Finding bugs with a con-

              strain t solv er. In Pr o c. Intl. Symp. on Softwar e T est-

              ing and A nalysis , P ortland, OR, August 2000.

[36] J. L. Jensen, M. E. Jorgense n, N. Klarlund , and M. I.

              Sc h w artzbac h. Automati c v eri¯cati on of p oin ter pro-

              grams using monadic second-o rder logic. In Pr o c.

              SIGPLAN Conf. on Pr o gr amming L anguage De-

              sign and Implemen tation , pages 226{234, Las V egas,

              June 1997.

[37] JL T o ols. h ttp://cv s.cs.cor nell.edu :12000/

              commitlo gs/jlto ols/2000 -08, 2001.

[38] N. Jones and S. Muc hnic k. Flo w analysis and op-

timizati on of Lisp-lik e structur es. In S. Muc hnic k

and N. Jones, editors, Pr o gr am Flow A nalysis: The-

ory and Applic ations , c hapter 4, pages 102{131.

Pren tice-Hal l, Englew o o d Cli®s, NJ, 1981.

[39] N. Jones and S. Muc hnic k. A °exible approac h to in-

terpro cedural data °o w analysis and programs with

recursiv e data structur es. In A CM Symp. on Princi-

p als of Pr o gr amming L anguages , pages 66{74, New

Y ork, NY, 1982. A CM Press.

[40] Ka®e. h ttp://rp m¯nd.net /to ols/

Ka®e/mes sages/19 99/1744. h tml, 2001.

[41] Ka®e. h ttp://rp m¯nd.net /to ols/Ka®e , 2001.

[42] W. Landi and B. G. Ryder. P oin ter-indu ced aliasing :

A problem classi¯c ation. In A CM Symp. on Princi-

p als of Pr o gr amming L anguages , pages 93{103, New

Y ork, NY, 1991. A CM Press.

[43] G. T. Lea v ans. The ja v a mo deling language (JML).

h ttp://ww w.cs.ias tate.edu /
»
lea v ens/JML. h tml.

[44] K. R. M. Leino, G. Nelson, and J. B.

Saxe. ESC/Ja v a user’s man ual. T ec hni-

cal Note 2000-002 , Compaq Systems Re-

searc h Cen ter, Octob er 2000. Av ailable from

h ttp://re searc h.compaq .com/SR C/public ations.

[45] T. Lev-Ami, T. Reps, M. Sagiv, and R. Wilhelm.

Putting static analysis to w ork for v eri¯cati on: A

case study . In ISST A 2000: Pr o c. of the Int. Symp.

on Softwar e T esting and A nalysis , 2000.

[46] T. Lev-Ami and M. Sagiv. TVLA: A framew ork for

Kleene based static analysis . In Springer , editor,

SAS’00, Static A nalysis Symp osium , 2000. Av ailable

at h ttp://ww w.math.t au.ac.il /
»
rumster.

[47] K. McMillan . Symb olic Mo del Che cking . Klu w er

Academic Publishe rs, 1993.

[48] Microsof t Researc h. The SLAM pro ject.

h ttp://re searc h.micros oft.com/ slam/, 2001.

[49] C. Morgan. Pr o gr aming fr om Sp e ci¯c ations .

Pren tice-Hal l, Engelw o o d N.J, 1990.

[50] R. Muth and S. Debra y . On the complexi t y of °o w-

sensitiv e data°o w analyses . In A CM Symp. on Prin-

cip als of Pr o gr amming L anguages , pages 67{80, New

Y ork, NY, 2000. A CM Press.

[51] E. My ers. A precise in ter-pro cedural data °o w algo-

rithm. In A CM Symp. on Princip als of Pr o gr amming

L anguages , pages 219{230, New Y ork, NY, 1981.

A CM Press.

20

[52] F. Nielson, H. R. Nielson, and C. Hankin. Principl es

              of Pr o gr am A nalysis . Springer , 2001.

[53] O. Nierstra sz, S. Gibbs, and D. Tsic hritzis.

              Comp onen t-orien ted soft w are dev elopmen t. Com-

              munic ations of the A CM , 35(9):16 0{165, 1992.

[54] Ob ject w eb. h ttp://ww w.ob ject w eb.org/m essages

              /EjbCon tainerGr oup/2001 /03/msg0 0028.h tml,

              2001.

[55] S. Owre, J. Rush b y , and N. Shank ar. PVS: A proto-

              t yp e v eri¯cati on system. In Pr o c. 11th. Intl. Conf.

              on A utomate d De duction . Springer -V erlag, 1992.

              LNCS 607.

[56] T. Reps, S. Horwitz, and M. Sagiv. Precise in ter-

              pro cedural data°o w analysis via graph reac habilit y .

              In A CM Symp. on Princip als of Pr o gr amming L an-

              guages , pages 49{61, 1995.

[57] N. Rinetsk ey and M. Sagiv. In terpro cedural shap e

              analysis for recursiv e programs . In R. Wilhelm, edi-

              tor, Pr o c. of CC 2001 , v olume 2027 of LNCS , pages

              133{149. Springer , 2001.

[58] N. Rinetzky . Interpr o c e dur al Shap e A nalysis . PhD

              thesis, T ec hnion { Israel Institut e of T ec hnology ,

              Haifa, Israel, Dec. 2000.

[59] M. Sagiv, T. Reps, and R. Wilhelm. Solving shap e-

              analysis problems in language s with destruct iv e up-

              dating. A CM T r ans. Pr o g. L ang. Syst. , 20(1):1{ 50,

              Jan. 1998.

[60] M. Sagiv, T. Reps, and R. Wilhelm. P arametri c

              shap e analysis via 3-v alued logic. In A CM Symp. on

              Princip als of Pr o gr amming L anguages , 1999.

[61] S. Sagiv, N. F rancez, M. Ro deh, and R. Wilhelm.

              A logic-ba sed approac h to data °o w analysis prob-

              lems. In P . Deransar t and J. MaÃ luszynks ki, ed-

              itors, LNCS 456, 2nd Workshop on Pr o gr amming

              L anguage Implemen tation and L o gic Pr o gr amming .

              Springer -V erlag, 1990.

[62] U. Shank ar, K. T alw ar, J. S. F oster, and D. W ag-

              ner. Detectin g format string vulnerab ilities with

              t yp e quali¯er s. In 10th USENIX Se curity Symp o-

              sium , 2001.

[63] C. Szyp erski. Comp onent Softwar e: Beyond Obje ct-

              Oriente d Pr o gr amming . Addison- W esley , 1998.

[64] R. V all ¶ee-Rai, E. Gagnon, L.Hendre n, P . Lam,

              P .P omin ville, and V. Sundares an. Optimizi ng ja v a

              b yteco de using the so ot framew ork: Is it feasible ?

              In 9th Internat ional Confer enc e on Compiler Con-

              structio n (CC2000) , Mar. 2000.

[65] D. W agner, J. F oster, E. Brew er, and A. Aik en. A

¯rst step to w ards automate d detectio n of bu®er o v er-

run vulnerab ilities. In Network and Distribu te d Sys-

tem Se curity Symp osium , 2000.

[66] E. Y.-B. W ang. A nalysis of R e cursive T yp es in an

Imp er ative L anguage . PhD thesis, Univ. of Calif.,

Berk eley , CA, 1994.

[67] A. W arsha vsky . h ttp://ww w.math.t au.ac.il /
»
w alex,

2001.

[68] M. A. W eiss. Data Structur es and Pr oblem Solving

Using Java . Addison- W esley , second edition, 2001.

h ttp://ww w.cs.¯u. edu/
»
w eiss/dsj 2/.

[69] E. Y aha v. V erifying safet y prop erties of concurre n t

Ja v a programs using 3-v alued logic. In A CM Symp.

on Princip als of Pr o gr amming L anguages , 2001.

h ttp://ww w.math.t au.ac.il /
»
y aha v e/p opl01.ps .

21