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Diffie-‐Hellman	  math	  

Let	  p	  be	  a	  large	  prime	  number	  
Fix	  the	  group	  G	  	  =	  	  Zp	  	  =	  {1,2,3,…,	  p-‐1}	  
	  
Then	  G	  	  is	  cyclic.	  This	  means	  one	  can	  give	  a	  	  
member	  g	  	  	  	  G	  	  ,	  called	  the	  generator,	  such	  that	  	  	  
	  
	  
Example:	  	  p	  =	  7.	  Is	  2	  or	  3	  a	  generator	  for	  Z7	  	  ?	  

*	  

2

G	  =	  {	  g0,	  g1,	  	  g2,	  …	  ,	  gp-‐1	  }	  

x	   0	   1	   2	   3	   4	   5	   6	  

2x	  mod	  7	   1	   2	   4	   1	   2	   4	   1	  

3x	  mod	  7	   1	   3	   2	   6	   4	   5	   1	  

*	  



Textbook	  exponen^a^on	  

ModExp(h,x)	  
X’	  =	  h	  
For	  i	  =	  2	  to	  x	  	  do	  

	  X’	  =	  X’*h	  
Return	  X’	  

SqrAndMulExp(h,x)	  
bk,…,b0	  =	  x	  
f	  =	  1	  
For	  i	  =	  k	  down	  to	  0	  do	  

	  f	  =	  f2	  	  mod	  N	  
	  If	  bi	  =	  1	  then	  
	   	  f	  =	  f*h	  

Return	  f	  

Let	  G	  	  be	  cyclic	  group.	  	  
How	  do	  we	  compute	  hx	  	  for	  any	  	  h	  	  	  	  G?	  2

Requires	  ^me	  O(|G|)	  in	  	  
worst	  case.	  	  	  

Requires	  ^me	  O(k)	  mul^plies	  and	  	  
squares	  in	  worst	  case.	  	  



SqrAndMulExp(h,x)	  
bk,…,b0	  =	  x	  
f	  =	  1	  
For	  i	  =	  k	  down	  to	  0	  do	  

	  f	  =	  f2	  	  mod	  N	  
	  If	  bi	  =	  1	  then	  
	   	  f	  =	  f*h	  

Return	  f	  

f3	  =	  1	  �	  h	  	  

f2	  =	  h2	  	  	  
f1	  =	  (h2)2	  �	  h	  	  

b3	  =	  1	  

b2	  =	  0	  

b1	  =	  1	  

f0	  =	  (h4	  �	  h)2	  �	  h	  	  b1	  =	  1	   =	  	  	  h8	  �	  h2	  �	  h	  	  

h11	  =	  	  	  h8+2+1	  	  =	  h8	  	  �	  h2	  �	  h	  	  

x =
X

bi 6=0

2i

hx = h
P

bi 6=0 2i =
Y

bi 6=0

h2i



x	   gx	  

easy	  

hard	  

The	  discrete	  log	  problem	  

Fix	  a	  cyclic	  group	  G	  with	  generator	  g	  
	  
Pick	  x	  at	  random	  from	  Z|G|	  
	  
Give	  adversary	  g,	  X	  =	  gx	  .	  Adversary’s	  goal	  is	  to	  compute	  x	  



The	  discrete	  log	  problem	  

Fix	  a	  cyclic	  group	  G	  with	  generator	  g	  
	  
Pick	  x	  at	  random	  from	  Z|G|	  
	  
Give	  adversary	  g,	  X	  =	  gx	  .	  Adversary’s	  goal	  is	  to	  compute	  x	  

A(X):	  
for	  i	  =	  2	  ,	  …	  ,	  	  |G|-‐1	  do	  

	  if	  X	  	  =	  gi	  then	  	  
	   	  Return	  i	  

Very	  slow	  for	  large	  groups!	  
        O(|G|)	  	  
	  
Baby-‐step	  giant-‐step	  is	  be9er:	  
            O(|G|0.5)	  
Nothing	  faster	  is	  known	  for	  some	  
groups.	  
	  



Diffie-‐Hellman	  Key	  Exchange	  

Pick	  random	  x	  from	  Z|G|	  
X	  =	  gx	  

X	  

Y	  

K	  =	  H(Yx)	  

Pick	  random	  y	  from	  Z|G|	  
Y	  =	  gy	  

K	  =	  H(Xy)	  

Get	  the	  same	  key.	  Why?	  	  	  	   Yx	  	  =	  gyx	  =	  gxy	  =	  Xy	  	  

What	  type	  of	  security	  does	  this	  protocol	  provide?	  



Computa^onal	  Diffie-‐Hellman	  Problem	  

Fix	  a	  cyclic	  group	  G	  with	  generator	  g	  
	  
Pick	  x,y	  both	  at	  random	  Z|G|	  
	  
Give	  adversary	  	  g,	  X	  =	  gx	  ,	  Y	  =	  gy.	  	  
Adversary	  must	  compute	  gxy	  

For	  most	  groups,	  best	  known	  algorithm	  finds	  	  
discrete	  log	  of	  X	  or	  Y.	  	  
But	  we	  have	  no	  proof	  that	  this	  is	  best	  approach.	  



TLS	  handshake	  for	  
Diffie-‐Hellman	  Key	  Exchange	  Client	   Server	  

PMS	  =	  gxy	  

ClientHello,	  MaxVer,	  Nc,	  Ciphers/CompMethods	  

ServerHello,	  Ver,	  Ns,	  SessionID,	  Cipher/CompMethod	  

CERT	  =	  (pks	  ,	  signature	  over	  it)	  

Check	  CERT	  
using	  CA	  public	  
verifica^on	  key	  
Check	  σ	  

Pick	  random	  Nc	  

Pick	  random	  Ns	  

Pick	  random	  y	  
Y	  =	  gy	  

Y	  

ChangeCipherSpec,	  	  
{	  Finished,	  PRF(MS,	  “Client	  finished”	  ||	  H(transcript))	  }	  	  	  

ChangeCipherSpec,	  	  
{	  Finished,	  PRF(MS,	  “Server	  finished”	  ||	  H(transcript’))	  }	  	  	  

MS	  <-‐	  PRF(PMS,	  “master	  secret”	  ||	  Nc	  ||	  Ns	  )	  

Bracket	  nota^on	  
means	  contents	  	  
encrypted	  

p	  ,	  g	  ,	  X	  ,	  	  	  σ	  	  =	  Sign(sks,	  p	  ||	  g	  ||	  X)	  	  

Pick	  random	  x	  
X	  =	  gx	  

PMS	  =	  gxy	  



Side-‐channel	  a9acks	  

•  Implementa^ons	  might	  leak	  informa^on	  
about	  secret	  internal	  state	  via	  side-‐channels:	  
– power	  consump^on	  
– Electromagne^c	  emana^ons	  (Tempest)	  
– ^ming	  
– Shared	  physical	  resources	  (CPU	  cache)	  



PKCS	  #1	  RSA	  encryp^on	  

Enc	  
R	  
M	  

C	  

Dec	  C	   M	  or	  	  
error	  

(N,e)	  

(N,d)	  

Kg	  outputs	  (N,e),(N,d)	  	  	  where	  |N|8	  =	  n	  	  
Let	  B	  =	  {0,1}8	  /	  {00}	  	  be	  set	  of	  all	  bytes	  except	  00	  
Want	  to	  encrypt	  messages	  of	  length	  |M|8	  =	  m	  

Enc((N,e),	  M,	  R)	  
pad	  =	  	  first	  n	  -‐	  m	  -‐	  2	  bytes	  from	  R	  that	  
	  	  	  	  	  	  	  	  	  	  	  	  are	  in	  B	  
Y	  =	  00	  ||	  02	  ||	  pad	  ||	  00	  ||	  M	  
Return	  Ye	  mod	  N	  

Dec((N,d),	  C	  )	  
Y	  =	  Cd	  mod	  N	  	  	  	  ;	  	  aa||bb||w	  =	  Y	  
If	  (aa	  ≠	  00)	  or	  (bb	  ≠	  02)	  or	  (00	  	  	  w)	  
	  	  	  	  	  Return	  error	  
pad	  ||	  00	  ||	  M	  =	  w	  
Return	  M	  

/2



SqrAndMulExp(C,d,N)	  
bk,…,b0	  =	  d	  
f	  =	  1	  
For	  i	  =	  k	  down	  to	  0	  do	  

	  f	  =	  f2	  	  mod	  N	  
	  If	  bi	  =	  1	  then	  
	   	  f	  =	  f*C	  mod	  N	  

Return	  f	  

But:	  
Squaring	  and	  mul^plying	  take	  
different	  amounts	  of:	  
1)  power	  
2)  ^me	  
3)  instruc^on	  cache	  sets	  

S	  M	  S	  S	  M	  S	  M	  

	  	  1	  	  	  	  0	  	  	  1	  	  	  	  	  	  1	   d	  =	  11	  

S	  

M	  

d	  =	  ?	  



SqrAndMulExp(X,e,N)	  
bk,…,b0	  =	  e	  
f	  =	  1	  
For	  i	  =	  k	  down	  to	  0	  do	  

	  f	  =	  f2	  	  mod	  N	  
	  If	  bi	  =	  1	  then	  
	   	  f	  =	  f*X	  mod	  N	  

Return	  f	  

implemented that allow such access. Other assumptions used for particular attacks are
stated in the sections that describe the specific attack details.

5.1  A Simple Correlation Experiment

We performed a correlation experiment to determine if e could be revealed by simply
cross-correlating the power signal from a single multiply operation with the entire expo-
nentiation’s power signal. This attack was designed to see how easy it is to distinguish
the multiplies from the squares, thus revealing the bits of e. Let the multiply’s power
signal be Sm[j] and the exponentiation’s power signal be Se[j]. The cross-correlation
signal, Sc[j] is calculated as

where W is the number of samples in the multiply’s power signal. That is, W = Tm/T,
where Tm is the time needed for a multiply operation and T is the sampling rate. An
attacker can learn the approximate value of W through experimentation or from the
smartcard’s documentation.

The power signals and cross-correlation signal obtained from running this experi-
ment are shown in Fig. 2. The exponentiation and multiply power signals were obtained
by running the smartcard with constant input data and averaging 5,000 power signals to
reduce the measurement noise. This experiment was first tested on a known exponent,
so the locations of the squares and multiplies are known and are labeled in the Fig. 2.
The resulting cross-correlation signal shows peaks at the locations of the individual
squares and multiplies, but the height of the peaks are uncorrelated with the type of
operation. Thus, this cross-correlation technique is not useful to differentiate between
squares and multiplies. However, it is interesting to point out that the time needed for
each operation in the square-and-multiply algorithm can be determined from the cross

Sc j[ ] Sm τ[ ]Se j τ+[ ]

τ 0=

W

∑=

Fig. 2. Cross-Correlation of Multiplication and Exponentiation Power Signals
The above signals were obtained using the power analysis equipment described in Section 4.
The signals were averaged for 5,000 exponentiations using a constant input value. The results
show an ability to determine the time between the square-and-multiply operations, but cannot
be used to distinguish multiply operations from squaring operations

Square Multiply . . .Square Multiply Square

Exponentiation
Power Signal:

Multiplication
Power Signal:

Cross-Correlation
Signal:
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From	  Messerges	  et	  al.	  1999:	  

But:	  
Squaring	  and	  mul^plying	  take	  
different	  amounts	  of:	  
1)  power	  
2)  ^me	  
3)  instruc^on	  cache	  sets	  



SqrAndMulExp(X,e,N)	  
bk,…,b0	  =	  e	  
f	  =	  1	  
For	  i	  =	  k	  down	  to	  0	  do	  

	  f	  =	  f2	  	  mod	  N	  
	  If	  bi	  =	  1	  then	  
	   	  f	  =	  f*X	  mod	  N	  

Return	  f	  

But:	  
Squaring	  and	  mul^plying	  take	  
different	  amounts	  of:	  
1)  power	  
2)  ^me	  
3)  instruc^on	  cache	  sets	  

Time:	  
Remote	  ^ming	  a9acks	  against	  TLS	  	  (Boneh,	  Brumley	  2003)	  	  
Chosen	  ciphertexts	  +	  ^ming	  =	  key	  extrac^on	  	  
~1	  million	  queries	  (though	  highly	  variable)	  



SqrAndMulExp(X,e,N)	  
bk,…,b0	  =	  e	  
f	  =	  1	  
For	  i	  =	  k	  down	  to	  0	  do	  

	  f	  =	  f2	  	  mod	  N	  
	  If	  bi	  =	  1	  then	  
	   	  f	  =	  f*X	  mod	  N	  

Return	  f	  

But:	  
Squaring	  and	  mul^plying	  take	  
different	  amounts	  of:	  
1)  power	  
2)  ^me	  
3)  instruc^on	  cache	  sets	  

Instruc^on	  cache	  sets:	  
A9acker	  that	  shares	  I-‐cache	  with	  vic^m	  can	  infer	  which	  cache	  sets	  
were	  used	  (by	  ^ming)	  and	  then	  correlate	  with	  squares	  or	  mul^plies	  



•  Random	  number	  genera^on 	  	  
•  Measure	  events	  on	  system,	  harvest	  entropy	  
(unpredictability	  from	  them)	  
–  keyboard	  presses	  and	  ^ming	  
–  file/network	  interrupts	  
– mouse	  movements	  

•  Hash	  entropy	  down	  to	  “extract”	  (hopefully)	  
uniform	  bit	  strings	  

Random	  number	  
generator	  (RNG)	   R	  



[Gu9erman,	  Pinkas,	  Reinman	  2006]	  
[Dorrendorf,	  Gu9erman,	  Pinkas	  2007]	  

[Wagner,	  	  Goldberg	  1996]	  
[Gu9erman,	  Malkhi	  2006]	  

[Bello	  2008]	  
[Woolley	  et	  al.	  2007]	  

[Mueller	  2008]	  
[Abeni	  et	  al.	  	  2008]	  
[Yilek	  et	  al.	  	  2009]	  

Flaws	  so	  that	  R	  ends	  up:	  

• 	  Repeated	  
• 	  Exposed	  to	  a9ackers	  
• 	  Predictable	  

Random	  number	  generators	  are	  hard	  to	  get	  right:	  

Random	  number	  
generator	  (RNG)	   R	  

Debian	  OpenSSL	  bug	  lead	  to	  small	  set	  of	  possible	  	  R	  

MD_Update(&m,buf,j);	  	  
….	  
MD_Update(&m,buf,j);	  	  	  /*	  purify	  complains	  */	  
	  
	  
These	  lines	  of	  code	  commented	  out	  from	  OpenSSL	  random	  number	  
generator	  code	  (md_rand.c)	  to	  address	  complaints	  by	  security	  tools	  
Purify	  and	  Valgrind	  
	  
Only	  the	  PID	  was	  used	  as	  input	  to	  RNG.	  
	  
It	  took	  a	  ~2	  years	  for	  the	  bug	  to	  be	  (publicly)	  discovered!	  



Linux	  /dev/random	  

Diagram	  from	  [Gu9erman,	  Pinkas,	  Reinman	  2006]	  
Linux	  random	  number	  generator	  (2500	  lines	  of	  undocumented	  code)	  

Applica^ons	  like	  TLS	  take	  randomness	  from	  /dev/random	  

They	  then	  maintain	  an	  internal	  pool	  of	  random	  bits	  
(at	  least)	  two	  points	  	  
of	  failure	  



Embedded	  systems	  with	  few	  	  
entropy	  sources	  

[Heninger	  et	  al.	  2012]:	  	  only	  entropy	  obtained	  by	  sshd	  is	  what	  offset	  into	  	  
stream	  from	  /dev/random	  is	  used	  for	  key	  genera^on	  





“Protect	  Against	  Adware	  and	  Spyware:	  Users	  protect	  their	  PCs	  against	  adware,	  
spyware	  and	  other	  malware	  while	  browsing	  the	  Internet	  with	  Firefox	  in	  a	  virtual	  
machine.”	  
[h9p://www.vmware.com/company/news/releases/player.html]	  

Virtual	  machines	  and	  secure	  browsing	  

“Your	  dad	  can	  do	  his	  [private]	  surfing	  on	  the	  virtual	  machine	  and	  can	  even	  set	  it	  to	  
reset	  itself	  whenever	  the	  virtual	  computer	  is	  restarted,	  so	  there's	  no	  need	  to	  worry	  
about	  leaving	  tracks.	  …	  I	  recommend	  VMware	  because	  you	  can	  download	  a	  free	  
version	  of	  VMware	  Server	  for	  home	  use.	  ”	  
[Rescorla,	  h9p://www.thestranger.com/sea9le/SavageLove?oid=490850]	  



“Protect	  Against	  Adware	  and	  Spyware:	  Users	  protect	  their	  PCs	  against	  adware,	  
spyware	  and	  other	  malware	  while	  browsing	  the	  Internet	  with	  Firefox	  in	  a	  virtual	  
machine.”	  
[h9p://www.vmware.com/company/news/releases/player.html]	  

h9p://www.freeso�ware.com/	  

browser	  exploit	  

Virtual	  machine	  compromised,	  but	  not	  host	  OS	  

Rese�ng	  to	  snapshot	  removes	  malware	  

Clean	  	  
snapshot	  	  
of	  VM	  with	  	  
browser	  	  
running	  

Virtual	  machines	  and	  secure	  browsing	  



Virtual	  machine	  resets	  lead	  to	  RNG	  failures	  

h9ps://www.mybank.com/	  

h9ps://www.randomsite.com/	  

TLS	  session	  	  
key	  transport	  

TLS	  session	  	  
key	  transport	  

Recent	  versions	  of	  Firefox,	  Chrome	  
allow	  session	  compromise	  a9acks	  	  

To-‐be-‐used	  
randomness	  
captured	  in	  
snapshot!	  

[R.,	  Yilek	  –	  NDSS	  ‘10]	  

Apache	  mod_ssl	  TLS	  server:	  
server’s	  secret	  DSA	  key	  can	  be	  
stolen!	  

[Everspaugh	  et	  al.	  2014]	  	  similar	  problems	  face	  /dev/urandom	  usage	  
New	  Linux	  RNG	  design	  that	  fixes	  the	  problem	  



h9ps://www.mybank.com/	  

TLS	  session	  	  
key	  transport	  

A	  logical	  ^meline	  of	  events	  

User	  launches	  
browser	  in	  VM	  

Randomness	  
gathered	  by	  
browser	  random	  
number	  generator	  
(RNG)	  

User	  
snapshots	  VM	  

Snapshot	  later	  
run.	   Randomness	  

used	  by	  TLS	  
key	  transport	   (N,e)	   RSA	  

PKCS#1	  

C	  

TLS	  key	  	  
transport	  
client	  

C	  	  sent	  to	  server	  

User	  requests	  
h9ps	  page	  

A	  second	  run	  from	  snapshot	  
leads	  to	  same	  secret	  key	  being	  

sent	  to	  (different)	  server	  



RNG	  recap	  

•  Randomness	  is	  o�en	  a	  weak	  link	  in	  crypto	  
implementa^ons	  

•  Building	  a	  good	  RNG	  is	  not	  easy	  
– Do	  not	  roll	  your	  own	  
– Must	  use	  cryptographically-‐strong	  RNG	  	  

•  Intel	  RNG	  instruc^ons	  in	  next	  genera^on	  chips	  



Lots	  of	  other	  implementa^on	  pi�alls	  
(non-‐exhaus^ve	  list)	  

•  Rolling	  your	  own	  cryptographic	  algorithms	  
– KeeLoq	  a9acks	  

•  Using	  a	  same	  key	  with	  different	  algorithms	  
– CBC	  and	  CTR	  mode	  with	  same	  key	  
– RSA	  encryp^on	  and	  signing	  with	  same	  key	  pair	  

•  Not	  erasing	  keys	  or	  private	  randomness	  from	  
memory	  	  

•  Traffic-‐analysis	  a9acks	  
– Lengths	  of	  CTR	  mode	  encryp^on	  of	  “Yes”	  vs.	  “No”	  


