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CONCURRENCY: DEADLOCK

Shivaram Venkataraman
CS 537, Spring 2023
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AGENDA / LEARNING OUTCOMES

Concurrency
How do we build semaphores!?

What are common pitfalls with concurrent execution!?
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CONGURRENGY OBJECTIVES

Mutual exclusion (e.g.,A and B don’t run at same time)

solved with locks — xdxxg # k()

M “/Z;\/e,
Ordering (e.g., B runs after A does something) toresd
solved with condition variables and semaphores WCL( )
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SEMAPHORES el bk
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Wait or Test: sem_wait(sem_t*)
Decrements sem value by |,Waits if value of sem is negative (< 0)

Signal or Post: sem_post(sem_t*)
Increment sem value by |, then wake a single waiter if exists

Value of the semaphore, when negative = the number of waiting threads



BINARY SEMAPHORE (LOCK)

typedef struct _ lock t { sem_init(sem_t¥, int initial)
sem t sem; sem_wait(sem_t*): Decrement, wait if value < 0
} lock _t; sem_post(sem_t*): Increment value
B then wake a single waiter
void init(lock t *lock) { P WA
sem_init(&lock—>sem,\ 1); —— oo 5 K %
b - 0 .QMAO«@/
void acquire(lock_t *lock) { ek £ pCqu fod  TA
sem_wait(&lock—->sem); — Decr

} > :[)Q/C,TM y

void release(lock t *lock) { T2
sem_post (&lock—>sem); _s Tcrerod  o-d wake

}



READER/WRITER LOCKS
e

Let multiple reader threads grab lock (shared) Bark acc0s
Only one writer thread can grab lock (exclusive) vl J 0w her
— No reader threads Phae pd
— No other writer threads Ejal Lalance
g onle
Let us see if we can understand code... x:;falwé — A@{/@

/ij&



READER/WRITER LOCKS

1 typedef struct rwlock t { .y

2 sem_t lock; — T porebs ads
— . @ﬂl@*%

3 sem_t writelock; — e e Y

4 int readers; —7 °t

5 } rwlock t;

6

7 void rwlock init(rwlock t *rw) {

8 rw->readers = 0;

9 sem_init(&rw->lock, 1); 1ﬁﬁhﬂuj ,MWMMY ff
10  sem_init(&rw->writelock, }); (

11 } lewz Jock



-~ READER/WRITERLOCKS

Vet fare |

? ok s bt Pmﬂ/cﬁ readers _?%M(Q,«é + Rowb b
csorenk ) 7&(07“' q’aw% wvite  fock /
void rwlock_acquire_readlock(rwlock t *rw) { Tl.acqu!re_readlock() 1 0 =
~ sem_wait(&rw->lock); e T2:acquire_readlock() 2 O 4
1 rw->readers++;  — LA T3:acquire_writelock() -1
16 if (rw->readers == 1) — fust TR T2: release_readlock() 1 -4
17 sem_wait(&rw->writelock); - ‘f‘*\b g Tl:release_readlock O
12 , - sem_pos‘t(%:w—q/>€/ZlLZ:Ac£I<'),;ZAM o L wle ?5} acqu?re_reaj:ocr() wi};@
21 void rwlock release readlock(rwlock t *rw) { .acquwe_je? ock() T3
22 sem_wait(&rw->lock); ~ T3:release_writelock()
73 rw->readers--; s Dowvemtt ackve || what happens next?
24 if (rw->readers == @) ——> Jok yeoder
. . MaY
25 sem_post(&rw->writelock); = wakQ W? Wul
! ﬂ\@mh beharc A
26 __>sem_post(&rw->lock); writer e

29 rwlock_acquire_writelock(rwlock_t *rw) { sem wait(&rw->writelock); }
31 rwlock_release writelock(rwlock t *rw) { sem post(&rw->writelock); }
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T1:acquire_readlock() mw(ﬁ%é

T2:acquire_readlock()  — JQW“? - e el frorends

T3:acquire_writelock() veadey
T4: acquire_writelock() . Jock.
T5:acquire_writelock() —> me“j KIL’( b€

T6: acquire_readlock()

T8:acquire_writelock() — , ok
T7:acquire_readlock() 5 Wakng A WJ s
T9: acquire_readlock()
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BUILD ZEMAPHORE!

zem_ wait(): Waits while value <= 0, Decrement
Typedef struct { zem_post(): Increment value, then wake a single waiter

int value; e Atufe
cond_t cond; «<—

lock t lock; «—
T zem_t;

void zem init(zem_ t *s, int value) {
s->value = value; ' 1
cond _init(&s->cond);
lock init(&s->lock);




BUILD ZEMAPHORE FROM LOCKS AND CV

&Cq//,,\")’& 1/0(/1'(—
zem wait(zem t *s) {/ be feve -7 zem_post(zem_t *s) {
woele lock_acquire(&s->lock); lock _acquire(&s->lock); b
4 —wWhile (s->value <= 0) s->value++; 7 wake
Mk cond wait(&s->cond); & _cond_signal(&s->cond); Pressls
we s->value--; lock _release(&s->lock);
ffef}/‘“klock_r‘elease(&s—>lock); }

}

zem_ wait():Waits while value <= 0, Decrement

zem_post(): Increment value, then wake a single waiter ———




SUMMARY: SEMAPHORES

Semaphores are equivalent to locks + condition variables
— Can be used for both mutual exclusion and ordering
Semaphores contain state %DOOQ o grogvar T
— How they are initialized depends on how they will be used
— Init to 0:Join (1 thread must arrive first, then other)

— Init to N: Number of available resources

Can use semaphores in producer/consumer and for reader/writer locks



CONGURRENCY BUGS



CONGURRENGY STUDY

B Atomicity B Order ® Deadlock ® Other
75

60
&, 45
-
M 30
|15

MySQL Apache Mozilla OpenOffice
dotsbase  job parver

Lu etal. [ASPLOS 2008]:

For four major projects, search for concurrency bugs among >500K bug
reports. Analyze small sample to identify common types of concurrency bugs.



FIX ATOMICITY BUGS WITH LOCKS

Thread 1: Thread 2:

th t lock(&lock);

Pf 2izj—mu eX_ O; ; {OC ) pthread_mutex_lock(&lock);
i —>proc_info @J thd->proc_info = NULL;

tﬂ“j’ VWMMM@ <]iiwread_matex_unlock(&lock);

prtS(thd->pF0Cl;ﬂfo, w) ] ) i}
Z AM Anaer Vay

} L

pthread_mutex_unlock(&lock); NvL



FIX ORDERING BUGS WITH CONDITION VARIABLES

Thread 1: Thread 2:
void init() { ared Mate
. 'AtQ@d L hete  yoid mMain(..) {
}\4/\:6/ \\A de/ .ee
PR _CreateThread(mMain, ..); mutex_Lock(&mtLocR);
while (mtInit == 0)
— . T
pthread mutex Lock(&mtLock); Cond_wait(&mtCond, &mtLocR);
mtInit = 1; Mutex _unlock(&mtLocR);
pthread cond signal (&mtCond);
pthread mutex_unlock(&mtLock); mState = mThread->State;
}



DEADLOCK

No progress can be made because two or more threads are waiting
for the other to take some action and thus neither ever does



CODE EXAMPLE

Thread |: Thread 2:
lock(&A); — lock(&B);
lock(&B); lock(&A);
pitle TAY )
L o (R T
T2 ° etk SN &UWNQ}C@(
4 bt C<B) 7 o
i Lok ed

@MJU B/af Jotks .
Vo ol ODQ/M('CA“J{Z@”I

Mo vimy B vl e
Y /pfewﬁ%

pead Jotk



CIRCULAR DEPENDENCGY
w%‘ from froed A

ik <+
holds Lock A
by £
wanted wanted v i@k
by by Hoiresd

ik
o
s |o—holds @



FIX DEADLOCKED CODE

Thread 1: Thread 2:

lock (&A); lock(&B);

lock(&B); lock(&A);

Thread 1 Thread 2 Q}

Jotk
o CEA); L e ceny X
/
ek (48)

bek (£B) v



NON-CIRCULAR DEPENDENCY

@ holds —

wanted wanted
by by
Lock B - @

Y@/\/OVO( W& ,FYBW‘ g ”a’”j%




set_t *set_intersection (set_t *sl1, set_t *s2) {

set_t *rv = malloc(sizeof(*rv)); , L, S2
mutex lock(&sl->lock); &—— ang% %“k + %hWk l?bé
mutex_lock(&s2->lock); Modularity can make it
for(int i=0; i<sl->len; i++) { harder to see deadlocks
if(set _contains(s2, sl->items[i]) ,
set_add(rv, sl->items[i]); Jb idectecton #
mutex _unlock(&s2->lock); o uAU‘
mutex _unlock(&s1l->lock); a: ywdt%@_4aﬂwﬁ

Thread 1: rv
Thread 2: rv

set_intersection(setA, setB);

set_intersection(setB, setA);

———
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void foo(pthread_mutex_t *t1, pthread_mutex_t #*t2, , pthread_mutex_t #*t3) {
pthread_mutex_lock(t1);

| |
pthread_mutex_lock(t2); l h'

pthread_mutex_lock(t3);

T foo(a,b,c) T1 foo(a,b,c) T1 foo(a,b,c)
do_stuffs(); T2 foo(b,c,a) T2 foo(a,b,c) T2 foo(b,c,e)
pthread_mutex_unlock(t1); T3 foo(c,a,b) T3 foo(a,b,c) T3 foo(f,ga,a)
pthread_mutex_unlock(t2); -
pthread_mutex_unlock(t3); T1: 'A b ﬁfo! T A

} B, C b
Tz - Came VYJ@X’ T2 -C
A
3+ ¢ T3 - F
> ~F

D@‘MDQ}L( T\;B,TZ:E;/‘B‘/B‘



DEADLOCK THEORY

Deadlocks can only happen with these four conditions:

|. mutual exclusion

2.hold-and-wait —  dued  grab  pome bods L waf v oS
3.nopreemption _; ., wey Ao ok o tred b oo bk

4. circular wait

Can eliminate deadlock by eliminating any one condition



1. MUTUAL EXCLUSION

Problem:Threads claim exclusive control of resources that they require
Strategy: Eliminate locks!

Try to replace locks with atomic primitive e.g. xchg

ek ik fobed

void insert (int val) { void insert (int val) {
node_t *n = Malloc(sizeof(*n)); node_t *n = Malloc(sizeof(*n));
n->val = val; n->val = val;
—lock(&m); \ do {
n->next = head; Wwﬂikﬁi n->next = head;
head = n; et } while (!CompAndSwap(&head,
—unlock(&m); n->next, n));



2. HOLD-AND-WAIT

Problem:Threads hold resources allocated to them while waiting for additional
resources - > ocks

Strategy: Acquire all locks atomically once. Can release locks over time, but
cannot acquire again until all have been released ?Uf l " lochs o

How to do this? Use a me'ta lock: B /,ouk C"“”@ / ot F Fher

Disadvantages!?

| 7 s
B)  —>  wek Jocke C2); i
Mk : andoth ( wihe) (onury %)
anbodk (#) '

Jocp ) wak



3. NO PREEMPTION

Problem: Resources (e.g., locks) cannot be forcibly removed from threads holding them

Strategy: if thread can’t get what it wants, release what it holds

top:
lock(A);
if (trylock(B) == -1) { Disadvantages!?
—unlock(A); &—— vdlewe pejowres Unfacran
sleep(22) <  ochoyp —> Tordr Hovaod
: W : A Ly ene
goto top; @drem&w <
} \ 2 badk -
fock- (B) 4

Ckﬂg ﬂo(}” CA) == 1) 1/'\\/6 YD(}L



4. CIRCULAR WAIT

Circular chain of threads such that each thread holds a resource (e.g., lock)
being requested by next thread in the chain.

Strategy:
- decide which locks should be acquired before others
- if A before B, never acquire A if B is already held!

- document this, and write code accordingly

Works well if system has distinct layers



CONGCURRENCY SUMMARY SO FAR

Motivation: Parallel programming patterns, multi-core machines

Abstractions, Mechanisms
- Spin Locks, Ticket locks
- Queue locks
- Condition variables

- Semaphores

Concurrency Bugs



LOOKING AHEAD

Project 5 out!

Midterm 2 on concurrency

Next: New Module on Persistence



