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ADMINISTRIVIA

- Access slides and notes at ~arebello instead of ~shivaram

https://pages.cs.wisc.edu/~shivaram/cs537-sp23/

!

https://pages.cs.wisc.edu/~arebello/cs537-sp23/

- Piazza and TAs for everything else



AGENDA / LEARNING OUTCOMES

Concurrency
What are some of the challenges in concurrent execution!?

How do we design locks to address this?
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MOTIVATION FOR CONCURRENCY
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TIMELINE VIEW o
L=+ =X
o

Thread |

mov 0x 123, %eax

JREmm— I

Thread 2

mov 0x 123, %eax \ O

é_a ("/\ S UO(\)C(}) add %0x2, %eax \ 9\

mov %eax, 0x 123

add %0x1, %eax (O4 | ‘\5!
mov %eax, O0x 123
i
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WHAT DO WE WANT?

Want 3 instructions to execute as an uninterruptable group

That is, we want them to be atomic

T

T

Va

b

mov 0x123, %eax~7
add %0x1, %eax
mov %eax, exlzi\}

Cd@vvﬁ ub

More general: Need mutual exclusion for critical sections
Ll e,
if thread A is in critical section C, thread B isn’t
(okay if other threads do unrelated work)

(X \_(/(c'o\,o
Secen
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LOCK IMPLEMENTATION GOALS

Correctness JO Cﬂ(() O\CW ()
— Mutual exclusion &/

bbade () Yelime ()
Only one thread in critical section at a time
— Progress (deadlock-free) T TA T3

If several simultaneous requests, must allow one to proceed 1 Hag
: ot dogot
— Bounded (starvation-free) lock.
Must eventually allow each waiting thread to enter
Al Shewdd e»emiv«zua g}j‘r
o deck

Fairness: Each thread waits for same amount of time

Performance: CPU is not used unnecessarily
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IMPLEMENTING SYNCHRONIZATION

Atomic operation: No other instructions can be interleaved

Approaches
- Disable interrupts
- Locks using loads/stores

- Using special hardware instructions



IMPLEMENTING LOCKS: W/ INTERRUPTS
Turn off interrupts for critical sections F@E >

- Prevent dispatcher from running another thread TT OQOdlz_C) BN
- Code between interrupts executes atomically

void acquire(lockT *1) { void release(lockT *1) {
disablelnterrupts(); enableInterrupts();
} N
D l‘W\QJ\aY\hJW\ALfDd— A)‘SQDW"' Tuumn
/\[_ Jlum .

Disadvantages!?
Only works on uniprocessors
Process can keep control of CPU for arbitrary length
Cannot perform other necessary work
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IMPLEMENTING LOCKS: W/ LOAD+STORE

Code uses a single shared lock variable

T T admnse )

// shared variable

boolean lock = false;
void acquire(Boolean *lock) { void release(Boolean *lock) {

while (*lock) /* wait */ ; *lock = false;
*lock = true;<— } /;27
} —
| 1

Does this work? What situation can cause this to not work?
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RACE CONDITION WITH LOAD AND STORE

*lock == 0 initially
acqmns=C)
Thread 1 Thread 2
while(*lock == 1)
- while(*lock == 1) \
VQGCOL(SQ {I\/ «lock = 1 S \’DCQ<(JO
*lock =1

Both threads grab lock!
Problem: Testing lock and setting lock are not atomic
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XCHG: ATOMIC EXCHANGE OR TEST-AND-SET (TAs)
Algfo‘

ch (KA, A0
How do we solve this ! Get help from the hardware! = K (/\6 ( / )

(00

// xchg(int xaddr, int newval)
// return what was pointed to by addr A0
// at the same time, store newval into addr —

in’icnicg%]éigt*:jggr.;, int newva}le)v:c movl 4(%esp), %edx/‘\
>|<addr=:newval;‘-:ngyfuyt mov1 8C£§§Ql4 HeaxX \/
return old; leDW(db-\\-) xchgl (%edx), %eax

1 ret ——
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LOCK IMPLEMENTATION WITH XCHG
Flag -0 71 T e Unlodeed = O
typedef struct _ lock t {QCWC) QCW(\/D OC,(LLQOY = ‘

int flag; FﬁyaﬁfL

} lock t; (
B F‘CICJQO E&QSLOJUL ) P\oﬂ-.—

void init(lock t *lock) { lQC)(-D% 4
lock->flag = 2?; O
} 1nt xchg int newval)
void acquire(lock t *lock) { —> l\f WVLOW M'M Ho IOQIC
2?2?27?;
// spin-wait (do nothing) G/QJX E
Yole (@ [odé' é% )'::l)
void release(lock t *lock) { Lo (Kc}ld( (j
lock->flag = 2°?; O )
} N

}
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OTHER ATOMIC HW INSLRUCTIUNS

int CompareAndSwap(int *addr, int expected, int new) {
int actual = *addr;
> 'O )
if (actual == expected) 50 — CASC &A/SO/{ O

*addr = new;

} return actual; b0 é‘—“ CASC%) 60) /OO) )g

Lock
void acquire(lock t *lock) { /_D
while(Compar'eAndSwap(&lock—>flag,D ,1__) ==_\'z ; J~j
// spin-wait (do nothing) :l )
J Loe wand Ho 0&9&0\4{,22
swap o wdockd  locked
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BASIC SPINLOCKS ARE UNFAIR oo

AN
lode B
Q\ Wl g
et loc,
unlock Iock/ unlock lock unlock lock unlock lock
lock

I - A~

0 20 40 60 80 100 120 140 160

Scheduler is unaware of locks/unlocks!
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FAIRNESS: TIBKET LUCKS
FAR(EA)
|dea: reserve each thread’s turn to use a lock. @ i

Each thread spins until their turn. 100

int FetchAndAdd(int *ptr) {
int old = *ptr;
*ptr = old + 1;
return old;

Use new atomic primitive, fetch-and-add

Acquire: Grab ticket; Spin while not thread’s ticket != turn

Release: Advance to next turn
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RK TICKET LOCK EXAMPLE < ¢t =¢¥)

—

\ X :
kst O Jh ++/ o

A lock():0 Ticket Turn
3 Block(): 4 J=twm0 X M o
Clockha X
.,
A unlock(): ‘o =1 ﬂ

f A lock(): 2 PSS lock ¢ )

B unlock(): doamy = Q) Y L)

wilock ()
\/ C unlock(): Eurns =2
A unlock(): |
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TICKET LOCK IMPLEMENTATION

typedef struct _ lock t {
int ticket;
int turn;

}

void lock_init(lock t *lock) {
lock->ticket = ©;
lock->turn = 0;

b et LA L™

p B &
L)

void acquire(lock _t *lock) {
int myturn = FAA(&lock->ticket);
// spin

while (lock->turn !=;

} -

void release(lock t *lock) {
FAA(&lock->turn);

} /)\ Cxvidieed gec){gfy\ hodd (9‘3

lock = o +1 Gusvun
lode
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SPINLOCK PERFORMANCE

Fast when...
- many CPUs
- locks held a short time

- advantage: avoid context switch

Slow when...
- one CPU
- locks held a long time

- disadvantage: spinning is wasteful



GPU SCHEDULER IS IGNORANT

lock unlock lock

KN c KN - KN
100 120 160

CPU scheduler may run B, €, D instead of A
even though B, C, D are waiting for A



TICKET LOCK WITH YIELD

typedef struct _ lock t { void acquire(lock _t *lock) {
int ticket; int myturn = FAA(&lock->ticket);
int turn; while (lock->turn != myturn}f;;{

yield();

} ) T gt §

void lock_init(lock t *lock) { S
lock->ticket = ©; void release(lock t *lock) {
lock->turn = 0; FAA(&lock->turn);
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YIELD INSTEAD OF SPIN

lock unlock lock

O
0 19 20 \4340 100 120 |60

lock “'J unlock lock

80 100 120 140 160

ES
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QUIZ 16

a =1

int b = xchg(&a, 2)
int ¢ = CAS(&b, 2, 3)
int d = CAS(&b, 1, 3)
Final values

A= Ao M=

—_—

L=
e Y e e

a

S e

o= 71

P

A | B
Q|3

=0

https://tinyurl.com/cs537-sp23-quiz|5

oE0

Assuming round-robin scheduling,
| Oms time slice. Processes A, B, C,
D, E F G, H in the system

Timeline E
A: lock() ... compute ... unlock() ~_
B: lock() ... compute ... unlock() frnsod exils O%wa
C: lock() M(o:k oo
D 2 F o
OJA | = - | ) \ n R
o o A0 30 0 50 3 Q,W Copind
Zepm> Lspin)  €Spend dspin>  Lgpin
B &(W i»@di
\D ckl)oc d D
%70 w0 furre ot A0ms
UJY&GCJIZ()
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SPINLOCK PERFORMANCE

Waste of CPU cycles!?
Without yield: O(threads * time_slice)
With yield: O(threads * context_switch)

A

Even with yield, spinning is slow with high thread contention

Next improvement: Block and put thread on waiting queue instead of spinning


Anthony


LOCK IMPLEMENTATION: BLOCK WHEN WAITING

Remove waiting threads from scheduler runnable queue

(e.g., park() and unpark(threadID)) <SOCLARIS
S Qvy MIC/\OSJA%

Scheduler runs any thread that is runnable
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A B D contend for lock, C is not contending A has 60 ms worth of work

RUNNABLE: A,/g, C, 20ms is the timeslice
RUNNING:

WAITING: [ y D

()
(k) e ooeloc®

) '7L”ﬂrgi;‘
(A [ A c | AT |

0 20 40 60 80 100 120 140 |60
h J
& D
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LOCK IMPLEMENTATION: BLOCK WHEN WAITING

typedef struct {
bool lock = false;
boo @ = false;
queue t qg;

} LockT;

void acquire(LockT *1) {

while (XCHG(&l->guard, true));

if (1->lock) {
gadd(l->q, tid);
1->guard = false;
park(); // blocked

} else {
1->lock = true;
1->guard = false;

}

void release(LockT *1) {
while (XCHG(&l->guard, true));
if (gempty(1l->q)) 1->lock=false;
else unpark(qremove(l->q));
1->guard = false;
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LOCK IMPLEMENTATION: BLOCK WHEN WAITING

(@) Why is guard used?

(b) Why okay to spin on guard?

(c) In release(), why not set lock=false when

unpark?

(d) Is there a race condition?

void acquire(LockT *1) {
while (XCHG(&l->guard, true));
if (1->lock) {
gadd(l->q, tid);
1->guard = false;
park(); // blocked
} else { L

1->lock = true;
1->guard = false;

}

void release(LockT *1) {
while (XCHG(&l->guard, true));
if (gempty(1l->q)) 1->lock=false;
else unpark(qremove(l->q));
1->guard = false;
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RACE CONDITION

Thread 1 (in lock) Thread 2 (in unlock)
if (1->lock) {
gadd(1l->q, tid);
1->guard = false;
T:;\“D ocquns () while (TAS(&1->guard, true));
if (qgempty(l->q)) // false!!
Cg% k'ﬂg\ i else unpark(gremove(l->q));

1->guard = false;

park(); // block U\JV\(/C&J’&( I&)
™ il ramen be WMRQA

Do ot exiok


Anthony

Anthony

Anthony

Anthony


BLOCK WHEN WAITING: FINAL CORRECT LOCK

typedef struct { void acquire(LockT *1) {

_ . while (TAS(&1l->guard, true));
bool lock false; if (1->lock) {

gadd(l->q, tid);

setpark(); // notify of plan
} LockT; 1->guard = false;

%' e+_ park(); // unless unpark()
O lZ } else { i
Se (FC""‘Z W . 1->lock = true;

@ZV‘J(() — ’37“M 1->guard = false;

}
setpark() fixes race condition }
@ esra void release(LockT *1) {

while (TAS(&1l->guard, true));

if (gempty(1l->q)) 1->lock=false;
else unpark(qremove(l->q));
1->guard = false;

bool guard = false;
queue t qg;
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SPIN-WAITING VS BLOCKING

Each approach is better under different circumstances
Uniprocessor
Waiting process is scheduled = Process holding lock isn’t
Wiaiting process should always relinquish processor
Associate queue of waiters with each lock (as in previous implementation)
Multiprocessor
Waiting process is scheduled = Process holding lock might be
Spin or block depends on how long, t, before lock is released
Lock released quickly = Spin-wait
Lock released slowly = Block

Quick and slow are relative to context-switch cost, C



WHEN T0 SPIN-WAIT? WHEN TO BLOCK?

If know how long, t, before lock released, can determine optimal behavior
How much CPU time is wasted when spin-waiting?

t
How much wasted when blocking?
What is the best action when t<C?

When t>C?

Problem:
Requires knowledge of future; too much overhead to do any special prediction



TWO-PHASE WAITING

Theory: Bound worst-case performance; ratio of actual/optimal

When does worst-possible performance occur?

Spin for very long time t >> C
Ratio: t/C (unbounded)

Algorithm: Spin-wait for C then block = Factor of 2 of optimal
Two cases:
t < C: optimal spin-waits for t; we spin-wait t too
t > C: optimal blocks immediately (cost of C);
we pay spin C then block (cost of 2 C);
2C / C = 2-competitive algorithm



NEXT STEPS

Midterm on Thursday 3/2

No class on Thursday

Next Tuesday: Condition Variables



