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Abstract
Technology-facilitated abuse (TFA) is a widespread and harmful
dimension of interpersonal violence. Documenting TFA can unlock
mitigative actions for survivors such as legal orders of protection,
but existing documentation tools are insufficient. This paper con-
siders whether a trauma-informed design approach could yield
more effective methods for documenting TFA and how, concretely,
to approach trauma-informed digital evidence collection. Toward
this goal, we use trauma-informed methods to design a new tool,
Sherloc, that helps identify and document TFA within tech clinic
interventions. We evaluated Sherloc in feedback sessions with legal
experts, then in a small pilot program in the U.S. From our design
inquiry, we present novel guidelines for trauma-informed digital
evidence collection. We call on HCI researchers to build on our
work to envision trauma-informed methods of documenting TFA.

CCS Concepts
• Security and privacy→ Human and societal aspects of security
and privacy; •Applied computing→ Evidence collection, storage
and analysis.
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1 Introduction
Millions of people are affected by technology-facilitated abuse
(TFA), which can include hate and harassment, image-based sexual
abuse, and interpersonal surveillance [71, 104]. Documenting TFA
can be a critical part of survivors’ safety and healing, enabling
them to seek legal recourse, reconfigure devices and accounts, and
share their experiences with support systems [61, 100]. At present,
a number of off-the-shelf apps [4, 13, 16, 18, 20, 26, 29] and forensic
tools [8, 19, 64, 77] exist that can help survivors document TFA.
Furthermore, HCI researchers have proposed methods for docu-
menting TFA, such as Sultana et al. [102] and Goyal et al. [60]’s
tools for documenting online harassment.

Unfortunately, existing methods for documenting digital evi-
dence fall short of survivors’ needs. Sophisticated investigative
tools are rarely accessible to individual survivors [92, 100], and aca-
demic prototypes are not publicly available [60, 77, 102]. Survivor-
facing apps mainly serve as repositories for evidence, requiring that
survivors identify and record TFA on their own—a burdensome and
potentially re-traumatizing undertaking [59, 78, 100].

We argue that an underlying limitation of the available doc-
umentation methods is that they are not trauma-informed. For
research on digital safety, trauma-informed approaches can help
minimize harm—and maximize benefits—for both survivors and
researchers [40, 41]. For example, researchers have built trauma-
informed tech clinics [64, 85, 86, 107] where survivors meet with
trained technology experts to address their TFA concerns. However,
to our knowledge, no prior work has used trauma-informed lenses
to design documentation methods for TFA. Therefore, in this work,
we propose and test a trauma-informed approach for designing
digital evidence collection frameworks for TFA. More precisely, this
work has two key contributions:

(1) Using a trauma-informed approach, we design and evalu-
ate a framework to collect evidence of TFA in tech clinic
consultations.

(2) We reflect on the use of trauma-informed methods to de-
sign TFA documentation tools, providing guidance for future
work.
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To design our evidence collection tool, we undertook a
community-engaged design inquiry [111] focusing on TFA in the
context of intimate partner violence (IPV) [55, 59, 78, 109]. Based
on prior work [64, 100] and our own experiences volunteering at a
tech clinic, we identified tech clinic consultations as a unique oppor-
tunity to document TFA without adding to survivors’ burden, since
much evidence of TFA is already uncovered during these consulta-
tions. Therefore, we designed Sherloc,1 an evidentiary framework
designed to identify, capture and document TFA within tech clinic
consultations (Section 5).

We evaluated Sherloc in two stages. In the first round of evalua-
tion, we sought feedback from legal experts on an initial prototype
(Section 6). We performed interviews and focus groups with 19
legal support providers, ranging from attorneys and law clinicians
to a police officer, and distributed a feedback survey to 12 judges.
Feedback from these legal experts identified minor changes that
could strengthen Sherloc—for example, ways to improve the read-
ability of the evidence produced by Sherloc—while giving us the
assurance to begin using Sherloc in practice.

Now, in the second stage of evaluation, we have partnered with
the Madison Tech Clinic in Wisconsin, U.S., to pilot Sherloc in
consultations (Section 7). Thus far, three pilot consultations have
validated the usefulness of Sherloc, with a positive response from
survivors and advocates so far. The pilot has also shown us oppor-
tunities to improve Sherloc’s effectiveness by, e.g., removing noisy
technical details that do not add to the report’s robustness. We plan
to continue the pilot program long-term, iterating and improving
on Sherloc as we gather more data.

This design inquiry has helped us to understand what it takes
to document TFA through a trauma-informed lens. To this end,
we leave the reader with guidelines for trauma-informed digital
evidence collection (Section 8). In sum, we recommend a focus on (i)
survivor safety, (ii) early, situated iteration, (iii) flexible functionality
and modality, (iv) evidence interpretability (even at the expense of
technical sophistication), and (v) long-term maintainability. We put
forward these guidelines to guide HCI researchers and designers to
envision documentation methods that are safer, clearer, and more
impactful for TFA survivors.

2 Background
To begin, we provide background information on technology-
facilitated abuse (TFA), clinical computer security interventions for
TFA, documenting TFA, and challenges to documenting TFA.

2.1 Technology-Facilitated Abuse
TFA refers to the use of digital technology to exercise control [55, 59,
78, 109]. It is an umbrella term encompassing behaviors like image-
based sexual abuse [36, 37, 44, 65, 65–68, 82, 83], device and account
compromise [75, 78], surveillance with spying applications [35,
46, 89] or smart devices [45, 76, 81, 94, 98, 99, 103], harassment
and impersonation [78, 104], and financial abuse [33, 38, 39, 42].
Unfortunately, TFA is common in today’s digital environment. A
recent survey found that one in two respondents had experienced
online abuse [104], and SPARC reported that at least one in four
women in the U.S. have been stalked using technology [12].
1Sherloc = Software to Help with Evidence Retrieval and Log Online Cyberabuse.

Our design inquiry focuses on TFA in intimate partner violence
(IPV). IPV is estimated to affect nearly one in three women glob-
ally [10] and nearly half of U.S. residents [74]. Although IPV can
happen to anyone, it disproportionately affects women, LGBTQ+
people, and people of color [10, 47, 88, 95]. Often, a large component
of IPV is coercive control: a pattern of behavior (including physical,
sexual, or psychological abuse) meant to exert power and control
over survivors [97]. Digital technologies are one mechanism that
abusers use to extend coercive control in IPV [55, 59, 62, 78].

2.2 Clinical Computer Security Interventions
To address TFA in IPV, Havron et al. [64] proposed the clinical
computer security model. This model introduces tech clinics, where
trained technology consultants provide trauma-informed TFA sup-
port in consultations with survivors of IPV (referred to as clients).
The original tech clinic is in New York, U.S., and continues to evolve
with ongoing research [2, 85, 106, 108]. To our knowledge, there
are now three additional tech clinics in Washington, U.S. [50–52],
Wisconsin, U.S. [24], and British Columbia, Canada [7].

Tech clinics often follow an Understand–Investigate–Advise
model [64]. After learning about a client’s technological concerns
and priorities, a tech consultant investigates the client’s digital
devices and online accounts to identify potential compromise. Most
investigations are done manually, but multiple clinics also use a tool
called ISDi (IPV Spyware Discovery) [64] to scan clients’ devices for
malicious apps. Finally, tech consultants advise the client on actions
that could mitigate TFA, noting any potential safety implications.

2.3 Documenting Technology-Facilitated Abuse
There are many reasons survivors of TFA might want to document
that abuse. Documentation could be helpful in legal proceedings
like restraining order hearings or custody and placement deci-
sions, which survivors often undertake [59, 64, 100]. They may
want to post evidence the abuse publicly to shame the abuser and
warn others [102]. More broadly, documenting abuse may help
survivors validate their experiences, since TFA is often invisible or
ignored [57, 61, 64, 93]. Broadly, documentation can be a part of
survivors’ healing process.

It is useful to consider the necessary steps to documenting TFA.
Generally, evidence documentation follows five stages: Identifica-
tion (identifying abuse and sources of data), Collection (gathering
the data), Examination (filtering relevant information), Analysis
(drawing conclusions from data), and Reporting (presenting find-
ings) [53, 70], as shown in Fig. 1.

Survivors face many challenges when attempting to docu-
ment TFA. For example, evidence may not exist at all [100] or
may disappear or be deleted from platforms [58, 59, 87, 100].
Collecting evidence is burdensome, as it may involve hundreds
of screenshots [59, 100] or deeply traumatizing content such as
non-consensual intimate images [59, 78, 100]. Proving an abuser is
the one perpetrating TFA can be fruitless, and platforms provide
little help to de-anonymize abusers [59, 66, 100]. Finally, TFA is
not specifically included in most legal statutes, leaving it up to
judges—who may have limited knowledge of tech, abuse, and
TFA—to decide whether evidence of TFA meets the burden of
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Figure 1: Steps to document evidence of tech abuse, from NIST [70] and Darrington [53].

proof [57, 59, 100].

3 Related Work
We now review existing tools for documenting TFA and identify
limitations of these tools. We then introduce trauma-informed com-
puting, our grounding framework, and discuss related work imple-
menting a trauma-informed lens.

3.1 Existing Tools for Documenting TFA
While screenshots remain the state-of-the-art for documenting
TFA [59, 100], various tools evidence documentation, TFA investi-
gation, and evidence storage.

3.1.1 Most relevant: Tools meant for documenting TFA. There are
three academic works that aim to help survivors document TFA.
These works’ designs were greatly informed by engagement with
the affected communities.

First, Goyal et al. [60] prototyped a harassment documentation
tool for female journalists. Their design aggregates data from multi-
ple social media accounts, enabling journalists to compile evidence
of harassment, analyze the data, and create a shareable report.
The design uniquely enables survivors of abuse to identify, col-
lect, examine, analyze, and report evidence of harassment in one
application—an idea we draw on in this work.

Two additional tools aim to create “communities of accountabil-
ity” [43, p. 5] by helping survivors share their experiences of TFA
with online support networks. One, Unmochon [102], is a tool to
capture, authenticate, and share screenshots of harassing Facebook
Messenger threads. Creators Sultana et al. incorporated an authen-
tication mechanism for screenshots, which works by comparing
the Facebook account number reported by the user and the account
number collected from the URL of the captured page.2

Similarly, Hate and Hope Tracker [16] (formerly HeartMob) is
a private online community where survivors can record stories
of online (or offline) harassment and community members can
provide support. Survivors can submit text descriptions as well as
screenshots or additional documentation of the abuse. Research
focused on HeartMob [43] and its predecessor, Hollaback! [54],
found that these tools substantially helped harassment survivors
validate and understand their experiences in the context of the
supportive community.

3.1.2 Tools to facilitate TFA investigations. A number of tools exist
to help survivors investigate their devices for evidence of TFA, with
a potential secondary use case of documentation.

Three tools—TinyCheck [8], ISDi [64], and WARNE [77]—were
designed to help survivors of IPV identify stalkerware on their
2Despite the goals of this authentication feature, we note that the method would not
prevent a user from creating harassing threads from a faked account.

devices. TinyCheck, developed by Kaspersky, uses a Raspberry
Pi to scan device traffic and identify interactions with known
stalkerware-related sources. ISDi scans the list of apps on a mobile
device and uses a list of known stalkerware, plus natural language
heuristics, to identify potentially suspicious apps. While TinyCheck
and ISDi are designed to be subtle and undetectable to an abuser,
WARNE exploits vulnerabilities in spyware apps to gather infor-
mation about abusers’ account credentials, which they note “could
raise an abuser’s suspicion” [77, p. 8].

Sophisticated forensic tools can also help investigators identify,
and potentially document, broader forms of TFA. As summarized
by Shute et al. [92], forensic tools range from data aggregators,
which scrape public websites for data related to an investigation [22,
23]; tools such as Cellebrite [19] that extract and analyze data
from malicious devices; tip lines to gather information from the
public [3, 21]; network capture tools [6]; tools for screen capturing
websites [30]; systems to extract data from cloud-based storage [32];
and tools to help search through large volumes of evidence [31].
Law enforcement can also supplement social media investigations
by reaching out to platforms for data preservation. These tools are
generally unavailable for use by independent individuals.

3.1.3 Co-parenting applications. OurFamilyWizard [26] and Co-
TrackPro [20] are co-parenting apps with documentation capa-
bilities. Both apps have messaging features that keep a detailed,
court-admissible record of in-app conversations between co-parents.
Additionally, CoTrackPro promotes sub-applications that detect and
document cyberbullying (its “Cyber” app) and help parents docu-
ment custody violations (its “Legal” app).3

3.1.4 Evidence storage applications for abuse survivors. Finally,
there are several available applications that broadly help abuse sur-
vivors store evidence of abuse, which might include TFA. Survivor-
facing apps Bright Sky U.S. [13], SafeYou [29], Document The
Abuse [4], and VictimsVoice [18] provide survivors with a place
to store journal entries, audio, photos, and/or videos that capture
their experiences. Some of these apps allow survivors to share ev-
idence with trusted contacts [18, 29] or law enforcement [4, 18],
and two are built with legal admissibility in mind [4, 18]. As an
analog alternative, NNEDV offers printable technology abuse logs
for survivors to fill out [17].

In academia, Cho et al. [49] defined a digital evidence frame-
work for survivors of IPV (“DEF-IPV”). Through interviews with
advocates, they identified three requirements for digital evidence
collection: invisibility, anti-leakage, and continuity. They then pro-
posed an app, disguised as a calculator, which uses encryption,
steganography, and access controls to allow survivors to securely

3At the time of writing CoTrackPro appears to be pre-release—all apps are listed as
“Coming soon.”
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log abuse incidents. To our knowledge, the design is a prototype
only and is not available to survivors.

3.2 Limitations of Existing Tools
Despite the breadth of available tools that could support document-
ing TFA, there are several limitations of these tools that hinder their
usefulness to survivors.

3.2.1 Limited support for evidence identification, examination, and
analysis. One key limitation of existing documentation tools is that
they do not facilitate all steps in the evidence collection process
(Fig. 1). These tools help survivors collect and occasionally report
evidence, but leave survivors with the burden of identifying, ex-
amining, and analyzing the evidence. Identifying evidence of TFA
is non-trivial, as survivors may not even realize they are being
surveilled, much less know how to prove it [100]. Further, examin-
ing and analyzing evidence requires technical expertise, including
the ability to express conclusions with precision and detail.

3.2.2 Quality of documentation. On the other hand are the tools
that facilitate TFA investigations (Section 3.1.2). Although investi-
gation capabilities are important, these tools do not robustly support
survivors in reporting so they can leverage that evidence for healing
(e.g., share with online support networks, or use toward a court
case). Ideally, documentation tools would support survivors in all
five stages of evidence collection.

3.2.3 Limitations in scope. Four tools—CoTrackPro [20], OurFam-
ilyWizard [26], Unmochon [102], and Goyal et al.’s tool for jour-
nalists [60]—provide support for all stages of evidence collection.
However, they collect only certain types of evidence of TFA and/or
support only oneway for survivors to use the evidence. For instance,
CoTrackPro and OurFamilyWizard can only capture evidence of
harassing in-app message or custody violations, and Goyal et al.’s
proposal is specifically for harassment on social media. Unmochon
only captures evidence of harassment over Facebook Messenger
and only allows survivors to post the evidence of the harassment
on a Facebook Group. There is a need for documentation tools that
cover a wider range of TFA and support a variety of use cases for
the evidence.

3.2.4 Legal robustness. One use case that is under-considered
by existing tools is the use of evidence for legal proceedings.
While some of these tools are designed with legal robustness in
mind [4, 18], it is difficult to find information on how the evidence
has been received in real-world legal proceedings. SafeYou [29]
and WARNE [77] can share data directly with law enforcement,
but make no claims about whether that evidence will be legally
admissible. Several tools [13, 60, 102] make no claims about ad-
missibility. Even some forensic tools “may be difficult to defend in
court” [92, p. 20]. For survivors who want to use evidence in court,
these documentation tools may not be sufficient.

3.2.5 Availability. The final limitation of existing tools is availabil-
ity. Forensic tools often require significant resources or explicit
connections to law enforcement agencies, making them inaccessi-
ble to many survivors [92, 100]. TinyCheck [8] and ISDi [64] are
open-source, but are not recommended for use by individual sur-
vivors (nor are they designed for this use case). Academic works

like Unmochon [102], WARNE [77], and Goyal et al.’s proposal for
journalists [60] are not publicly available to survivors. And an acces-
sibility issue exists with survivor-facing apps, too. Since the start of
this project, three survivor-facing evidence collection apps—Arc [9],
HeHop [11], and NNEDV’s DocuSAFE [14]—are no longer usable,
indicating a maintainability problem plagues survivor-facing apps
for documenting TFA.

In summary. There is a need for TFA documentation tools that
enable collecting, identifying, examining, analyzing and reporting
evidence; that have the flexibility to document a variety of forms
of TFA; that support multiple use cases for the evidence, including
use in legal proceedings; and that are readily-available to survivors.
Designing such a tool is one of the main contributions of this work.

3.3 Trauma-Informed Design Approaches
Through the design of a novel digital evidence collection tool for
TFA survivors, we aim to answer a broader question: how should
frameworks for digital evidence collection be designed? Inspired by
prior work, we propose a trauma-informed approach for designing
digital evidence collection frameworks.

3.3.1 Trauma-informed computing. Trauma-informed computing
is defined by Chen et al. as “an ongoing commitment to improv-
ing the design, development, deployment, and support of digital
technologies by explicitly acknowledging trauma and its impact,
recognizing that digital technologies can both cause and exacerbate
trauma, and actively seeking out ways to avoid technology-related
trauma and retraumatization” [48, p. 7]. In brief, trauma-informed
computing encompasses six key principles: safety, trust, peer sup-
port, collaboration, enablement, and intersectionality.

A number of researchers in HCI, digital safety, and family vi-
olence digital safety have emphasized the importance of using
trauma-informed lenses in research with at-risk groups like sur-
vivors of abuse [40, 41, 73], and specifically in the realm of digi-
tal evidence collection [78, 84]. For instance, Rajan et al. argued
that when designing incident logging tools for sexual violence, “A
trauma-informed technical design with data privacy at its core is
essential” [84, p. 4]. In one of the first HCI papers studying TFA,
Matthews et al. called for technological methods “balancing the
need to capture digital evidence of abuse while minimizing emo-
tional trauma” [78, p. 2198].

3.3.2 Prior HCI work leveraging a trauma-informed approach. De-
spite calls for using trauma-informed lenses in the realm of digital
evidence, to our knowledge, no academic work has taken on the
challenge. However, a trauma-informed approach has been success-
fully operationalized in the context of abuse and violence.

For example, trauma-informed approaches have been applied in
design studies related to sex and sexual violence. In their aforemen-
tioned study, Zheng and Walquist et al. [110] designed Ube, a data
donation platform for sexual experiences related to online dating.
Ahmed et al. [34] used trauma-informed principles to envision so-
ciotechnical interventions for people affected by forced marriage.
Outside of academia, the tool MediCapt [25]—designed to capture
and securely share forensic medical evidence of sexual violence—
was designed using trauma-informed co-design methods [69]. Re-
searchers have also applied trauma-informed approaches to other
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topics, like content moderation [91] and algorithmic influences in
the child welfare system [90].

Most relevant to this study, though, is a suite of prior work ad-
dressing TFA with a trauma-informed lens. Specifically, a number
of works used trauma-informed lenses to study and extend tech
clinic interventions for survivors of TFA in IPV [64]. For instance,
Ramjit and colleagues studied traumatic stress within tech clinic
consultations [86] and designed methods for trauma-informed co-
ordination between tech clinics and advocacy partners [85]. Other
related works include the paper that introduced tech clinics [64],
a project examining remote tech clinic services during the pan-
demic [107], and a study on TFA in human trafficking and the
potential adaptation of tech clinics for this context [101]. Adding to
these works, we explore trauma-informed digital evidence collection
via a design inquiry situated within IPV tech clinic interventions.
Through the lens of trauma-informed computing, we aim to design
an evidence collection tool that addresses the limitations of existing
documentation tools.

4 Designing an Evidence Collection Tool for
Technology-Facilitated Abuse

In this work, we conducted a design inquiry [111] in the context
of TFA in IPV. Our goal was to design a tool to help survivors
of TFA document the abuse in a legally-admissible format. This
section reviews our positionality and motivation for this design,
our trauma-informed design process, and the design requirements
we defined for our evidence collection tool.

4.1 Positionality and Design Motivation
Two authors are women and four are men. The authors represent
South Asian, Chinese, Arabic, and White racial/ethnic backgrounds.
The lead author and interviewer (Section 6.1) is a White woman,
like most of the legal support providers we interviewed. Five of six
authors are associated with a Computer Sciences department at an
academic research institution; the remaining author is an attorney.

Perhaps more importantly, all authors have experience directly
serving survivors of TFA. Five authors volunteer with the Madi-
son Tech Clinic and have collectively helped nearly 100 survivors
uncover and mitigate TFA on their devices or accounts. Three of
these authors also form the core leadership team of the Madison
Tech Clinic. The remaining author, K.C., is an attorney who has
supported survivors of TFA in various legal proceedings, and who
has previously referred clients to the Madison Tech Clinic. The
motivation for this study is, in large part, born from interactions
with Madison Tech Clinic clients who sought evidence of their
experiences with TFA, but did not have sufficient tools to help them
document them.

Given our embeddedness in the Madison Tech Clinic, it was
impossible for us to ignore the tech clinic’s potential to facilitate
evidence documentation without adding to survivors’ burden. Tech
clinic consultants often find indicators of compromise during ap-
pointments, such as suspicious account logins, recovery contact
information set to the abuser’s contact information, or tracking
apps installed on their devices; documenting these findings ro-
bustly is a natural next step. We also recognized that our deep
connections with the tech clinic would help us roll out our tool

Table 1: Overview of our four-stage design process.

Stage Design Activities Section

Stage 1 Identifying design requirements in-
formed by proxies, prior work, trauma-
informed principles, and our experiences.

§ 4.3

Stage 2 Design of an initial prototype that best
meets our design requirements.

§ 5

Stage 3 Feedback sessions with proxies to min-
imize risk and maximize benefit to sur-
vivors, followed by design updates.

§ 6

Stage 4 Iterative, long-term pilot program
within an existing tech clinic.

§ 7

quickly—providing earlier benefits for survivors—and would sup-
port our goal of a highly-engaged pilot program. Finally, we saw
that anchoring evidence collection within the tech clinic would pro-
mote long-term sustainability—something that has eluded previous
tools for documenting TFA.

Furthermore, we observed that a tech-clinic-based evidence col-
lection tool would be inherently aligned with trauma-informed
principles. For example, tech clinics support trust because they
partner with existing victim service providers for referral and ser-
vice provision. Similarly, in-person consultations are typically held
at a victim service provider, a physically and emotionally safe space.
Tech clinic consultations also foster collaboration and enablement:
tech consultants work together with survivors to investigate tech-
nology and safety plan, and ultimately survivors choose what to
do with the information they learn in the consultation (and, now,
the evidence generated in that consultation). And tech clinic con-
sultants, and advocates from partnering victim service providers,
are trained in trauma-informed care.

Therefore, echoing calls from prior work [64, 100], we chose
to design an evidence collection procedure situated within tech
clinic consultations. We envisioned a tool that would allow tech
consultants to document all investigations from the consultation in
a standardized format, which would then be handed off to the client
to use as they wish. In designing this tool, we therefore focused
on documenting the types of TFA that are handled in the tech
clinic, leaving other forms of TFA—such as harassment via text
messages—for future work.

The next several sections describe the design and evaluation of
our evidence collection tool, which we call Sherloc.

4.2 Trauma-Informed Design Process
Our design involved four key stages, depicted in Table 1. In short,
we identified trauma-informed design requirements (Section 4.3),
designed an initial prototype (Section 5), conducted extensive feed-
back sessions with proxies (Section 6), and finally embarked on a
long-term pilot program within an existing tech clinic (Section 7).

This trauma-informed design process was inspired by four prior
works: Chen et al. [48] and Zheng and Walquist et al. [110], who
discussed how to do trauma-informed research in HCI, and papers
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from Bellini et al. [40] and Bhalerao et al. [41] regarding safe com-
puter security research with at-risk populations. We incorporated
several of their suggestions into our methodology. For example,
the first stage of our research aimed to define design requirements
that adhere to trauma-informed principles [110]. By relying on
proxies in the formulation of these design requirements, as well as
first-round feedback, we minimized the risks to survivors of TFA at
this stage while gaining rich insights from legal experts, including
many people who directly support survivors [40, 41, 48, 110]. We
also assessed existing applications to help identify design require-
ments [110] (Section 3.1).

4.3 Design Requirements
The first stage in our design process was to identify requirements
for Sherloc. To begin, we reviewed the existing tools that could be
used for documenting TFA and their limitations (Section 3.1). We
observed that the key limitations of existing tools are all related
to (i) survivor enablement: the tools do not properly enable
survivors to identify, collect, examine, analyze, and report varied
forms of TFA, nor do they enable survivors to use evidence flexibly
depending on their needs. Thus, our primary design goal was to
build a tool that supports survivor enablement.

To support survivor enablement, we want to build a tool that
supports flexible use cases for evidence of TFA. One common use
case is as evidence in legal proceedings, meaning that a truly flexible
design must consider legal admissibility and effectiveness to enable
legal use cases. This observation led us to our second high-level
goal, (ii) legal robustness.

4.3.1 Design requirements to support survivor enablement. Next,
we defined specific design requirements that would support our
high-level goals. To define these requirements, we reviewed Chen.
et al’s suggestions related to survivor enablement [48] and reviewed
prior work on this topic, particularly Stephenson et al.’s work on
the barriers survivors face when using legal evidence of TFA [100].
We also relied on our experiences interacting with survivors of TFA
to inform these requirements. In all, we defined six requirements
to support survivor enablement:

(1) Privacy-Preserving: The tool, and the evidence produced
by the tool, should not cause any additional risk to the sur-
vivors’ privacy. The evidence produced by the tool may be
used in public court proceedings and therefore viewed by an
abuser; thus, privacy leaks could harm a survivor’s safety.

(2) Clear: The evidence produced by the tool should be easy-to-
understand for a wide range of viewers, including survivors,
judges, lawyers, advocates, with varying technical expertise.

(3) Concise: The evidence produced by the tool should be as
brief as possible, while still meeting other requirements.
Large volumes of evidence may not be possible to review in
shorter proceedings such as restraining orders (which are
sometimes capped at 30 minutes [100]).

(4) Safety-Enhancing: The tool, and the evidence produced by
the tool, should help survivors enhance their digital and/or
physical safety in some way. It should not detract from sur-
vivors’ experiences in the tech clinic consultation, which is
often an important place for survivors to seek safety and
healing.

(5) Reassuring: The tool, and the evidence produced by the
tool, should provide reassurance to survivors regardless of
whether any compromise was found using the tool.

(6) Maintainable: The tool should be designed in a manner that
supports its continued use and accessibility to survivors.

4.3.2 Design requirements to support legal robustness. Secondly, we
defined requirements to support legal robustness. To generate these
requirements, we held discussions with legal experts to understand
the broad requirements for evidence to be used in legal proceedings.
We also reviewed legal statutes for Wisconsin. This research led us
to six requirements for legal robustness:

(1) Accurate: The tool must provide an accurate representation
of the survivor’s devices and accounts at the time of the
consultation. It must “support a finding that the item is what
the proponent claims it is” [28].

(2) Legally-Relevant: The evidence produced by the tool must
be relevant, meaning it “has any tendency to make a fact
more or less probable than it would be without the evi-
dence” and “the fact is of consequence in determining the
action” [27]. Specifically, it must connect to the relevant legal
statutes, and it should (as much as possible) provide some
evidence connecting the abuse to the abuser.

(3) Authentic: It must also be able to be argued that the evidence
has not been modified or tampered with since creation.

(4) Trustworthy: The evidence produced by the tool must be
trustworthy, with a good reputation and evidence to back
up its robustness. Judges and other legal decisionmakers are
more likely to admit evidence that comes from a source they
trust [100].

(5) Properly-Formatted: The evidence produced by the tool
must be formatted in a way that is admissible in a variety of
courts, or it may be rejected.

(6) Complete: The evidence produced by the tool must not omit
any key contextual information that is necessary to under-
stand the information presented, or it may be challenged by
opposing attorneys.

We used these requirements to guide the design of the tool and
its evaluation (Sections 5–7).

5 Sherloc: An Evidence-Collection Framework
for Survivors of TFA

Toward our goals, we designed Sherloc, an evidentiary framework
encompassing all of the five steps of evidence collection [53, 70].
Sherloc is a Python program with a Flask [80]-based user interface
that runs on a designated clinic laptop. It is designed to be used
during a tech clinic consultation and run primarily by the tech
clinic consultant, in close collaboration with the client. The code
for Sherloc is open-sourced on GitHub.4

Sherloc has two primary components: investigation, encom-
passing the Identification, Collection, and Examination steps of
ICEAR (Section 5.1) and documentation, which enacts the Analy-
sis and Reporting steps of ICEAR (Section 5.2). In short, Sherloc fa-
cilitates and captures data from the investigations that happen
during the consult, then compiles the data into an investigation
4https://github.com/sophiestephenson/sherloc

https://github.com/sophiestephenson/sherloc
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report. Sherloc is designed to capture both technical details and
survivors’ experiences in one cohesive report, providing context
and illustrating the impact of the TFA captured.

Some components were added after we sought feedback from
legal experts (Section 6). Table 4 in the Appendix summarizes the
updates made in each iteration of Sherloc. The key additions at
this stage were (1) a page capturing responses to a technology
assessment questionnaire and (2) automated explanations of the
types of risks identified during the consultation. We note updates
with � Update # .

5.1 Investigation Components
Sherloc supports the main investigation steps that are typically
followed during a consultation. These steps include a technology
assessment questionnaire, or TAQ (which helps us assess tech-
nology risks); scanning the client’s devices for malicious apps or
rooting; and performing account security investigations.

5.1.1 Technology assessment questionnaire ( � Update 1.1 ). Usu-
ally, consultations begin by taking a client through the TAQ, adapted
from Havron et al. [64]. This questionnaire is meant to assess the
client’s technology use and the different risks the technology con-
sultants should consider in an investigation. For instance, the TAQ
asks whether the person of concern has ever had physical access
to the client’s technological devices. Sherloc’s TAQ page, shown
in Fig. 4, contains several dropdown sections containing questions
from the TAQ. At any point, the consultant can save the TAQ re-
sponses and return to the home page.

5.1.2 Device scanning with ISDi. Often, the next step of a consulta-
tion is scanning the client’s devices. Sherloc’s scanning function-
ality comes from the IPV Spyware Discovery (ISDi) tool,5 another
Python program used in tech clinics since 2018 [64]. To initiate a
scan, the consultant plugs in the client’s device and asks the client
to unlock it. Sherloc then details the apps installed on the device
and an assessment of whether the device is jailbroken. Apps may
be accompanied by tags, such as “system-app”, “dual-use”,6 or “spy-
ware.” The consultant and the client discuss this list and select apps
to investigate further.

The last phase of the scan is the investigation page, which dis-
plays each app selected for investigation. For each selected app,
Sherloc shows all known details about the app, then prompts the
consultant to answer questions about the app’s installation and
data sharing behaviors. The client and consultant can enter open
notes about each app for additional context, and the consultant can
also take a screenshot from the device.

5.1.3 Manual device investigations. We learned fromMadison Tech
Clinic partners that an ISDi scan is not always possible. This could
be due to tampering with the device, or more mundane issues like
the device OS being too out of date. If the scan fails, Sherloc enables
consultants to enter details from a manual investigation of the
device. Consultants can enter details like the device manufacturer,
model, version, and serial number (or UDID) and then record their
assessment of whether the device is jailbroken and why. Finally,
5https://github.com/stopipv/isdi
6The term “dual-use” refers to apps that are intended for a benign purpose, but are
known to be repurposed by abusers for surveillance [46].

the consultant can add the names of any apps they find suspicious,
then record investigations of these apps as they would in a normal
ISDi scan. When the information from the scan is saved, it is labeled
as a manually-inputted scan.

5.1.4 Account investigations. The third, and often most important,
piece of consultations is account security checkups. Sherloc guides
consultants through these checks in a dedicated account inves-
tigation page. After entering the platform and username of the
account they are investigating, the consultant and the client can go
through several groups of questions to investigate the account for
compromise. If relevant, the consultant can add screenshots from
the client’s device or leave overall notes about an account.

5.1.5 Home page. Consultants can navigate through these various
investigative steps from the home page, shown in Fig. 3. The home
page has buttons to add new investigations in any order, edit pre-
vious investigations, and view or delete any screenshots taken so
far. The home page is also where consultants and clients can enter
notes on the overall consultation.

5.2 Creation of an Investigation Report
The second key function of Sherloc is documentation: compiling the
findings of the consultation to create a comprehensive investigation
report. To do this, consultants simply enter the name their client
wants to put on the document, then click a button to generate the
report PDF, which will open in the browser when ready. In practice,
we print this document for the client because printed evidence is
most likely to be accepted in every court (Section 7). Appendix ??
shows examples of some of the pages of an investigation report.

5.2.1 Report structure. The report has three main parts, starting
with a cover page. The cover page titles the document as “Investi-
gation Report: Prepared by the Madison Tech Clinic” and includes
the tech clinic logo and the UW–Madison logo. It lists the client
name as they entered it and the timestamp indicating when the
report was generated. Finally, it includes a paragraph describing
this project: “This report describes the findings of a Madison Tech
Clinic consultation. The report was created using Sherloc [version],
an investigative tool developed by the Madison Tech Clinic. Source
code for Sherloc is available at [url]. Please see [clinic website] or
contact [clinic email] for more information about the Madison Tech
Clinic, Sherloc, or this report.” At the bottom is a space for the lead
consultant to sign the investigation report ( � Update 1.6 ).

After the cover page is a summary page which highlights the
main actions and findings from the investigation. It details any
concerns found through the TAQ; the devices scanned, and if any
rooting or malicious devices were identified; and the accounts in-
vestigated along with any compromise that was identified. The sum-
mary page also shows the overall notes on the consultation inputted
by the consultant and the client. On this page, and going forward,
we label data either as “human-entered” or “system-captured” to
differentiate the two data sources.

The rest of the report details each investigation performed. First,
it outlines all questions of the TAQ along with the client’s responses.
Then, it shows each scan performed, detailing the device nickname,

https://github.com/stopipv/isdi
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manufacturer, model, version, serial or UDID, along with assess-
ments of whether the device is rooted. For each app that was in-
vestigated, the report details all information collected about that
app and shows the responses to the questionnaires about the app’s
installation and data leakage. Finally, it displays all of the questions
and responses for each account investigation.

Screenshots are also included throughout the report, placed im-
mediately after the relevant data. Alongside each screenshot is
simple metadata: the file size, modify date, access date, and file
type.

5.2.2 Automated descriptions of risks ( � Update 1.2 ). To help
with interpretability, peppered throughout the report are automated
descriptions of the risks that were identified. For example, say that
a client indicates that the person of concern has physical access to
their devices. Sherloc would generate and show an associated risk
called “Physical access to devices” with the description “A person
with physical access to devices might be able to install apps, adjust
device configurations, and access or manipulate accounts logged in
on that device.”

The potential risks, their descriptions, and the data that indicates
each risk are pre-defined. To define them, we went through each
question in the TAQ and account investigations, along with the
different potential results of a device scan, and identified which
answers or scan results indicate different kinds of risks. For example,
consider the aforementioned risk from physical access to devices. In
the TAQ, one can identify a risk from physical access to devices if the
client responds affirmatively to any of the following questions: “Do
you live with the person of concern?”; “Did the person of concern
purchase and/or set up any of your devices?”; and “Has the person
of concern had physical access to your devices at any point in time?”
Similar logic is written for all risks we could identify.

When the consultant initiates the generation of a report, Sher-
loc uses this predefined logic to identify and inject risks into the
report. The risks are highlighted in yellow and accompanied by a
warning icon. These risks are shown both on the summary page
and in the detailed findings from each investigation performed, as
shown in Fig. 6 and Fig. 7.

5.3 Implementation of Sherloc
As previously mentioned, Sherloc is a locally-run Flask applica-
tion written in Python. To scan devices for spyware and jailbreak-
ing, Sherloc builds on ISDi. ISDi relies on Android Debug Bridge
(adb) [1] for Android devices and pymobiledevice3 [56] for iOS
devices. At a high level, these packages enable Sherloc to commu-
nicate with the phone and gather information about installed apps
and other data relevant to assessing jailbreaking. Then, Sherloc an-
alyzes this data to determine malicious apps and look for evidence
of jailbreaking. Please refer to Havron et al. [64] for more details
on how ISDi performs device scans. We assume that ISDi is reliable
and rely on prior work for the accuracy of the implementation. We
note that ISDi has been successfully used in tech clinics (including
Madison Tech Clinic) for years.

Sherloc enables consultants to easily take a screenshot on the
client’s device and save it as a file on the computer running Sherloc.
For Android devices, we use adb’s screencap command; for iOS
devices, we use the screenshot command from pymobiledevice3.

This method of screenshotting on iOS devices requires the device to
be in DeveloperMode and Sherloc to be run using sudo. When creat-
ing the report, we gather screenshot metadata using exiftool [63].

Data from the consults is stored temporarily in JSON files in the
project directory. We use the FileLock [105] package to prevent
race conditions during file access. The report is generated using
pdfkit [96] and wkhtmltopdf [72]. Sherloc compiles the consul-
tation data and enters it into an HTML template. Then, pdfkit
creates a PDF from the resulting HTML.

5.4 Operational Details and Limitations
We designed Sherloc for use inside the Madison Tech Clinic.

5.4.1 Data storage. Madison Tech Clinic is not protected from
subpoena. Therefore, to protect clients from unwanted disclosure
of their data, we do not retain any information about consultations
or clients. All data, including generated reports, is deleted manually
after every consultation. We make it clear to survivors that the
printed report we give them is the only copy of the report that
will persist. The only data we keep from consultations is research
data, which includes survey responses and manually anonymized
consultant notes (Section 7).

5.4.2 Reliability and legal considerations. It is possible that an error
in Sherloc could prevent clients from benefiting from the system. A
main concern is that the ISDi scan could (i) fail or (ii) miss a spyware
app installed on a device. Since the rest of the data captured by
Sherloc is human-entered, the other source of error is human error.

In the event that Sherloc fails, tech clinic consultants can simply
revert to the original consultation procedure; clients would miss
out on Sherloc, but would still receive tech clinic services. If any
legal concerns become relevant, Madison Tech Clinic relies on its
partner victim service providers to handle that legal liability.

5.4.3 Accessibility. Sherloc is written in English and generates
English investigation reports. Madison Tech Clinic does not typ-
ically support languages other than English, requiring external
language services to assist clients in other languages. This lim-
its Sherloc’s accessibility for some survivors and we plan to offer
multiple languages in future versions of Sherloc.

6 Evaluation With Legal Experts
Once we had designed an initial prototype of Sherloc, we sought
feedback from legal experts in Wisconsin. In this early stage of
evaluation, the legal experts served as proxies to minimize the
risks to survivors [40]. Our goal was twofold: (i) to understand the
feasibility of Sherloc’s success in legal settings, and (ii) to ensure
Sherloc minimizes harm to survivors. Toward these goals, we first
held feedback sessions with legal support providers (Section 6.1).
Then, we used surveys to solicit additional feedback from judges
(Section 6.2). Both efforts were approved by our Institutional Re-
view Board (IRB).

6.1 Sessions with Legal Support Providers
First, we held feedback sessions with 19 legal support providers
who help survivors of TFA prepare for their legal endeavors. We
were interested in their feedback since they could provide insight
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Table 2: Aggregate demographics for the 41 legal experts who gave us feedback on Sherloc. The experts may fall into multiple
categories for roles and race/ethnicity. Six participating experts (one from the feedback sessions, five from the surveys) chose
not to fill out our demographic form.

Role(s) Age Gender Race/Ethnicity

Fe
ed

ba
ck

Se
ss
io
ns Madison Tech Clinic partner 10 18-24 years 3 Woman 16 White 16

Program lead 8 25-34 years 6 Man 2 Asian 2
Legal advocate 5 35-44 years 5 Black or African American 1
Attorney 4 45-54 years 2
Law clinician 4 55-64 years 2
Judge 1
Police officer 1
Sexual assault nurse examiner 1

Su
rv
ey

s Judge 22 35-44 years 2 Man 9 White 16
45-54 years 5 Woman 6 Asian 1
55-64 years 7 Other 1
65-74 years 3

into both the legal aspects of our work and the survivor-safety
considerations.

We offered both individual interviews (N=9) and focus groups
made up of people from the same organization (N=3). The sessions
were held between November 2024 and March 2025. Two focus
groups occurred in-person at the participants’ organization, with
the rest of the sessions over Zoom.

6.1.1 Recruitment. We recruited legal support providers mainly
through direct contact, often leveraging existing connections. We
also shared a recruitment notice on a statewide advocacy email list
and posted fliers in public places. We offered legal support providers
$20 for participating. To participate, they had to be at least 18 years
old and be living and working in Wisconsin.

In this phase, we spoke with 19 legal support providers (Table 2).
Their roles included program leadership, legal advocates, attorneys,
and law clinicians, as well as one judge, one police officer, and
one sexual assault nurse examiner. They work at 12 different or-
ganizations in 9 counties of Wisconsin. 10 out of 19 legal support
providers work with Madison Tech Clinic, the tech clinic for which
we designed Sherloc. Most of the participants are White women.

6.1.2 Session procedures. We first shared the consent form and
asked for consent to participate. We also asked if we could audio-
record each session, to which all agreed. Then, we explained Sher-
loc and provided a simulated demo. Specifically, we showed images
of Sherloc’s user interface, described the steps of using Sherloc, and
provided a sample investigation report that Sherloc might produce.
Then, we assessed what they liked about our idea, what they found
concerning, and their suggestions for updates.

6.1.3 Data analysis. After each session, the first author listened
to the recording and cleaned the auto-generated transcript, fixing
errors and removing any potentially identifying information (such
as locations). She then uploaded the transcript to a secure repository
accessible only to the researchers and deleted the audio recording.

To analyze the data, we began using deductive structural coding.
We were interested in three structural codes: (i) ways they envision
clients might use the evidence we produce; (ii) positive comments

about Sherloc; and (iii) concerns and constructive feedback. After
familiarizing themselves with the data, five authors collaborated to
define the structural codes and apply them to the session transcripts.
At least two authors coded each transcript.

Then, the first author combed through each structural code to in-
ductively generate sub-codes. For instance, the concerns structural
code (the richest in our data) yielded sub-codes like interpretability,
the weight of the evidence, and expert witnessing. The subsections
in Section 6.3 map to the subcodes we generated.

6.2 Feedback Survey for Judges
Next, we sought feedback from one specific type of legal support
provider: judges. Judges can provide particularly valuable insight
given that they would be the people interpreting the evidence
Sherloc creates. However, they are also very busy and difficult to
recruit for studies. Although we were able to interview one judge
in the previous sessions, we undertook an additional effort to get
judges’ feedback on our proposal.

6.2.1 Recruitment. In September and October 2025, we collabo-
rated with the Office of Court Operations in Wisconsin to provide
three judges’ trainings on evidence of TFA.7 We leveraged this op-
portunity to recruit the judges to give feedback on Sherloc. At the
end of each 75-minute training, we took 10 minutes to describe
Sherloc, providing the judges with a printed example of an investi-
gation report generated by Sherloc. Then, we invited them to take
a survey about the tool, either on paper or online using Qualtrics.

In all, 22 judges took our survey (Table 2). They were primarily
White men between the ages of 45 and 64.

6.2.2 Survey materials. The survey exclusively focused on the in-
vestigation report, as this is the part of Sherloc that the judges
would eventually come into contact with. The survey is similar to
ones we would end up using in our pilot program (Section 7).

7Readers may notice that these trainings began one month after we started our pilot
program. After receiving feedback from the legal support providers, we felt the tool
had been vetted enough that it was safe to pilot before getting this additional feedback
from judges.
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We began by asking about the judges’ broad impressions of the
investigation report. Then, we had them evaluate the document
according to our design requirements (Section 4.3) on five-point
Likert scales with an “I don’t know” option. We omit the Maintain-
able requirement, which is not relevant to Sherloc users.

6.2.3 Data analysis. We used descriptive statistics to synthesize
the judges’ Likert scale ratings for each of our design require-
ments. Additionally, the first author coded all (brief) qualitative
responses using the codebook from the legal support provider ses-
sions (Section 6.1).

6.3 Findings from Expert Feedback
Here, we synthesize findings from a total of 41 legal experts (LE-
01—LE-41). We made several changes to Sherloc’s design to account
for their feedback, summarized in Table 4.

6.3.1 Broadly positive response. In general, the legal experts
thought our proposal was “very well done” (LE-25). In our survey
results, judges on average ranked the investigation report as at least
“Moderately” meeting all of our design requirements. We’d like to
highlight the following quotes:

If a client walked out of a tech clinic appointment
with something like this, that was an automatic
paper documentation of the TFA that they’ve experi-
enced, I could see that carrying a lot of weight. (LE-04)

Well, this is awesome, first of all...I think there’s
tremendous value in it.. I think it’s protective, and
also, it could lead to the ability to the client to
actually get evidence in front of the court, too. (LE-19)

It seems more than appropriate for what we see in
our injunction cases. (LE-27)

The legal experts spoke of the potential for Sherloc to help clients
“better provide educated testimony” (LE-19) and to give support
providers a starting point for further investigation. LE-13, a po-
lice officer, agreed “That’s good evidence. It gives you your basis
to stand on.” They also emphasized the value of Sherloc to help
survivors find safety in whatever way they choose:

A person who’s not involved in a court case wanting
to know if their partner is doing this, and walking
away with that, like, it’s just as much of a useful
document....So it’s to the benefit of the user, and to
the benefit of the judge if it is being used as evidence.
(LE-12)

6.3.2 Credibility and expert testimony. While overall positive about
Sherloc, legal experts cautioned that expert testimony may be re-
quired to explain “Why this is legit, what does it say” (LE-02). Judge
LE-24 believed, “This would not be admitted in court without testi-
mony from the author,” noting that without expert testimony the
report is “Not at all” authentic or trustworthy.

One reason for expert testimony is that Sherloc is not (yet) widely
known—“this would be such a new tool for many judges to think about
that you’d still need a person to explain it at the end of the day” (LE-
12). On these lines, LE-11 asked, “Does the court system know who

you are? And what it is? Because I am concerned about presenting this
at an injunction hearing, and a court commissioner saying, ‘Well, it’s
a third party, so it’s a he-said-she-said situation.’” Expert testimony
would, therefore, be required to show that Sherloc is trustworthy.

The legal experts gave us some ideas for how to reduce the
chance that expert testimony will be requested. Producing the in-
vestigation report as part of the normal course of business—i.e.,
using Sherloc at every consultation—“would help lend a lot more
credibility to the document in the eyes of the law, and it would help
kind of skate over hearsay objections” (LE-12). We plan to do this go-
ing forward ( � Update 1.9 ). Some like proposed creating a guide
or website describing how Sherloc works, then asking a judge to
take judicial notice8 of that guide. As a short-term solution, we
added a cover page (shown in Fig. 5) that names our partner tech
clinic (Section 7) and our university and describes how the investi-
gation report was generated ( � Update 1.7 ). Alternatively, LE-18
recommended we embrace expert witnessing as “an opportunity to
educate the court on what TFA is and how to identify it.”

6.3.3 Interpretability. Another common concern was interpretabil-
ity. One suggestion was to add more technical details from the
investigation. As LE-07 said, “especially with tech, the more infor-
mation you can give people the better.” For example, “login locations,
login times, if it’s unique” (LE-18). Other providers wanted to see
“details of the suspicious logins and unrecognized devices [which] could
be very helpful evidence and tie the abuser to ‘breaches’” (LE-28) or
“the number of times they were accessing certain things...where in this
invasion of privacy is this fellow spending his time” (LE-07) on that
account. One reason to add this information is that “information sup-
plied by the victim themselves is not persuasive, in my opinion, from a
legal standpoint” (LE-28). Unfortunately, much of this information is
not currently available on user interfaces. Where possible, though,
we added relevant technical details such as metadata showing the
creation time of all screenshots ( � Update 1.3 ).

They also suggested we add more interpretive information on
top of the investigation details, to “highlight problematic info” (LE-
31). For example, if a spyware app was found on the device, LE-08
would like to see details on “How likely is it that this was user er-
ror, rather than something malicious from the respondent?” Others
asked for more information on what happens during a consulta-
tion. LE-13 said we could add more information on the client’s
technical habits—for example, “Do you allow your significant other
to use your cell phone?” and “do you allow him to download things
on your cell phone?”—to give more context on how compromise
may have occurred. Accordingly, we updated Sherloc to record
the client’s answers to a technical assessment questionnaire (ask-
ing about their technological habits and risks) ( � Update 1.1 )
and add highlights describing any concerns identified during the
consultation ( � Update 1.2 ).

At the same time, some felt that there was already too much
information in the report; for example, LE-22 felt that the report
was already “too long, too complicated.” However, given the number
of people who wished for more information, we opted to begin
with more detail and trim back later if needed.

8When a court takes judicial notice, it accepts a fact as true without the need for formal
evidence [15].
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Finally, LE-09 suggested we “change the language to just say
‘the respondent’ instead of ‘your partner.’ ...partner is too collegial,
somehow.” We updated Sherloc to use “person of concern” rather
than “your partner” ( � Update 1.8 ).

6.3.4 Weight of the evidence. Because some investigative details
are difficult to capture, legal experts worried the evidence might
not carry weight. For example, judge LE-05 said, “Do I think that
something like this is going to come in just all by itself? Probably not”,
indicating that the report would not be sufficient without other
supporting evidence to back it up.

One reason is that “It would be hard if there wasn’t more specific
proof of who was doing this” (LE-16). If the abuser can’t be attributed,
“then the client is saying ‘I had no idea this was on my phone’ and the
respondent’s also saying, ‘Okay, I don’t know either’” (LE-09). In cases
of account compromise, it’s also hard to show how an abuser used
their access to the account. “There’s evidence that their ex partner
can access this account...But were they actually doing it, or just that
they had the capability of doing it?” (LE-16).

Unfortunately, we may not be able to capture information defini-
tively attributing an abuser or showing malicious activity. As noted
by Stephenson et al. [100], tech platforms need to surface more
internal data to enable us to capture that information. We plan
to assess whether account data exports could provide additional
information to this end, as suggested by Nonnenkamp et al. [79].

6.3.5 Anonymity and privacy. Legal experts raised concerns about
violating the privacy of survivors. The concerns arose because the
investigation report generated by Sherloc could be viewed by the
abuser, in court or if otherwise found. Specific concerns were the
client’s name, contact information, and address.

We discussed various ways of preventing privacy leaks. One
idea was redacting the information, either digitally or on paper:
“Then the client could explain that it was their number but they’re
not comfortable saying what that is” (LE-01). LE-08 also suggested
“Maybe just use the last two digits? ... Like XXX-XX89. And then,
someone would say, ‘Well, yeah, my phone number does end in 8-9’”.
We plan to encourage clients to manually redact any information
they wish not to share ( � Update 1.10 ). In general, we learned
that printing the exact details of survivors’ accounts and contact
information is not crucial, “as long as you’re able to say like, ‘These
are the [survivor’s] accounts,’ it’ll effect enough” (LE-10). We thus
updated Sherloc to omit private details that are not relevant (such
as un-compromised contact information) ( � Update 1.5 ).

Tech clinic consultants’ privacy was also a concern, since the
consultant’s name was printed on the investigation report. “The
respondent would have a copy of this. So I don’t know if you want
them to know your names” (LE-01). We therefore removed the con-
sultant’s name from the investigation report to protect their privacy
( � Update 1.4 ).

6.3.6 Admissibility. The legal experts anticipated that we might
get the objection that “anybody could make something that looks like
this” (LE-08). Thus, they suggested ways to help authenticate the
document. For example, LE-19 offered that there may be “exceptions
of why we can rely on something without having somebody testify
to how it was created. So there may be something with the rules of
evidence could be helpful.” Alternatively, LE-08 explained the value

of using physical markers of authenticity such as a stamp or initials:
“Even if it’s just something like this, with just initials and the date
in pen—just to say, "This is when it was done." with like a stamp or
something. . . . I just think it helps” (LE-08). We took this idea and
added space for the consultant’s signature on the cover page of the
investigation report (Fig. 5) ( � Update 1.6 ).

6.3.7 Training and awareness. One police officer, LE-13, empha-
sized the importance of raising awareness of Sherloc and teaching
legal experts how to interpret the evidence. The trainings could
potentially reduce the need for expert testimony, as previously
mentioned. LE-13 described how training would help officers feel
more equipped to interpret the evidence: “We’re not always going to
understand what we’re looking at. And maybe having a how-to helps
point it out.” (LE-13). Accordingly, we have undertaken efforts to
inform legal experts in our region about Sherloc ( � Update 1.11 ).
One of these efforts was the training during which we recruited
judges for feedback (Section 6.2).

6.3.8 Added burden on survivors. Finally, LE-12 worried that Sher-
loc could place extra burden on survivors. Specifically, they thought
survivors may face additional scrutiny about their tech knowledge
when trying to present Sherloc-generated evidence. “If there’s not
the consultant available, I could see a client not knowing how to in-
terpret this, and it being used to make them seem less credible on the
stand” (LE-12). To help prevent this, we plan to carefully review
investigation reports with survivors to ensure they feel comfortable
with the reports’ contents and meaning ( � Update 1.12 ).

6.3.9 Final thoughts: A need for in-situ assessment. There are some
challenges we can only learn and mitigate once we start using
Sherloc in practice:

It’s going to probably be a lot of trial and error once
it even goes into play...It may not be working right
away. But we know the challenges, and we know the
challenges that would be successful against it. And
then we could say, ‘Okay, how can we fix it?’ (LE-08)

7 Sherloc Pilot Program: Documenting TFA at
the Madison Tech Clinic

After getting feedback from legal support providers and updating
Sherloc accordingly, we collaborated with Madison Tech Clinic to
pilot Sherloc. Going forward, all in-person Madison Tech Clinic
consultations will use Sherloc; survivors do not need to participate
in the research to receive support including the use of Sherloc.

At the time of writing, we have used Sherloc in three consul-
tations and received feedback from six individuals: two survivors,
two advocates, and two tech clinic consultants who are not on the
research team. This is an ongoing, IRB-approved pilot program.

7.1 Briefing Advocates
Before piloting, we received permission from the leadership of
Madison Tech Clinic and its partner organizations and met with
advocates to introduce Sherloc. We reviewed the motivation for
the project, explained how Sherloc works, provided a sample inves-
tigation report, outlined the procedure for pilot consultation, and
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explained the methods we would use to evaluate Sherloc. We gave
the advocates a chance to ask questions and raise any concerns.

7.2 Procedure for Pilot Consultations
All pilot consultations are held in-person at an advocacy organiza-
tion. As with all Madison Tech Clinic consultations, an advocate
is required to be present. The first author serves as the tech clinic
consultant for all pilot consultations. In some consultations, there
are other tech clinic consultants present to assist with the investi-
gation; in addition to helping with investigation, these consultants
are instructed to observe how Sherloc impacts the consultation.

7.2.1 Consultation flow. At the start of each pilot consultation,
we assure the survivor (the client) that the consultation is private
and will be taken at their pace. Then, we briefly describe Sherloc,
explaining that it is a new piece of software that we use to guide
the consultation and produce an investigation report. If needed, we
turn on Developer Mode on the client’s devices. We then proceed
with the consultation.

Once the consultation has wrapped up, we create the investiga-
tion report and email it to the advocate for printing. We then walk
the client through the printed report, highlighting the key parts
relevant to their situation. We also sign the cover page of the report.
Finally, we delete all consultation data from the clinic laptop and
turn off Developer Mode if needed.

7.2.2 Study recruitment. Then, we invite the client, advocate, and
any additional consultants who were present to participate in our
research study. We pass out printed consent forms and invite them
to participate by (i) allowing us to analyze anonymous notes from
the consultation for our research and (ii) taking a survey to provide
feedback on the investigation report and the consultation broadly.
For clients, we also ask if we may reach out to them in 3 weeks with
a follow-up survey. We emphasize that participation is optional.

7.3 Evaluation Methods
During the pilot program, we are using several methods to evaluate
Sherloc. We aim to collect feedback from anyone who comes into
contact with Sherloc or the evidence it produces. The first author
is the primary coder for all pilot data. Survey responses, notes, and
memos are coded using the list of design requirements as codes.

7.3.1 Anonymized consultation notes. With consent from every-
one present, we collect the consultants’ anonymized notes from
each pilot consultation. These notes are initially typed by each
consultant in a Google Doc specifically for tech clinic notes. The
lead researcher copied the notes, manually redacted any potentially
private information, and stored the notes in a dedicated, secure
repository for the study. These notes can capture subtle ways that
Sherloc impacted the consultation and help us remember what hap-
pened during the consultation, such as the types of investigations
that were performed.

7.3.2 Post-consultation feedback surveys for clients, advocates, and
consultants. Immediately following each pilot consultation, we in-
vite all present to take a feedback survey about the consultation and
the investigation report. Each survey takes around 5-10 minutes.

The surveys focus mainly on the investigation report. We ask
open-ended questions about their thoughts on the investigation
report. Then, we ask them to evaluate the document on our de-
sign requirements, and then to evaluate the importance of the
requirements. As with the judges’ survey (Section 6.2), we omit the
Maintainable requirement from this evaluation. Next, we ask about
how clients think they will use the document and we ask advocates
how they think their client will use the document. Finally, we ask
about how the use of Sherloc impacted the consultation.

We also ask advocates and consultants to fill a short demographic
form. We do not collect demographic information for clients.

We offer surveys in multiple formats, including on paper, online
using the clinic laptop or on a personal device, or as an interview.
Since Sherloc is only available in English, all study materials are
also provided in English. We are working to translate all materials
into other languages to extend support as the pilot goes on.

7.3.3 Follow-up surveys with clients. To learn how clients use the
document, we ask their permission to share a follow-up survey 3
weeks after their consultation. This survey is a bit longer than the
post-consultation survey, taking around 15–20 minutes to complete.
We offer clients a $10 Walmart gift card for their participation.

The first part of the survey covers how the client has used the
investigation report since their consultation. We ask how they’ve
used it, their motivation for using it in that way, and in what ways
the document was helpful and not helpful. We also ask which uses
were most important. If they have not used the document, we ask
why they have not used it.

If they have used the document in legal proceedings, we ask sev-
eral follow-up question about this. For instance, we ask what type
of legal proceeding it was, in what ways they used the document for
this proceeding (e.g., as evidence, showing it to their attorney, etc.),
whether the document was admitted, and, if it wasn’t admitted, the
reasons it was not admitted. We end this section by asking about
the document’s formatting and how they stored it.

The second part of the survey repeats the same evaluation on
the design requirements as we used in the post-consultation survey.
Our aim is to see whether their opinion of the evidence document
has changed in the weeks since they first received it.

We do not collect the contact information of clients in our study.
Therefore, to send follow-ups, we email a link to the Qualtrics
survey to their advocate, and ask the advocate to forward the survey
to them. We use the date and time of the pilot consultation to
reference the client we wish to follow up with. To compensate the
client, we meet with the advocate to give them a physical gift card,
asking them to pass it on to the client.

7.4 Status of the Pilot Program
We began the pilot program at the start of August, 2025. At the time
of writing, we have conducted three9 pilot consultations at three
different victim service organizations partnered with Madison Tech
Clinic. We found evidence of compromise in one pilot consultation,
including compromised email and streaming accounts.

9We used Sherloc in a fourth pilot consultation, but we chose not to ask for research
participation as it felt inappropriate to do so (see Section 8.1.5). Thus, we omit this
consultation from the findings.
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Figure 2: How survivors (N=2), advocates (N=2), and consul-
tants (N=2) rated Sherloc’s investigation report on our design
requirements (Section 4.3). ∗Note that the Concise require-
ment was mistakenly omitted in the feedback surveys for the
first two consults.

From the three pilot consultations, we received post-consultation
feedback on Sherloc from two survivors (S-01, S-02), two advocates
(A-01, A-02), and two non-researcher Madison Tech Clinic consul-
tants (C-01, C-02). Three survivors gave consent for us to reach
out later for follow-up, but we have not received any follow-up
responses so far. We received consent to analyze the notes from
two pilot consultations.

Since we are piloting Sherloc within Madison Tech Clinic, we
cannot control how often we are able to test Sherloc. We also cannot
control how survivors will use the document, and thus far, we
have not been made aware of anyone using the document in legal
proceedings (although one survivor said they planned to). This,
in part, is why we are choosing to undertake a long-term pilot
program, evaluating Sherloc slowly as consultations are scheduled.

7.5 Preliminary Findings
Initial feedback from the pilot program has been promising. We
would like to highlight this quote from the first survivor we worked
with: “This document allows me to get the details I need to keep
myself and family safe!” (S-01). In this section, we share prelimi-
nary findings, including participants’ ratings on each of the design
requirements (Fig. 2).

7.5.1 Findings related to survivor enablement. Sherloc’s investiga-
tion report was assessed on five survivor enablement character-
istics: privacy-preserving, clear, concise,10 safety-enhancing, and

10Due to an error in our survey, we also accidentally omitted the Concise requirement
for the first two consults.

reassuring. In almost all cases, the survey respondents indicated
that the investigation report “Completely” or “Mostly” fit each re-
quirement. Qualitative responses matched; for example, S-02 wrote
that the document was “clear, made me feel safer,” while C-02 said it
was “Really good, I think it will really help both consultants and the
clients.” Regarding clarity, C-01 noted that the document is “Easy
to read for non-technical audience”, and A-01 said the report “helps
w/ summarizing and visualizing (lots of) info for client.” Survivors
and advocates indicated that they might use the investigation re-
ports in many different ways; for example, both survivors and both
advocates believed survivors would talk about the report with an
advocate, use it to remember what was done during the consulta-
tion, use it to help secure devices and accounts, and use it to help
with legal action.

In addition to the document, we found that the use of Sher-
loc had a positive impact on the consultations without adding to
consultation length, which supports safety and reassurance. The
survivors indicated that their consultation was “Incredibly” and
“Very” helpful in addressing their respective technology concerns.
S-02 indicated that the investigation report enhanced the value of
their consultation “A moderate amount,” and advocates believed
that the consultation was “Very effective” (A-01) and “Much more
effective” (A-02) compared to consultations without Sherloc. C-01
agreed that Sherloc “Kept complicated consultation (lots of vectors of
compromise) on track & relatively prompt,” and C-02 said “I feel Sher-
loc is making the consultation more organized. In the past, we tended
not to follow any order and conducted our investigation randomly.”

While most feedback was positive, there were some opportu-
nities to better support survivor enablement. For example, C-02
marked the investigation report as only “Moderately” reassuring
because it does not include the consultant’s recommendations for
the client (e.g., to change an account password). Current practice
at Madison Tech Clinic is to email the advocate a list of recommen-
dations, separate from the investigation report. Going forward, we
may seek to integrate these into the report.

The investigation report was ranked very highly on clarity, yet
qualitative feedback indicated ways to improve its clarity further.
Survey responses indicated that some of the technical details were
noisy; e.g., “not all the metadata for screenshots is necessary” (C-01).
A-01 added that they would like to see a “slightly more ‘dumbed
down’ or simpler format”, noting concerns such as “somewhat techni-
cal/some jargon...could be simpler in some places” (A-01). Therefore,
we trimmed some of the technical details in the report (the per-
missions used by suspicious apps, plus some screenshot metadata)
to reduce noise and improve interpretability ( � Update 2.2 ). Fol-
lowing a consultation where no device compromise was found,
C-02 also suggested that we “Maybe highlight the urgent things and
make them more on the front” because “today’s client is not having
any critical things on the device.” This indicates we may need to
revisit how risks are highlighted and summarized, especially for
consultations where no compromise is found.

Additionally, although the advocates and survivors agreed that
the consultation was not at all disrupted by Sherloc, C-01 and the
first author noticed a couple of disruptions. In two cases, Sher-
loc sparked conversations that briefly distracted from the consulta-
tion’s goals. One such moment was at the start of the consultation,
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when the first author asked S-01 what name they would like to
put on the report—a question requiring more thought than we had
anticipated. We moved this question to the end of the consultation,
to prevent the name decision from slowing down the consultation
( � Update 2.4 ). The second question asked about legal custody of
children and started a larger, troubling conversation for the client.
Our goal with this question was to identify risks from children’s
devices, so we rephrased the question to focus on children’s devices
instead of legal custody ( � Update 2.1 ).

Additionally, in S-02’s consult, we encountered a bug when scan-
ning their old iPhone which required the first author to live-debug
the ISDi scanning code ( � Update 2.3 ). However, we got the scan
working quickly, and confirmed that the client’s phone had no ma-
licious apps installed (their main concern). This client wrote that
“Some of the errors were worrisome at first, thank you for talking
through it” (S-02).

Finally, S-02 pointed out that our evaluation materials ask how
the investigation report “violates” our design requirements, termi-
nology which can be triggering to violence survivors. Thus, we
quickly updated the wording of our heuristic evaluation to ask how
the investigation report “does not fit” criteria ( � Update 2.5 ).

7.5.2 Findings related to legal robustness. Thus far, we have not
received follow-up surveys from any survivors, so we have not
been informed whether they have used their investigation report
in legal proceedings (or other use cases). This limits our ability to
assess legal robustness at this time. However, most survey responses
indicated that the investigation report “Completely” or “Mostly”
fits the six requirements we defined for legal robustness: accuracy,
legal relevance, authenticity, trustworthiness, proper formatting,
and completeness. Qualitative responses indicated it was “thorough;
a nice summary of everything discussed during consult, very detailed”
(A-01). C-02 said “The overall structure is clear and matches what I
heard during the consultation.”

Proper formatting received the lowest ratings (although still
relatively high). We received suggestions for how to structure the
report for more legibility. For example, C-01 noted that it has “a
ton of whitespace. Index would be helpful or table of contents” (C-01).
We are currently working to address these formatting concerns.

To help with completeness, the survey respondents also noted
some data that we could add to the investigation report, including
“metadata on unknown or concerning devices accessing client’s devices
and/or accounts” (A-01), “potentially photos” (S-02, referring to non-
consensual intimate imagery), or “some kind of graph visualizing
the connection between recovery methods” (C-01). C-02 also said
“Maybe also have the recommendation (if it is not sent separately).”
We are planning to explore such additions to Sherloc as we iterate
long-term (Section 8.3).

Additionally, survey respondents had some trouble assessing
legal relevance. Half of the respondents—A-01, A-02, and S0-2—
rated the report as “Mostly” or “Completely” legally-relevant; three
respondents did not answer or selected “I don’t know.” Since legal
relevance depends on statutes and specific case details, it is not
surprising that this question was hard to answer.

8 Discussion: Trauma-Informed Digital
Evidence Collection

Through the design of Sherloc, we explored how a trauma-informed
lens can be applied to digital evidence collection frameworks. In
this section, we review challenges we faced in designing Sherloc
and six guidelines we derived for trauma-informed digital evidence
collection. We then propose future directions for Sherloc.

8.1 Challenges Faced in Designing Sherloc
While designing, vetting, and piloting Sherloc, we encountered
challenges illustrating the tensions inherent in documenting TFA.

8.1.1 Supporting survivor enablement often conflicted with legal
robustness. In earlier sections, we defined two primary goals for
Sherloc: survivor enablement and legal robustness. Often, these goals
worked in tandem; for example, interpretability is important toward
both goals. Unfortunately, at many times during the design pro-
cess, enablement and legal robustness were at odds. For example, a
more detailed investigation report helped to provide legal context
and completeness, but increased the potential for privacy issues
and retraumatization. Situating documentation within tech clinics
provided higher robustness in court—but only for those who can
access tech clinics. Potential upgrades, like online evidence storage
or a client-led option (Section 8.3), might increase accessibility for
survivors but could harm legal robustness. Protecting consultant
privacy can also conflict with the need for legal robustness; in our
case, requiring consultants to sign investigation reports strengthens
their evidentiary value, but it also reduces consultant anonymity.

8.1.2 Evidence had to be interpretable, concise, and complete all at
once. Deciding on the content and presentation of the investigation
report was one of the more difficult design tasks of this study. We
learned that the report must be easily-interpreted by a diverse
set of people—judges, law enforcement, advocates, and survivors
themselves—with varying degrees of technical expertise. To be most
interpretable, and have the best chance of being reviewed in legal
proceedings, the document should also be concise. Yet at the same
time, the investigation report must contain all relevant context
(for admissibility) and provide technical information to assure the
reader that the findings are trustworthy.

Making matters more complicated, evidence of TFA is elusive.
Often, there are technical details we would like to include in the
report—e.g., installation times for spyware apps—that are simply
not available to capture. This lack of informationmakes it more diffi-
cult to create documentation that is comprehensive and compelling.
On the other hand, the information that is accessible requires ex-
planation for non-experts to understand. For example, laypeople
may not be aware that an abuser could log into an account using
access to the account recovery information. Overall, balancing com-
pleteness, conciseness, and interpretability is a tension we are still
grappling with as we improve and iterate on Sherloc.

8.1.3 Survivors’ goals and experiences varied greatly. When design-
ing Sherloc, and in tech clinic consultations more broadly, we must
consider that survivors have wide-ranging concerns, situations,
and goals regarding TFA. For example, some survivors may want
to collect evidence for a specific legal proceeding, while others
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mainly want to document what was discussed in the tech clinic for
their own memory. For some, evidence may be a key priority, but
others may place a higher value on the discussions that occur in the
tech clinic consultation. And of course, the TFA we help to address
can take a number of forms and involve many kinds of modern
technology. Thus, a key challenge when designing Sherloc was
accounting for this variety in both the modality of the service and
the format/content of the evidence we provide.

8.1.4 Sherloc’s effectiveness was difficult to assess without using it in
practice. As noted by the legal experts we interviewed in Section 6,
we could not be sure of Sherloc’s effectiveness without real-world
implementation in a pilot program. One reason is that the letter
of the law can be different from how the law plays out in real
legal proceedings—for example, court rules may be enforced with
varying degrees of strictness, and individual judges and juries can
vary greatly in how they interpret evidence. Furthermore, it was
difficult to assess how Sherloc would help survivors, since every
survivor has unique needs and wishes regarding documentation.

8.1.5 Challenges doing trauma-informed design in the real world.
Finally, there were certain challenges to implementing a trauma-
informed approach in practice. One ongoing challenge is that being
trauma-informed can limit opportunities to collect pilot data. For
example, since we are minimizing the information collected about
clients, it can be difficult to follow up with them to see how they
use the investigation reports in practice. Even within the pilot
consultations, we use our best judgment to evaluate whether it is
appropriate to ask for research participation. In one consultation,
for instance, our client and their advocate began another pressing
conversation right after the consultation was finished; we chose not
to disrupt this important discussion to ask for feedback on Sherloc.
Thus, being trauma-informed at a low level—i.e., within individ-
ual consultations—sometimes conflicts with our overall trauma-
informed goal of a highly-engaged pilot program.

More broadly, using a trauma-informed approach requires a
number of real-time judgment calls. Researchers must not only
decide when it is appropriate to request research participation, but
also determine when the prototype is ready for piloting, respond
appropriately to survivors’ and advocates’ needs during interac-
tions, and assess which design suggestions from advocates and
survivors should be implemented immediately versus deferred to
later upgrades. All of these choices rely on the researchers’ situa-
tional judgments and as a result, similar situations may be handled
differently by different researchers. We see this as an inherent
characteristic of implementing trauma-informed design in practice:
trauma-informed research prioritizes situational responsiveness,
sometimes at the expense of methodological consistency.

8.2 Guidelines for Trauma-Informed Digital
Evidence Collection

Informed by these challenges and our overall experience designing
Sherloc, we share guidelines for trauma-informed digital evidence
collection. The guidelines are summarized in Table 3. We encourage
designers to use our guidelines as a complement to prior work from
Chen et al. [48], Zheng and Walquist et al. [110], Bellini et al. [40],
and Bhalerao et al. [41] on which this study is built.

8.2.1 Center survivor safety from the start of a project. Any effort
to support trauma-informed digital evidence collection must, from
its inception, prioritize survivor safety. The ultimate goal of this
type of work is to help survivors gain back their digital safety.
Therefore, throughout the process, designers should think critically
about how their design might unintentionally harm survivors and
seek feedback from survivor advocates to avoid harm.

8.2.2 Build in continuous, situated iteration. We recommend that
designers pilot new digital evidence collection tools in practice as
soon as it is safe and feasible to do so. Designers should first create
a minimum viable product that provides at least some evidence-
collection capability, then begin to offer it to survivors. Further
upgrades and iterations should occur in the context of this real-
world pilot. The outcome of this early-stage implementation is
twofold: (i) survivors can benefit from the design sooner and (ii)
designers can receive real-world feedback and iterate earlier.

However, it is absolutely crucial that these early prototypes are
still thoroughly vetted before being piloted with survivors. Pre-
mature deployments could be unhelpful (at best) or could create
additional barriers to safety (at worst). To balance the importance
of in situ assessment with a need to protect survivor safety, early
prototypes must be carefully assessed by proxies (e.g., survivor
advocates and legal experts) to confirm that they are likely to bring
more benefit than harm overall. Only then should they be offered to
survivors. Care should also be taken to work with advocates who
support a deployment to minimize the additional burden on them
(e.g., to explain a new tool to survivors).

8.2.3 Support a variety of evidentiary goals and priorities. As dis-
cussed, tools for documenting TFA must meet survivors where they
are. To support flexibility, we recommend that designers implement
multiple options in their documentation tools that support differ-
ing priorities. For example, one survivor might prefer the current
version of Sherloc, but another might benefit more from a version
of Sherloc that allows them to document TFA on their schedule,
even if that evidence may have lower legal robustness. Overall,
when there are two design options representing two conflicting
priorities, opt to provide both options and let survivors choose the
best option for them. Importantly, designers must be transparent
with survivors about the benefits and limitations of each option so
they can make an informed choice.

8.2.4 Consider how technical sophistication may harm the inter-
pretability of evidence. A key insight was that interpretability was
crucial to the success of documentation, evenmore so than technical
richness. Although we predicted that more technical sophistication
could improve legal robustness, the additional complexity in fact
appeared to reduce legal robustness by reducing interpretability.
Thus, we caution designers against building the most technically-
sophisticated solution on the first attempt. Instead, we recommend
designers focus on documentation that would be easily-interpreted
by a wide audience. Then, further along in the design process,
designers can assess whether the benefits of additional technical so-
phistication could override effects on interpretability (and consider
making more technically-sophisticated functionality optional).

8.2.5 Begin any design effort with a high level of engagement. It is
tempting to design documentation tools for a wide audience from
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Table 3: Guidelines for trauma-informed digital evidence collection.

Guideline Description

Safety Focus Prioritize survivor safety from the outset of the project.
Situated Iteration Build in continuous iteration in collaboration with people affected by digital harm.
Flexibility Support a variety of evidentiary goals and priorities.
Interpretability Consider how technical sophistication may harm the interpretability of evidence.
Early Engagement Begin any design effort with a high level of engagement.
Maintanability Build in long-term maintainability from the outset.

the outset. For example, the survivor-facing documentation apps
mentioned in the background are all accessible to anyone with a
mobile device. However, to ensure effectiveness, we recommend
that designers start with a smaller-scale, highly-engaged pilot pro-
gram. By starting with a version of Sherloc situated in one tech
clinic, we were able to closely scrutinize the usefulness of Sherloc,
observe any potential drawbacks, and assess whether a larger-scale
or more hands-off option would be useful.

8.2.6 Prioritize long-term maintainability. Our final recommenda-
tion is to prioritize maintainability from the outset. We observed
that several survivor-facing tools for documenting TFA were obso-
lete after a few short years. A sustainable, reliable tool is going to
be more beneficial to survivors. In designing Sherloc, we prioritized
maintainability by situating Sherloc within an existing tech clinic
service and setting up scaffolding for its long-term maintenance.
Other designers could promote sustainability by anchoring docu-
mentation tools to victim service providers, nonprofit organizations,
or university departments. Importantly, the tools should not hinge
upon continued funding; even if resources are low, they should be
able to remain operational with minimal software maintenance.

8.3 The Future of Sherloc
With these guidelines in mind, we plan to continue iterating on
Sherloc with both short-term and long-term enhancements.

8.3.1 Short-term enhancements to Sherloc. We plan to implement
a number of minor changes in the coming months to strengthen
Sherloc and its investigation report. Many planned updates center
on the report’s interpretability, with plans to add a glossary and
test different structures of the report to ease readability. We also
hope to upgrade Sherloc’s flexibility by better enabling consultants
to record miscellaneous, less-common checks performed during the
consultation, such as investigating a client’s laptop computer. Simi-
larly, we would like to test functionality to record any mitigative
actions taken during a consultation (e.g., changing a password) and
the reasons for those actions, as well as recommendations actions
to take after the consultation.

8.3.2 Long-term directions for Sherloc. In the long term, we would
like to further expand the flexibility and comprehensiveness of Sher-
loc. Toward comprehensiveness, we plan to explore other sources of
data for Sherloc to analyze and report. For example, prior work has
pointed out the potential for account data exports, such as Google
Takeouts [5], as a tool for investigating TFA [79]—we plan to ex-
plore ways to analyze and incorporate data exports into Sherloc.

Toward flexibility, we plan to explore several optional modalities
and procedures. One option is to enable automated scans of account
security interfaces. However, it may be retraumatizing for some
clients to provide access to their accounts or account credentials.We
would like to explore offering both automated and manual account
scans as part of Sherloc. Another idea is offering secure evidence
storage and retrieval with cryptographic authenticity guarantees,
which may increase accessibility for clients and add cryptographic
tamper prevention—but may cause chain-of-custody issues. More
broadly, we plan to work toward a version of Sherloc that is client-
led, generalizable outside of Wisconsin, and accessible to the many
survivors who cannot access tech clinics. Our ultimate goal is to
offer both consultant-led and client-led options to survivors so they
are able to make the best choice for their situation.
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Table 4: Updates made to Sherloc during each iteration of our design process. The update number � Update X.Y represents the
design stage X and the specific change Y. Design stages can be Stage 1 (expert feedback, § 6) or Stage 2 (pilot, § 7).

Category Update Reasoning

Content and � Update 1.1 Add TAQ section Interpretability
Functionality � Update 1.2 Add automated risk descriptions Interpretability

� Update 1.3 Add technical details to report Interpretability
� Update 1.4 Remove consultants’ names Anonymity & privacy
� Update 1.5 Reduce private information Anonymity & privacy
� Update 2.1 Tweak wording of certain TAQ questions Avoiding retraumatization
� Update 2.2 Trim technical details in the report Interpretability
� Update 2.3 Fix bug in scan code Data collection

Presentation � Update 1.6 Support consultant signature Admissibility
� Update 1.7 Add cover page Credibility & expert testimony
� Update 1.8 Formalize language in the report Interpretability

Procedures � Update 1.9 Use Sherloc at every consultation Credibility & expert testimony
� Update 1.10 Encourage survivors to redact data Anonymity & privacy
� Update 1.11 Undertake outreach efforts Training & awareness
� Update 1.12 Go through report with clients Interpretability
� Update 2.4 Ask for client’s name near the end Enabling normal consultation flow
� Update 2.5 Remove “violates” from survey Avoiding retraumatization

Figure 3: Sherloc’s homepage.
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Figure 4: The Technology Assessment Questionnaire (TAQ) page of Sherloc.
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Figure 5: The cover page of a Sherloc investigation report.
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Figure 6: The summary page of a sample Sherloc investigation report.
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Figure 7: The start of a device scan section in a sample Sherloc investigation report.
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