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IoT devices

69% t

of US households
have at least one
loT device
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[Martin 2019]
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IoT devices are used in interpersonal abuse \
ALBERT FOX CANN I0EAS MAY 13. 2821 9:88 AM
Apple’s AirTags Are a Gift to Stalkers I

Thermostats, Locks and Lights: |
Digital Tools of Domestic Abuse ' ol abuse
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o 2001 These Parents Use Baby Monitors to Track Older Children—

[Bowles 2018] Even Teens
[Jargon 2022] , -
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researchers are investigating loT abuse
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researchers are investigating loT abuse

We need a better
understanding of the

problem we are
trying to solve.
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research questions \

RQ] Which loT devices can be involved in abuse, and

in what ways are they misused?
RQZ Which properties of these devices enable abuse?

R(O3 How can we better conceptualize this problem?




N

method: systematic survey of web content \
21,897

search queries
generated from
templates
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spy on [agent] using [device]

method / characterizing loT abuse |/ abuse vectors 4
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method: systematic survey of web content

21,897 70,399 320

search queries unique web pages web pages

generated from collected using qualitatively
templates Google Search analyzed

’ "."" :@:
—— e ——
“ ‘90s* « -
2804

25,000 26,286

search queries web pages remain
after snowballing after filtering

method / characterizing loT abuse |/ abuse vectors
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overview of web pages \

types targets loT abuse

News articles

Forum posts

How-to pages
for potential
abusers




characterizing
loT abuse

Discussed Strategies

Abuse

Context Category Device Spy Harass  Vectors

Smart speaker OM-& ®-F -UR-

Home control Control tablet OM- - - — - _yr-

v OM- -  #- -  —ur1

Thermostat ~_9- @®A- —urR-

Lights 90— - —  —u-1

Router ___& #-- ——wr1

Smart appliances Plug __9- #-— ——=r1

Kettle - @- - -1

Smoke alarm S -~ @- -  _—_a-

Fridge - 9- —__ __r-

Shared-use devices Mattress . & - -  __g-

Doorbell OMOG M- - —U-1

Security camera -M- & - ——- —Uu-1

General camera O — - == cu-—1

Security systems Baby monitor OM-— - - - - -1

Lock --9- #A- -Uu-1

Motion sensor 99— - c--1

Presence sensor S 9- - c--1

Garage door opener - - —A- &1

. Car --9- #A —-—-1

Vehicles Car accessory __ Q- -—-@ c-z-

‘Watch OM & R —_R—

Tracking devices Lo tracker D

Entertainment g:::z:;‘ headphones -9- --- CcUR-
Personal-use devices Hidden camera O - -
Spy drone M9 - - — -
Covert spying Thcrmva] camevrz - Jp— - — =
technologies Listening device -
Landline recorder - - = R
GPS tracker - - __

USB keylogger & - —— -

Full spying: Remote audio (49 ) and video ( @) surveillance, precise location tracking ( 9 ), and accessing private data (&

Limited spying: Distance-limited audio/video spying (

. ); location tracking with stationary device (

).

Harassment: Disrupting the home environment ( # ), threatening physical safety ( £ ), and manipulating private data ( (£ ).
Abuse vectors (discussed in § 7): Covert Spying (C), Unauthorized Access (U), Repurposing (R), Intended Use (I)

method [/ characterizing loT abuse / abuse vectors




many IoT devices can be used for abuse

shared use personal use
_F—@ Home control ,(\ Tracking devices
595 Smart appliances §2% Entertainment

(e.g., AirPods)

A Security systems
i'Y] Covert spy devices

& Vehicles (e.g., hidden cameras)

method [/ characterizing loT abuse / abuse vectors
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abusers can spy with loT devices \

O] Audio surveillance ()2 Video surveillance

()3 Location tracking ()4 Accessing private data

method [/ characterizing loT abuse / abuse vectors 7
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abusers can harass with IoT devices \

O] Disrupting the ()2 Threatening
home environment physical safety
()3 Manipulating ()4 Psychological control

private data

method [/ characterizing loT abuse / abuse vectors 8



the abuse vectors
framework

[

method / characterizing loT abuse /[ abuse vectors / 9



Yes

Is the device covert? Covert Spying
No
s the abuser a non- Yes Unauthorized
owner of the device? Access
No |
|s a secondary Yes R .
functionality used? epurposing

No

Intended Use

Photos by Unknown Author licensed under CC
BY-SA, CC BY-NC, CC BY-ND, CC BY

method [ characterizing loT abuse /[ abuse vectors 10
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tailored solutions for each vector \

Covert Spying  Unauth. Access  Repurposing Intended Use

method / characterizing loT abuse /[ abuse vectors 11
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leveraging the abuse vectors framework \

researchers I

manufacturers I

policymakers I
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