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Lecture 6 and 7 (Feb 5 and 10, 2004)

Outline
Exterior Gateway Protocol
- Border Gateway Protocol – BGPv4
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EGP: Exterior Gateway Protocol
• Overview

– designed for tree-structured Internet
– concerned with reachability, not optimal routes

• Protocol messages
– neighbor acquisition: one router requests that another be its peer; 

peers exchange reachability information

– neighbor reachability: one router periodically tests if the another is 
still reachable; exchange HELLO/ACK messages; uses a k-out-of-
n rule

– routing updates: peers periodically exchange their routing tables 
(distance-vector)
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BGP-4: Border Gateway Protocol
• AS Types

– stub AS: has a single connection to one other AS
• carries local traffic only

– multihomed AS: has connections to more than one AS
• refuses to carry transit traffic

– transit AS: has connections to more than one AS
• carries both transit and local traffic

• Each AS has:
– one or more border routers
– one BGP speaker that advertises:

• local networks
• other reachable networks (transit AS only)
• provides path information
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BGP Example
• Speaker for AS2 advertises reachability to P and Q

– network 128.96, 192.4.153, 192.4.32, and 192.4.3, can be reached
directly from AS2

• Speaker for backbone advertises
– networks 128.96, 192.4.153, 192.4.32, and 192.4.3 can be reached

along the path (AS1, AS2).

• Speaker can cancel previously advertised paths

Backbone network
(AS 1)

Regional provider A
(AS 2)

Regional provider B
(AS 3)

Customer P
(AS 4)

Customer Q
(AS 5)

Customer R
(AS 6)

Customer S
(AS 7)

128.96
192.4.153

192.4.32
192.4.3

192.12.69

192.4.54
192.4.23
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Sprint, USA
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WorldCom (UUNet) 
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Telstra international
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Partial View of cs.wisc.edu Neighborhood 
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Customers and Providers
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The “Peering” Relationship
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Examples of Peering
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To Peer or Not to Peer?

• Reduces upstream transit costs

• Can increase end-to-end 
performance

• May be the only way to connect 
your customers to some part of 
the Internet (“Tier 1” ) 

• You would rather have 
customers

• Peers are usually your 
competition

• Peering relationships may 
require periodic renegotiation

.
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Autonomous Systems (ASes)
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RFC 1930: Guidelines for creation, selection, 
and registration of an Autonomous System

… the administration of an AS appears to other ASes to 
have a single coherent interior routing plan and presents a 
consistent picture of what networks are reachable through it.
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BGP-4
• BGP = Border Gateway Protocol 

• Is a Policy-Based routing protocol 

• Is the de facto EGP of today’s global Internet

• Relatively simple protocol, but configuration is complex and the
entire world can see, and be impacted by, your mistakes. 
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BGP Operations (Simplified)

Establish session on
TCP port 179

Exchange all
active routes 

Exchange incremental
updates

AS1

AS2

While connection 
is ALIVE exchange
route UPDATE messages

BGP session

65

Two Types of BGP Neighbor Relationships

• External Neighbor (eBGP) in a 
different Autonomous Systems 

• Internal Neighbor (iBGP) in the 
same Autonomous System AS1

AS2

eBGP

iBGP
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Four Types of BGP Messages

• Open : Establish a peering session. 

• Keep Alive : Handshake at regular intervals. 

• Notification : Shuts down a peering session. 

• Update : Announcing new routes or withdrawing previously 

announced routes.  
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BGP Attributes
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Attributes are Used to Select Best 
Routes 
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Route Selection Summary
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BGP Route Processing

Best Route
Selection 

Apply Import
Policies

Best Route 
Table

Apply Export
Policies

Install forwarding
Entries for best
Routes. 

Receive
BGP
Updates

Best
Routes

Transmit
BGP 
Updates

Apply Policy =
filter routes & 
tweak attributes

Based on
Attribute
Values

IP Forwarding Table

Apply Policy =
filter routes & 
tweak attributes

Open ended programming.
Constrained only by vendor configuration language

71

BGP Next Hop Attribute

Every time a route announcement crosses an AS 
boundary, the Next Hop attribute is changed to the IP 
address of the border router that announced the route. 

AS 6431
AT&T Research

135.207.0.0/16
Next  Hop = 12.125.133.90

AS 7018
AT&T 

AS 12654
RIPE NCC
RIS project 

12.125.133.90

135.207.0.0/16
Next  Hop = 12.127.0.121

12.127.0.121
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@�%��%�	���4�$#


@�%��%�	���4�$#


Join EGP with IGP For Connectivity

���� ����192.0.2.1

135.207.0.0/16

10.10.10.10

C".

192.0.2.1135.207.0.0/16

destination next hop

10.10.10.10192.0.2.0/30

destination next hop

135.207.0.0/16
Next  Hop = 192.0.2.1

192.0.2.0/30

135.207.0.0/16

destination next hop

10.10.10.10

F

192.0.2.0/30 10.10.10.10
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Implementing Customer/Provider 
and Peer/Peer relationships

• Enforce  transit relationships 
– Outbound route filtering 

• Enforce order of route preference
– provider < peer < customer

4�����%�
;�
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Import Routes 
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Export Routes 
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So Many Choices

Which route should
Frank pick to 13.13.0.0./16? 

AS 1

AS 2

AS 4

AS 3

13.13.0.0/16

@%��)9
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LOCAL PREFERENCE

AS 1
AS 2

AS 4

AS 3

13.13.0.0/16

#���#��%
+�E���

#���#��%
+�E����

#���#��%
+�E���

Higher Local
preference values
are more preferred
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ASPATH Attribute

AS7018
135.207.0.0/16
AS Path = 6341

AS 1239
Sprint

AS 1755
Ebone

AT&T

AS 3549
Global Crossing 

135.207.0.0/16
AS Path = 7018 6341

135.207.0.0/16
AS Path = 3549 7018 6341

��� �!�

135.207.0.0/16

AT&T Research

.%
+	1�3%	�	���
�

AS 12654
RIPE NCC
RIS project 

AS 1129
Global Access

135.207.0.0/16
AS Path = 7018 6341

135.207.0.0/16
AS Path = 1239 7018 6341

135.207.0.0/16
AS Path = 1755 1239 7018 6341

135.207.0.0/16
AS Path = 1129 1755 1239 7018 6341
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Shorter Doesn’ t Always Mean Shorter
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AS 2
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Interdomain Loop 
Prevention
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AS 7018

12.22.0.0/16
ASPATH = 1 333 7018 877
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AS 1
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Hot Potato Routing: Go for the Closest 
Egress Point 
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Sometimes hot potato is not enough

15 56
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Cold Potato Routing with MEDs
(Multi-Exit Discriminator Attribute)

15 56
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Prefer lower 
MED values
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Policies Can Interact Strangely
(“Route Pinning”  Example) 
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