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ftp: thefile transfer protocol

file transfer

FTP
client

a host K@T:ca file
system

0 transfer file to/from remote host

O client/server model
0 client: sidethat initiates transfer (either to/from remote)
0 server: remote host

0 ftp: RFC 959

O ftp server: port 21
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ftp: separate control, data connections

a

ftp client contacts ftp server at

port 21, specifying TCP as

transport protocal . TCP control connection
two parallel TCP connections port 21

opened: @4—>
0 control: exchange commands, < >
FTP

responses between client, e da;;f%nw'm FTP
server. client server
“out of band control”
O data: file data to/from server
O ftp server maintains “state”:
current directory, earlier
authentication

a
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ftp commands, responses

Sample commands: Sample return codes

0 sent as ASCI| text over control 0 status code and phrase (asin
channel http)

O USER user name 0 331 Usernane K,

0 PASS password passwor d required

O LI ST returnlist of filein 0 125 data connection

. al ready open;
current directory transfer starting

O RETR fil enane retrieves 0 425 Can't open data
(gets) file connect i on
0 STOR fi |l enane stores 0 452 Error witing
(puts) file onto remote host file
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Implications of Using aNAT

0 How does performance of FTP affected when a
NAT isused in the middle?

0 When client informs server of its dataport, NAT needs
to modify this information as it passes to the server

0 Data port information isin application (FTP) payload
0 NAT needs to understand FTP semantics
0 Breaks layering
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Telnet

Internet’s most basic network virtual terminal application alowing usersto log
into aremote host
Runson top of TCP
Requires authentication via user name and password
Requires host system to run atelnet server (telnetd)
Typicaly passes keystrokes to remote system and carries output back to user's
screen (character at atime mode)
0 How isthis useful?
Offers three basic services
0 Network virtual terminal — standard interface to remote system
0 Mechanism for negotiating communication options
O Treats both ends of a connection symmetrically
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Telnet

0 Client’s TELNET process connects to server’s TELNET
0 telnet foo.cswisc.edu
O Server listens on well known port (23) for incoming connections
0 forks new slave process to handle connection
0 Much of the hard work in telnet is to accommodate heterogeneity
of systems
o0 Control characters, etc.
0 Accomplished vianetwork virtual terminal (NVT) specification for ASCII
O It'snot very secure!
0 It can cause alot of traffic - tinygrams
0 Nagle'salgorithm (RFC 896, ‘84)
« Collects and sends groups of data based on ACK process
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