CS 640, Homework Assignment #0
Assigned: April 10, 2008, Due April 17, 2008

(adapted almost in entirety from Wireshark IP LalKorose, Ross
textbook &' edition)

In this lab, we’ll investigate the IP protocol, focusing on the IP datagram. Uéedb by
analyzing a trace of IP datagrams sent and received by an execution oater out e
program (the r acer out e program itself is explored in more detail in the Wireshark
ICMP lab). We'll investigate the various fields in the IP datagram, and gudy
fragmentation in detail.

Before beginning this lab, you'll probably want to review sections 1.4.3 in thanex
section 3.4 of RFC 2151tp://ftp.rfc-editor.org/in-notes/rfc2151.txto update yourself
on the operation of thier acer out e program. You'll also want to read Section 4.4 in
the text, and probably also have RFC 73 fftp.rfc-editor.org/in-notes/rfc791.tkon
hand as well, for a discussion of the IP protocol.

1. Capturing packets from an execution of traceroute

In order to generate a trace of IP datagrams for this lab, we’ll use #deer out e
program to send datagrams of different sizes towards some destiXafatall that

t racer out e operates by first sending one or more datagrams with the time-to-live
(TTL) field in the IP header set to 1; it then sends a series of one or moreagetagr
towards the same destination with a TTL value of 2; it then sends a seriesgrhoet
towards the same destination with a TTL value of 3; and so on. Recall that a rostter m
decrement the TTL in each received datagram by 1 (actually, RFC 791 sape that t
router must decrement the TTL blyleast one). If the TTL reaches 0, the router returns
an ICMP message (type 11 — TTL-exceeded) to the sending host. As a result of this
behavior, a datagram with a TTL of 1 (sent by the host exedutiager out e) will

cause the router one hop away from the sender to send an ICMP TTL-exceeded message
back to the sender; the datagram sent with a TTL of 2 will cause the router two hops
away to send an ICMP message back to the sender; the datagram sent withf@ TTL
will cause the router three hops away to send an ICMP message back to theasehder;
so on. In this manner, the host executingcer out e can learn the identities of the
routers between itself and destinatdby looking at the source IP addresses in the
datagrams containing the ICMP TTL-exceeded messages.

We’ll want to runt r acer out e and have it send datagrams of various lengths.

» Windows. Thetracert program (used for our ICMP Wireshark lab) provided
with Windows does not allow one to change the size of the ICMP echo request
(ping) message sent by theacert program. A nicer Windowsr acer out e
program igpingplotter, available both in free version and shareware versions at
http://www.pingplotter.comDownload and instafiingplotter, and test it out by



performing a few traceroutes to your favorite sites. The size of € I€xho
request message can be explicitly sedingplotter by selecting the menu item
Edit-> Options->Packet Options and then filling in thdPacket Szefield. The
default packet size is 56 bytes. Ompoagplotter has sent a series of packets with
the increasing TTL values, it restarts the sending process again withat TT
after waitingTrace Interval amount of time. The value dtace Interval and the
number of intervals can be explicitly setpimgplotter.

* Linux/Unix. With the Unixt r acer out e command, the size of the UDP
datagram sent towards the destination can be explicitly set by inditaging
number of bytes in the datagram; this value is entered inrtaeer out e
command line immediately after the name or address of the destination. For
example, to sendr acer out e datagrams of 2000 bytes towards
www.wisc.edu, the command would be:

%t racer oute www. wi sc. edu 2000

Do the following:

« Start up Wireshark and begin packet cap{@agpture->Option) and then press

OK on the Wireshark Packet Capture Options screen (we’ll not need to select any
options here).

* If you are using a Windows platform, startpipgplotter and enter the name of a
target destination in the “Address to Trace Window.” Enter 3 in the “# of times to
Trace” field, so you don’t gather too much data. Select the menuledgm

> Advanced Options->Packet Options and enter a value of 56 in tRacket Sze

field and then press OK. Then press the Trace button. You should see a
pingplotter window that looks something like this:



& PingPlotter Freeware

File Edit Help Meed more proof For your slow ISP? Try RingPlotter Standard!
Aol to Trace: Target Name:  www.wisc.adu ngggums
oo e oo IP: 144.92.104.243 s
ey wisc edu Hop  PL% P DMSMame Avg | Cur Graph
ey CE visc.edu 1 172.18.1.1 1 1 246
ooySSey o5 wWisc.edu 2 12.46.14.129 2 P
telstra com
v bose 00 i 3 12.119.90,57 E-
e CONLCOM 4 12,123.199.66  gbrS.la2Zca.ip.att.net 21 21
ey eth.ch 5 12.122.11.137  thrllaZca.ip ath.net 2% 5
AL 6 12.427.3,200  seeceeeeeeeeen 15 15
Wi t;u'?;; o 7 TRV N R— 22 23
v o5 herkeley sdu 3 144.232.1.167  sl-crsi-ana-0-4-0-0.sprintlink. net 22 22
e rediff.com 9 144.232,18.39  sl-bbZ5-fw-9-0.sprintlink.net 46 48
e wvinfiles.com 10 144,232,205 shbb20-ke-3-0.sprintlink, net 153 153
A S 11 144.232,20,109  sl-bh2S-chi-3-0.sprintink. net 7z 72

12 144,232.26,118  sl-gw38-chi-14-0.sprintlink. net 70 70

13100 -

14 216.56.60.226  r-peer-xe-1-1-0-945 net.wisc.edu 95 95

15 146.151,175.61  r-cssc-b280c-1-core-vlan-1627. net.wisc. edu 246 246

16 145.151,176.70  r-csscplat-b380-1-node-vlan-1724. net, wisc, edu 166 166

17 144.92.104. 243w, wisc, edu 93 93

Round Trip: 93 03

Sampling

# of time= to trace:  |Unlimitec 5'
Trace Delay: |15 Seconds 3

Statistics

Samples to include; (10 :|:

E

Trace Count: 1

d_‘Start| 2 odyssey.cs. ... | \J C:\Docume. .. | ol adobe Read...| @ 2 Firefox -

Displayed Samples: 1 ko 1

@s4o-sos-ass...‘ L PingPlotter... @ T DEI@T R EGED 1247 Py

Next, send a set of datagrams with a longer length, by sel&litig Advanced
Options->Packet Options and enter a value of 2000 in tRacket Sze field and

then press OK. Then press the Resume button.

Finally, send a set of datagrams with a longer length, by selddihg
> Advanced Options->Packet Options and enter a value of 3500 in tRacket Sze

field and then press OK. Then press the Resume button.

Stop Wireshark tracing.

* If you are using a Unix platform, enter thiteeacer out e commands, one with
a length of 56 bytes, one with a length of 2000 bytes, and one with a length of

3500 bytes.

Stop Wireshark tracing.
If you are unable to run Wireshark on a live network connection, you can download a
packet trace file that is available
www.cs.wisc.edu/~suman/courses/640/s08/wiki/handouts/HWO/ipethereatlttpmap
You may well find it valuable to download this trace even if you've captured your own
trace and use it, as well as your own trace, when you explore the questions below.

2. A look at the captured trace
In your trace, you should be able to see the series of ICMP Echo Requestésdiué



Windows machine) or the UDP segment (in the case of Unix) sent by your computer and
the ICMP TTL-exceeded messages returned to your computer by the olitdeme

routers. In the questions below, we’ll assume you are using a Windows machine; the
corresponding questions for the case of a Unix machine should be clear. Whenever
possible, when answering a question you should hand in a printout of the packet(s) within
the trace that you used to answer the question asked. Annotate the printout to explain
your answer. To print a packet, USée->Print, chooseSelected packet only, choose

Packet summary line, and select the minimum amount of packet detail that you need to
answer the question.

1. Select the first ICMP Echo Request message sent by your computerpand ex
the Internet Protocol part of the packet in the packet details window.
7 ntited) -waweshark _______________________________________ mEK|
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A 1 &
® Frame 1 (70 bytes on wire, 70 bytes captured)
# Ethernet II, Src: Metgear_6l:8e:6d (00:09:5b:61:8e:6d), Dst: LinksysG_45:90:a8 (00:0c:41: 45 90:a8)
= Internet Protocol, src: 192.168.2.145 (16 68.2.145), Dst: 128.119.245.12 (128.1106.: i
version: 4
Header length: 20 hytes
# Differentiated services Field: 0Ox00 (CSCP 0x00: pefault; ECM: Ox000
Total Length: 56
Identification: 0x80kh2 (32946)
® Flags: 0x00
Fragment offset: 0
Time to Tive: 1
Protocol: ICMP (Ox0Ll)
® Header checksum: 0x0056 [correct]
Source: 192.268.2.145 (192.168.2.145)
Destination: 128.119.245.12 (128.119.245.12)
El Internet Control Message Protocol
Type: 8 (Echo (ping) reguest)
Code: 0
Checksum: 0x0818 [correct]
Identifier: 0x0400
Sequence number: 256 (0x0100)
Data (28 bytes)

000 00 0c 41 45 50 al 00 09 Sb al 8e 6d 08 00 *ﬁ 00| LW AE. ... [E.m.. -
0010 Qi b2 00 00 01 01 00 56

0020 |§E 08 00 08 18 04 00 01 00 30 45 50 69 6e 67 M...... .. QEPING

0030 50 BC GF 74 74 65 72 32 2e 36 30 30 45 50 69 6e Plotterz .H00EPiN

0040 67 50 6¢ 6F 74 74 gPlott =
Internet Protocol {ip), 20 by:es | F: 369 D: 369 M: 0 Drops: 0 4

What is the IP address of your computer?

2. Within the IP packet header, what is the value in the upper layer protocol field?
3. How many bytes are in the IP header? How many bytes are in the pafylload

|P datagram? Explain how you determined the number of payload bytes.

4. Has this IP datagram been fragmented? Explain how you determined vanether
not the datagram has been fragmented.



Next, sort the traced packets according to IP source address by clickiregSoortie
column header; a small downward pointing arrow should appear next to th&woce

If the arrow points up, click on tHgource column header again. Select the first ICMP
Echo Request message sent by your computer, and expand the Internet Protoool port
in the “details of selected packet header” window. In the “listing of captucdetisa
window, you should see all of the subsequent ICMP messages (perhaps with additional
interspersed packets sent by other protocols running on your computer) belbrstthis
ICMP. Use the down arrow on your keyboard to move through the ICMP messages sent
by your computer.

5. Which fields in the IP datagraaways change from one datagram to the next

within this series of ICMP messages sent by your computer?

6. Which fields stay constant? Which of the fiahasst stay constant? Which fields

must change? Why?

7. Describe the pattern you see in the values in the Identification field & the |
datagram

Next (with the packets still sorted by source address) find the serieéf |
TTLexceeded

replies sent to your computer by the nearest (first hop) router.

8. What is the value in the Identification field and the TTL field?

9. Do these values remain unchanged for all of the ICMP TTL-exceeded ssgrites

to your computer by the nearest (first hop) router? Why?

Fragmentation

Sort the packet listing according to time again by clicking otime column.

10. Find the first ICMP Echo Request message that was sent by your corftputer a
you changed thBPacket Sze in pingplotter to be 2000. Has that message been
fragmented across more than one IP datagram? [Note: if you find your pasket

not been fragmented, you should use theifiéhereal-trace-1.pcap packet trace. If

your computer has an Ethernet interface, a packet

size of 200Gshould cause fragmentation.]

The packets in thig-ethereal-trace-1 trace file are all less that 1500 bytes. This is
because the computer on which the trace was gathered Béseanet card that limits the
length of the maximum IP packet to 1500 bytes (40 bytes of TCP/IP hestdeand

1460 bytes of upper-layer protocol payload). This 1500 byte value is the standard
maximumlength allowed by Ethernet. If your trace indicates a datagram |a5@éx

bytes, and your computerusing an Ethernet connection, then Wireshark is reporting the
wrong IP datagram length; it will likely alsthow only one large IP datagram rather than
multiple smaller datagrams.. This inconsistency in repdetegths is due to the
interaction between the Ethernet driver and the Wireshark software. We reodthat

if you have this inconsistency, that you perform this lab usingptlthereal-trace-1

trace file.

11. Print out the first fragment of the fragmented IP datagram. What information in
the IP header indicates that the datagram been fragmented? What information i
the IP header indicates whether this is the first fragment versus driagiaent?



How long is this IP datagram?

12. Print out the second fragment of the fragmented IP datagram. What information in
the IP header indicates that this is not the first datagram fragmentieAreore
fragments? How can you tell?

13. What fields change in the IP header between the first and second fragment?

Now find the first ICMP Echo Request message that was sent by your comuipertgou
changed th&acket Szein pingplotter to be 3500.

14. How many fragments were created from the original datagram?

15. What fields change in the IP header among the fragments?



