CS 640, Homework Assignment # 1
Assigned: April 22, 2008, Due April 29, 2008

(adapted almost in entirety from Wireshark TCP b&Kurose,
Ross textbook A edition)

In this lab, we’ll investigate the behavior of TCP in detail. We’ll do so by analgzing
trace of the TCP segments sent and received in transferring a 150Kdfitaifing the
text of Lewis Carrol'Alice’s Adventures in Wonderlapftom your computer to a
remote server. We’'ll study TCP’s use of sequence and acknowledgement nfambers
providing reliable data transfer; we’ll see TCP’s congestion controlitdgof slow start
and congestion avoidance — in action; and we’ll look at TCP’s receiver-adveldised f
control mechanism. We'll also briefly consider TCP connection setup and we’ll
investigate the performance (throughput and round-trip time) of the TCP ¢tionnec
between your computer and the server.

Before beginning this lab, you’'ll probably want to review sections 3.5 and 3.7 iexthe t

1. Capturing a bulk TCP transfer from your computer to a remote

server

Before beginning our exploration of TCP, we’'ll need to use Wireshark to obtain et pack
trace of the TCP transfer of a file from your computer to a remote s&oe'tl do so by
accessing a Web page that will allow you to enter the name of a file stogealir

computer (which contains the ASCII textAlice in Wonderlany] and then transfer the

file to a Web server using the HTTP POST method (see section 2.2.3 in the text). We're
using the POST method rather than the GET method as we’d like to transfer a large
amount of datérom your computer to another computer. Of course, we’ll be running
Wireshark during this time to obtain the trace of the TCP segments sent @inddec

from your computer.

Do the following to collect your own trace.

» Start up your web browser. Go the
http://pages.cs.wisc.edu/~suman/courses/640/s08/handouts/HW1/aéind.tetrieve an
ASCII copy ofAlice in WonderlandStore this filesomewhere on your computer.

» Next go tohttp://pages.cs.wisc.edu/~suman/courses/640/s08/handouts/HW1/TCP-
wireshark-file1.html

* You should see a screen that looks like:
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Upload page for TCP Wireshark Lab
Computer Networking: A Top Down Approach, 4th edition
Copyright 2007 JF . Kurose and KW, Ross, All Rights Reserved

If wou hawve followeed the instructions for the TCP Ethereal Lab, you have already downloaded an ASCI copy of
Alice and Wonderland from http.fhtto fpages s wisc edui~suman/courses/640/s08/handouts/HYy 1 /alice bt and
you also afready have the Wiresharlk packet sniffer running and capturing packets onyour computer.

Click on the Browse button below to select the directorgfile name for the copy of alice td that is stored on your
computer.
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Once you have selected the file, click on the "Upload alice b file" button below. This will cause your browser to
send a copy of alice bd over an HT TP connection {using TCP) to the web server at gaia s umass edu. After
clicking on the button, wait until a short message is displayed indicating the the upload is complete. Then stop your
Wireshark packet sniffer - you're ready to begin analyzing the TCP transfer of alice td from your computer to
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» Use theBrowsebutton in this form to enter the name of the file (full path name) on your

computer containinglice in Wonderlandor do so manually). Don't yet press the
“Upload alice.txt filé button.
* Now start up Wireshark and begin packet captGagpture->Optionsiand then press

OK on the Wireshark Packet Capture Options screen (we’ll not need to select any options

here).
* Returning to your browser, press thdpload alice.txt fil& button to upload the file to

the pages.cs.wisc.edu server. Once the file has been uploaded, a short congratulations

message will be displayed in your browser window.
» Stop Wireshark packet capture. Your Wireshark window should look similar to the
window shown below.



T {Untitled) - Wireshark

Mi[=1E3

0.128451

.214161
4515

o 381927

File Edit Wiew Go Capture @gnalyze Statistics Help

¥ @ @ pEHx » 83 R« » » 7 & |BEH & aaddb
Eilter: | *  Expression... Clear Apply

Ma. - Time Scurce Destination Protacal | Info

l._|_|r|1:‘lr|l_1:lt‘||_|r'| or non-HTTR J‘E{‘H’ C
http = 1250 [ack] seg=1 ack=1966
ntinuation or n HTTF tratt

Cinuation or non-HTTE trattic
http > 1250 [ACK] Seg=1l Ack=3418
Continuation or non-HTTR tratfic

win=8712 L

wWin=11616

win=14520

41 i

_ont

0.421386 92. MName
19 0.466467 28.11%9 192,168 TCP http
20 0.552453 28.119.245.12 192.168.2.145 TCP http

0.624375 28 http

b

[

. 708403
. 734130

http
http
h tp

e Tl D - i o D Do e —

http > 1250 [ACK] Seqg=1 Ack=4870
at

Tnuation or n

‘Irlu:tT‘lllr'l or Non-HTTR tr 11’1’1-
query ME MSHOME<Llh:>
> 1250 [ACK] Seg=l Ack=86322
> 1250 Seq=1 Ack=¥774
> 1250 Seqg=1 Ack= 895?

win=17424
wWin=20328
win=23232

a
“K“

win=2613€
Wi Q04cC
Win=31544

> 1250
> 1250
> 1250

Seq=1 Ack=14505

File: "C:iDOCUME~ 1 PALLAY~1LOCALS~1Templether<i:xa03100" 165 KE 00:00:09

[
.950346 28. . http > 1250 : ] win=22767
32 1.036225 28.116.245.12 152 168.2.145 TCP http = 1250 [Ack] seq=1l Ack=15957 win=32767
33 1.1082859 28.115.245.12 152.168.2.145 TCP http = 1250 [Ack] Seqg=l Ack=17149 W"|n=32?6?j
[ | ©
# Frame 1 (62 bytes on wire, 62 bytes captured)
# Ethernet II, Src: Metgear_6l:8e:6d (00:09:5b:61l:8e:6d), Dst: LinksysG_45:90:a8 (00:0c:41:45:90:a8)
# Internet Protocol, src: 192.168.2.145 (192.168.2.145), Dst: 128.119.245.12 (128.119.245.12)
# Transmission Control Protocol, Src Port: 1250 (12500, Dst Port: http (80), Seq: 0, Len: O
0000 00 0c 41 45 92 a8 00 09 Sh &1 Se &d 08 00 45 00 LJAE. ... [a.m.LE.
0010 00 30 2b 6b 42 00 80 06 96 of cO a8 02 91 80 77 LOvkEL L. L. W
oozo 5 0C 04 82 02 50 €2 67 22 99 00 00 00 00 FO 02 ..... P.g "..... [
o300 £ £Ff 60 2F 00 00 02 04 05 b4 01 01 04 02 e e

F: 214D: 214 M: 0 Drops: 0

If you are unable to run Wireshark on a live network connection, you can download a
packet trace file that was captured while following the steps above, with tiveaties

being a host named gaia.cs.umass.edu (IP address 128.119.245.12). This trace file is
available atttp:/pages.cs.wisc.edu/~suman/courses/640/s0BslssiHW 1/tcp-ethereal-trace-1.pcap

(Once you have downloaded the trace, you can load it into Wireshark and view the trace
using theFile pull down menu, choosin@pen and then selecting the tcp-ethereal-trace-

1.pcap trace file.)

In thisassignment you will use this provided trace to answer all the following posed
guestions. But for practice, you should try to verify the answers for your own trace as

well.

2. Afirst look at the captured trace

Before analyzing the behavior of the TCP connection in detail, let’'s také dekig

view of the trace.



* First, filter the packets displayed in the Wireshark window by enteripg “tc
(lowercase, no quotes, and don’t forget to press return after entering!) iclistesy
filter specification window towards the top of the Wireshark window.

What you should see is series of TCP and HTTP messages between your computer and
pages.cs.wisc.edu. You should see the initial three-way handshake containing a SYN
message. You should see an HTTP POST message and a series of “HTTP Continuation”
messages being sent from the source computer to gaia.cs.umass.edu. You shoeld also se
TCP ACK segments being returned from pages.cs.wisc.edu to your computer.

Whenever possible, when answering a question you should hand in a printout of the
packet(s) within the trace that you used to answer the question asked. Annotate the
printout to explain your answer. To print a packet, kitee>Print, chooseSelected
packet onlychoosePacketsummary lineand select the minimum amount of packet
detail that you need to answer the question.

1. What is the IP address and TCP port number used by the source computer that is
transferring the file to gaia.cs.umass.edu? To answer this question, it's greasieist to
select an HTTP message and explore the details of the TCP packet used toscarry t
HTTP message, using the “details of the selected packet header window.”

2. On what port number is the destination host (gaia.cs.umass.edu) sending and receiving
TCP segments for this connection?

Since this lab is about TCP rather than HTTP, let’'s change Wireshasdtiadlof
captured packets” window so that it shows information about the TCP segments
containing the HTTP messages, rather than about the HTTP messages. To have
Wireshark do this, seleéinalyze->Enabled Protocol3hen uncheck the HTTP box and
selectOK. You should now see a Wireshark window that looks like:
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This is what we’re looking for - a series of TCP segments sent between tbe sour
computer and gaia.cs.umass.edu. We will continue to use this packet trace to fudy TC
behavior in the rest of this lab.

3. TCP Basics
Answer the following questions for the TCP segments:

3. What is the sequence number of the TCP SYN segment that is used to initiate the TCP
connection between the source computer and gaia.cs.umass.edu? What is it in the
segment that identifies the segment as a SYN segment?

4. What is the sequence number of the SYNACK segment sent by gaia.cs.umass.edu to
the source computer in reply to the SYN? What is the value of the ACKnowledgement
field in the SYNACK segment? How did gaia.cs.umass.edu determine that vatha¢? W

is it in the segment that identifies the segment as a SYNACK segment?

5. What is the sequence number of the TCP segment containing the HTTP POST
command? Note that in order to find the POST command, you’ll need to dig into the



packet content field at the bottom of the Wireshark window, looking for a segmbrda wit
“POST” within its DATA field.

6. Consider the TCP segment containing the HTTP POST as the first segment@ithe T
connection. What are the sequence numbers of the first six segments in the TCP
connection (including the segment containing the HTTP POST)? At what asseach
segment sent? When was the ACK for each segment received? Given the @ifferenc
between when each TCP segment was sent, and when its acknowledgemenrgiwed rec
what is the RTT value for each of the six segments? What issthiemat edRTT value
(see page 249 in text) after the receipt of each ACK? Assume that the vdlee of t

Esti mat edRTT is equal to the measured RTT for the first segment, and then is
computed using thEst i mat edRTT equation on page 249 for all subsequent
segments.

Note: Wireshark has a nice feature that allows you to plot the RTT for each of the TCP
segments sent. Select a TCP segment in the “listing of captured packetsiwthat is
being sent from the source computer to the server. Then sttlgtistics->TCP Stream
Graph-> Round Trip Time Graph.

7. What is the length of each of the first six TCP segments?

8. What is the minimum amount of available buffer space advertised at theecefogi
the entire trace? Does the lack of receiver buffer space ever throttentter3

9. Are there any retransmitted segments in the trace file? What did ydufohén the
trace) in order to answer this question?

10. How much data does the receiver typically acknowledge in an ACK? Can you
identify cases where the receiver is ACKing every other receivedesgqsee Table 3.2
on page 257 in the text).

11. What is the throughput (bytes transferred per unit time) for the TCP connection?
Explain how you calculated this value.

4. TCP congestion control in action

Let’'s now examine the amount of data sent per unit time from the source computer to the
server.

Rather than (tediously!) calculating this from the raw data in the Warksiindow,

we’ll use one of Wireshark’s TCP graphing utilitieBime-Sequence-Graph(Stevent

plot out data.

» Select a TCP segment in the Wireshark’s “listing of captured-packeatsiowi

Then select the menBtatistics->TCP Stream Graph-> Time-Sequence-Graph(Stevens
You should see a plot that looks similar to the following pidtich was created from the
captured packets in the provided packet:
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Here, each dot represents a TCP segment sent, plotting the sequence number of the
segment versus the time at which it was sent. Note that a set of dots stamkedach
other represents a series of packets that were sent back-to-back by éne send

Now answer the following question for the trace file.

12. Use th@ime-Sequence-Graph(Steveptting tool to view the sequence number
versus time plot of segments being sent from the source computer to the
gaia.cs.umass.edu server. Can you identify where TCP’s slowstart phesednelgends,

and where congestion avoidance takes over? Comment on ways in which the measured
data differs from the idealized behavior of TCP that we’ve studied in the text.



