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Working across different
services is difficult...
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Trigger-Action Platforms (TAPs) empower automation rules
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Overview

* Privacy concerns in Trigger-Action Platforms (TAPs)
* Token-level Overprivilege
e Attribute-level Overprivilege

* Design of minTAP -- leveraging language-based techniques to track dependencies

e Evaluation on current TAP -- privacy benefits of deploying minTAP



Privacy Concerns in TAPs: IFTTT as an example

e IFTTT’s Term of Use states...

b < 0 B ifttt.com/terms & C M +

Will IFTTT Share Any of the Information it Receives with Other Entities?

We may use third party service providers to facilitate or outsource one or more aspects of our business and
therefore we may provide some of your personal information directly to these service providers. These
service providers are subject to confidentiality agreements with us and other legal restrictions that prohibit
their use of the information we provide them for any other purpose except to facilitate the specific

* Gmail removed its triggers from IFTTT due to privacy concern

) O B www.theverge.com/2019/3/25/182¢ & N @ + O

GOOGLE \ TECH CYBERSECURITY

Almost all of IFTTT's Gmail functionality "
is disappearing this week

You'll still be able to send emails, but that's about it

By Jon Porter | @JonPorty | Mar 25, 2019, 6:19am EDT



Privacy Concerns in TAPs: Token-level Overprivilege

IF & THEN do.. }

IFTTT

/Iwant an access tokenﬁ

modify files
delete files




Privacy Concerns in TAPs: Token-level Overprivilege

G Sign in with Google

IFTTT wants to access your
Google Account

@ uwmadsnp@gmail.com

This will allow IFTTT to:

L. See edit create, and delete all of your Google @
Drive files

Make sure you trust IFTTT

You may be sharing sensitive info with this site or app. You
can always see or remove access in your Google Account.
-

'd that can ...

Learn how Google helps you share data safely.

See IFTTT's Privacy Policy and Terms of Service.

Cancel Allow




Privacy Concerns in TAPs: Attribute-level Overprivilege

/ A subset of events
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IF & AND

THEN send a notification with
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is during work hours
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A subset of attributes

IFTTT



Privacy Concerns in TAPs: Attribute-level Overprivilege

/L new file \

/L new file \

/L new file \

L

filename filename filename
upload time upload time upload time
path path path
\ content / \ content / \ content /
A A A
10:00 am 1:00 pm 8:00 pm

L

Services have no knowledge of the rule, so
they will send every attribute of every event,
even if some are not needed

1FTTT



Privacy Concerns in TAPs: Attribute-level Overprivilege

L L

filename filename

upload time upload time

e
o IFTTT

THEN send a notification with

IF L AND is during work hours}
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mInTAP: Trigger-Action Platform with minimized data access

Data Minimization

Trigger service should only send data that are necessary
for rule execution

-] Allows for Computation

Users should be able to program complex rule conditions
(using languages like JavaScript)

Works with Current Infrastructure

The design should only require changes in service's
existing compatibility layer and be fully compatible with
IFTTT with minimal affections in user experience



Current TAP Design
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[ Trigger Service =L Action Service

action data = f(trigger data)

N — ( Trigger-Action Platform Waction data (
J \ )

A

IF L AND is during work hours

THEN send a notification with

&

User Client
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mInTAP Design Overview

|
| .
| trigger data |
|
| | L)
! ‘ filename ] ( upload time ] | -l
: | ‘ =
! ‘ path ’ ‘ content ’ i
L ______ I .
_ , )\ action data [ _ ,
Trigger Service ] =L Action Service
A
IF L new file uploadedi AND . upload time , is during work hours
THEN send a notification with = filename J
minimizer m (@ ~
<] Computes a minimizer m that ensures

User Client : i
Serien action data = f (trigger data)

= f(m(trigger data))
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mInTAP Design Overview

minimized trigger data
= m(trigger data)

‘ filename ] ( upload time ]

action data
{ Action Service ]

[ Trigger Service

A

IF Lmr}wfi\s}up\r_)adod AND | upload time | is during work hours

THEN send a notification with = filename

minimizer m
@ \
-@. Computes a minimizer m that ensures

User Client : i
Serien action data = f (trigger data)

= f(m(trigger data))
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mInTAP Design Overview

minimized trigger data
= m(trigger data)

‘ filename ] ( upload time ]

action data
{ Action Service ]

[ Trigger Service

A

IF Lmr}wfi\s}up\r_)adod AND | upload time | is during work hours

THEN send a notification with = filename

minimizer m
@ \
-@. Computes a minimizer m that ensures

User Client : i
Serien action data = f (trigger data)

= f(m(trigger data))
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Minimizer in automation rules

Avutomation Rule
IF s
I B

Filter Code

|

4
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Minimizer in automation rules

Avutomation Rule

IF Google Drive: New File in ...

Drive | Drive 1

Filter Code

THEN Notification: Send ...

New file named

M
essage filename uploaded

Attachment | |
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Minimizer in automation rules

Avutomation Rule

IF
— OPTION @: Static Minimizer

Attachment

— OPTION e: Dynamic Minimizer
THEN Notification: Send ...

New file named

uploaded




Minimizer in automation rules

Avutomation Rule
|IF s

Filter Code

I fime
N filename I

|
I content

Which attributes appear in FC?

[ ] .
I filename

|

Which attributes are used?

A 4

4

\ 4

c Static Minimizer

Time
Filename
Content

Filename

Time
— Filename
Content
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Minimizer in automation rules

r-r—-———~—""—"">">"T~>~>"~""~——™—™—/—™—— 1
: trigger data :
| |
: filename upload time :
I Docl.pdf 12:00 pm I
I I ) . ] ]
] |
Automation Rule l path content : e Dyna mic M Intmizer
| /Drivel/Dirl | | ... |
|F | ¢\ |
I
Which attributes are accessed? Time
Filter Code > —_—
\ 4 .
— - Filename
Initialize monitoring class...
I » Filter Code + monitor logic
I return monitored results
. | > AH | ;
Which field are overwritten?
THEN maassssssssss N Time
Message I Filename
I il .
e ~ Message: Filename
Attachment I - - -
aehmen Which attributes are used? Attachment: @
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trigger data

filename upload time
Docl.pdf 4:00 am

Avutomation Rule

|IF s

Filter Code

|
|
|
|
|
|
|
—
: path content
| /Drivel/Dirl | | ...
|

v

Initialize monitoring class...

v

Filter Code + monitor logic > Skip ACTion

return monitored resulis

\

if upload time before 9am / after 5pm:

skip action

9 Dynamic Minimizer

» Abort
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Minimizer in automation rules

IF

Avutomation Rule

Attachment

THEN Notification: Send ...

— OPTION @: Static Minimizer

Message

New file named
uploaded

Attachment |

— OPTION e: Dynamic Minimizer

@ high precision, especially when branching exists in filter code

@ extra latency overhead due to runtime execution: =6 milliseconds



MINTAP Execution Flow

‘ Trigger Service

Compatibility Layer

Modified Rule S
Execuie minimizer
. IF A .
Original Rule Trigger API Call Trigger Data
IF s— Minimizer . (a1 ) [(ame2 )
Minimizer | (filled by client) | .
B E——
Signature [ N ] [ Attrd ]
Client Signature | (filled by client) |
v

Filter Code

—> (/> | =P Trigger-Action Platform

Action Data

E— THEN
— Ve

v
p Compatibility Layer
0" Action Service

Rule Execution Phase

Rule Setup Phase



MINTAP Execution Flow

Original
[
Filter Code

e—

THEN

Client Trigger
TAP ;
/> Service

1. Authaorization Request
{Clientid, Scope, Callback URL, ...}

2. Authorization Request*
{Clientid, Scope, Callback URL, ...,
Code Challenge}

v

[ ]
[
Login +
3. Authorization Code .
4. Authorization Code authorize

A

I 3

5%, Client Token Request
{Client id, Authorization Code, ...

Code Verifier, Client public key}

LA N - P S

{Clientid, Au
Code Verifier, Client public key}

»

6*. Access (+ Refresh) Token
for Client

Service Authorization Phase

‘ Trigger Service

Compatibility Layer
Execute minimizer
N

Trigger API Call Trigger Data

Minimizer [ Attr] ] [ Atte2 ]

Trigger-Action Platform

[A—Hr—ffv][AﬁrA]

\ 4

Action Data

0
4 Action Service

Rule Execution Phase




Study of Overprivileges in IFTTT

* Collected 34,419 IFTTT rules connected to private triggers
* Including detailed configuration (e.g., filter code)!

Percentage of rules that have at least x ...

=@=—attributes
100%
90%
80%
70%
60%
50%
40%

50% of these IFTTT rules 30%

20%
have access to 5+ attributes L%

0%

0 1 2 3 4 5 6 7 8 9 10 11 12 13

# of attributes
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Study of Overprivileges in IFTTT

* Collected 34,419 IFTTT rules connected to private triggers
* Including detailed configuration (e.g., filter code)!

* On average

50% of these IFTTT rules have access to 3+
attributes that are not needed and will be
sanitized by minTAP

attributes are not needed

Percentage of rules that have at least x ...

=@=gattributes sanitized attributes

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%
0 1 2 3 4 5 6 7 8 9 10 11
# of attributes

12

13
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Study of Overprivileges in IFTTT

* Collected 34,419 IFTTT rules connected to private triggers
* Including detailed configuration (e.g., filter code)!

* On average attributes are not needed

Percentage of rules that have at least x ...

Attribute Type % =@=3ttributes

sanitized attributes sanitized highly-sensitive attributes

Timestamp 26.7% lsz

Event description 80%
70%

User’s personal info 60%

Location jjj

Downloadable link zz;

Access-controlled link  2.2% 10% |
e 0 1 2 3 4 5 6 7 8 9 10 11 12 13

# of attributes
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Thank youl!

minTAP: Trigger-Action Platform
with minimized data access

: : : : Yunang Chen
Leveraging static and dynamic analysis to @ VC@quwisc_edu
sanitize unnecessary data attributes -

Works with user-created filter code

Sagstl https://github.com/
2 EarlMadSec/minTAP

Only lightweight changes to existing TAP
compatibility layer required, while sanitizing
3.6 attributes per automation rule
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