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What is Hybrid Cloud?

- Hybrid cloud combines and unifies public cloud, private cloud
and on-premises infrastructure to create a single, flexible, cost-
optimal IT infrastructure.

Benefits of a unified hybrid cloud platform

Hybrid Cloud

o Public Cloud
v" Improved developer productivity Cloud Service Providers:

Amazon Web Services Private Cloud

Google Cloud Platform S

v’ Greater infrastructure efficiency Micogsoh Azis
v Improved regulatory compliance and security

v" Overall business acceleration
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5 layers of the hybrid cloud architecture framework

Observability and Control Tower

Layer 5 Single Pane of Glass
24*7 Operation Seculrl’fcy Opsratlons CI(iD P||:J)E_el|ne
Layer 4 AlOps ntegration ntegration
(SecOps) (DevOps)
Industry Platform Solution
Layer 3 IBM Middleware layer of platform intelligence (Al, Data, Security,
Automation)
Layer 2 Container Platform (RedHat OpenShift)
Y
Layer 1 Multi-Cloud Infrastructure (IBM Cloud, AWS, Google Cloud, etc)
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Modern hybrid cloud infrastructure
- Support for cloud-native application development and
deployment across all cloud types (public and private) and
cloud providers

- A single operating system across all environments

- A container orchestration platform—typically Kubernetes—that
automates the deployment of applications across cloud
environments
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Key differentiators of IBM Hybrid Cloud

® Scalability: built on Red Hat OpenShift
®* Location access (60 data centers worldwide)
Multi-zone regions (MZRs)
Single-zone regions (SZR)
Data centers
By IBM Cloud Satellite
* Cloud security:
IBM Cloud data protection
IBM Security Guardium® Data Encryption
IBM Cloud for Financial Services
® Leveraging innovation
* Multi-Cloud and open source flexibility
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Cloud reliability and disaster recovery
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Data center 3 provides
disaster recovery




Security Mechanisms in IBM Hybrid Cloud
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Security and Compliance

Security domains

Governance, risk, and compliance

Application security

Data security

Identity and access management

Infrastructure and endpoint security

Detect and respond

Security capabilities

Strategy
architecture,
and governance

Secure
development
lifecycle

Data lifecycle
management

Identity lifecycle
management

Platform
protection

Vulnerability
lifecycle
management

Security policy
and processes

Threat modeling
and
requirements
management

Data loss
prevention

Identity
governance

Endpoint
protection

Security testing
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Challenges and Considerations

[ ]

* Modernize applications

Moving from legacy to cloud and Al models e Keep IT available
* Navigate security and compliance concerns

e Simplifying the experience of using and

Creating truly hybrid architectures Managing of both infrastructure and data

* From manual exercises to software-defined

Streamlining security and compliance
approaches

* Network and storage

* Quantum computing and Al accelerators

* Optimized for large-scale and performance-
Sensitive workloads

Identifying the next frontiers of technology
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Questions?
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